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Municipal computing in New England is different than in most of the country. 
Elsewhere, data processing is usually done at the county or large city level. By 
comparison, most Massachusetts communities are small, both in population and 
budget, yet their elected and appointed officials are responsible for the full 
spectrum of municipal operations and the associated technology. With just a few 
software and hardware vendors marketing to or serving large or medium 
municipal governments, the high technology marketplace for small or, in 
Massachusetts’ case, very small towns is extremely limited and continues to 
shrink. While municipal software and IT service options decline in number, the 
complexity associated with properly equipping and managing a secure municipal 
information resource is perpetually growing. 
 
The Division of Local Services (DLS) is aware of the difficulties municipalities 
face when trying to keep up with changing technology.  Most of our information, 
however, comes in through direct engagement with individual communities and is 
not necessarily representative or typical. Larger towns and cities normally have 
the benefit of professional IT managers and computer committees to manage 
and plan technology solutions. Smaller towns that make up the majority of 
Massachusetts municipalities usually do not have these resources. To accurately 
understand the particular needs of smaller municipalities and represent this 
perspective in discussions at various levels of government, DLS undertook a 
brief survey of towns with populations under 13,000 to better appreciate how they 
use technology and their outlook. How do town chief executives view technology 
plans for their community over the next five years? Are things essentially 
manageable when it comes to information technology or do they face difficult 
decisions? 
 

 



 
About 25 percent, or 50 chief executives of the 201 towns under 13,000 
residents, responded. The sample data show a dramatic difference in practice, 
planning, and outlook even within this set of small towns. Towns below 6000 
population or below a $16 million budget are openly struggling to cope with 
technology compared with larger or richer small towns. These differences of 
community size and tax base also correspond to the state’s east-west 
geographic division, so that analyzing small towns east and west of I-495 leads 
to essentially the same divided response. This difference can be summarized in 
the following points where towns with budgets under $16 million (25 towns) are 
considered small while those in this sample over $16 million (25 towns) are 
considered medium. 
 

 Staffing: 100 percent of small towns have no IT staff and less contracted 
services compared to medium towns, almost half of which have IT 
employees. 

 Security: The majority of small towns are not confident that their essential 
data are secure from various threats, while 72 percent of medium towns’ 
CEOs are confident in their protection. 

 Disaster Recovery: Formal planning for maintaining business continuity 
through unanticipated disasters is not done generally in small-medium 
towns, but only a third as many small towns develop such plans compared 
to their medium counterparts. 

 Hardware Replacement: Almost half of small towns depend on computer 
hardware over five years old, compared to 20 percent of medium towns. 
(Typical useful life of computers ranges from 3 to 5 years.) 

 Cloud Computing: “Software as a service” over the Internet should be a 
logical strategic direction for small towns, but only 4 percent of small 
towns are currently trying some Internet-based applications for essential 
functions and only 13 percent are considering such technology for the 
future (compared to 33 percent of medium towns using and 58 percent 
considering Internet-based solutions.) 

 Broadband: While most towns reported providing high speed Internet for 
all essential departments, 12 percent of small towns were still not fully 
connected. Only half of small towns had adopted acceptable use policies 
for such Internet and email use compared to 72 percent among medium 
towns. 

 Privacy: Only 36 percent of small towns have adopted policies to protect 
personal information used in municipal data processing that, if disclosed to 
unauthorized persons, could result in costly remediation, litigation, and 
compensation. Some 72 percent of medium towns have adopted such 
policies. 

 Decision-makers: In making technology choices for the future, small 
towns are more likely to rely on finance and executive department heads 
of varying technical ability to choose solutions without any central 



coordination. Only 13 percent of small towns work through a computer 
committee, while 38 percent of medium towns are so organized. 

 Future Plans: Overall, only 50 percent of small towns consider their future 
information technology plans manageable and affordable over the next 
five years, compared to 82 percent of medium towns. Stated another way, 
half of small towns, in the opinion of their CEO’s, cannot afford or manage 
information technology in the immediate future but have no other option to 
conduct essential municipal operations. One small town explained 
affordability by saying, “Our future use of technology is defined as 
affordable. If we can't afford it, we don't upgrade.” Unfortunately, firms that 
make computers, operating systems, and other components have a way 
of making upgrades compulsory, every few years. 

 
The Sample 
 
Towns under 13,000 residents comprise 57 percent of all Massachusetts 
municipalities. The 50 responding towns are uniformly distributed geographically 
across the Commonwealth, so that all regions have representation. Overall, the 
towns range from municipal budgets of $111 million to $600 thousand and from 
populations of 12,250 to 96. The average budget is $19.5 million, and the 
average population is 5,600. Medium-small towns have an average budget of 
$32 million and an average population of 8,700, while small towns have 
considerably less with an average budget of at $6 million and population of 
2,400. 
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IT Staffing 
 
The sample indicates that 76 percent of towns under 13,000 have no IT staff. 70 
percent of all towns this size have arranged for vendors to provide some IT 
services, but a quarter of these towns consider those services unaffordable. The 
vast majority of towns in this size category expect IT staffing to remain as it is in 
the next five years, 92 percent of small towns and 25 percent of medium say 
staffing will not increase. 
 
As one small town of 1,200 residents reported:  
 

Small towns need the technical assistance for determining an 
affordable plan to design and implement the most efficient and 
effective computer setups (networking, firewalls, data protection, 
purchasing equipment (scanners) and then training in how to use it).  

 
A town of 3,200 added: 
 

We seem to do OK, at the present time, to be able to deal with 
technology such that it really helps us do our job. However, there is no 
coordinated approach. We depend on each dept. head to deal with 
their needs, even though they don't necessarily fully understand them. 
We depend on an outside vendor to help us with problems, but if he 



isn't available, we wait which in some cases can essentially shut us 
down. We are big enough to be able to use technology, but too small 
to afford either a part time IT person or share with neighboring towns. 
How about (when financial times are better for the Commonwealth) to 
fund a circuit rider tech person which could help 2, 3, or 4 towns at a 
time with our same problem. We would be willing to partially pay for 
such a person.  

 
Protecting Essential Data 
 
Computer users often underestimate potential threats and overestimate the 
adequacy of their protection when asked about data security. In general, if 
nothing terrible has happened so far, it is easy to assume that all is well. 
Therefore, when 54 percent of CEO’s of small towns say they lack confidence 
that their essential financial and executive data are secure, it is safe to say that 
they are not only correct but the situation is even worse than they imagine. 
When, overall, 58 percent of all sampled communities say they are confident 
their data are secure from all threats, but 76 percent admit they have no IT 
disaster plan, and, of those who do have a plan, most have never tested it, a firm 
argument emerges that many if not most small-medium sized communities are 
unintentionally putting at risk the data that are the foundation of their finances.  
 
 
Hardware Replacement 
 
Three comments, one from a North Shore community of over 7,500 residents 
and two from small towns under 1,600 residents point out the great divide 
between the medium and small in acquiring up-to-date hardware: 
 
Medium: 

We have established a capital technology program that covers all town 
departments, including the schools, library, police, town hall, etc. that 
specifies computer and server replacement schedules. This program 
has been quite successful and keeps our hardware and software 
current. 

 
Small: 

(1)…employees have individual desktop computers that are not 
connected to a network. … We intend to add upgraded equipment to 
many of the offices in the next fiscal year if financing is allowed. Most 
of our computers are close to 10 years old. 

 
(2) At this point equipment is old and it is done individually with no plan 
to network… We will limp by but we aren't set up to best utilize the 
technology available. 

 



 
Internet-Based Applications 
 
However one defines the concept, “cloud” computing will soon emerge as the 
lowest cost, most manageable approach for most municipalities. For 
communities without professional IT staffing, without the ability to regularly 
replace hardware and system software, and without the financial resources to 
contract for on-site vendor support, applications delivered over the Internet and 
managed by experts in a central or regional location are the obvious direction for 
most of the communities sampled in this survey. Data are stored, backed up, and 
protected by professionals in datacenters, not on a PC in the unlocked 
department in the historic town hall. The greatest need for this approach is 
among the smallest and poorest communities, but, ironically, these communities 
are also least knowledgeable about this potential solution. Virtually none reported 
they are contemplating moving in this direction in the next five years. 
 
In a panel discussion on cloud computing at a recent digital government 
conference in Boston, industry experts speculated that as larger cities 
successfully introduced versions of cloud computing the knowledge and benefits 
would filter down to smaller towns. As this survey suggests, larger communities 
are generally satisfied with their IT investment and plans, so that introduction of a 
very different approach is many years away (barring some dramatic change such 
as the disappearance of major software vendors upon which they currently rely). 
Actual results from the filtering-down-to-small-town process, therefore, could be 
decades away under this top-down scenario.  
 
Conclusions 
 
For small towns, all trends associated with municipal information technology are 
against continuance of the traditional town hall-based network or stand-alone PC 
running applications and storing data. The need for knowledgeable IT support, 
whether through employees or consultants, continues to grow as systems get 
ever more complex and as users expect access to essential data regardless of 
departmental ownership. The threats to data security are on the increase, as are 
the penalties and liabilities for unintended disclosure. Small town financial 
resources are not increasing at the same rate, if they are increasing at all. The 
number of software vendors serving the small town market is decreasing, and 
prices for products and services are increasing to enable firms to make a profit 
satisfactory to their investors or at least adequate to stay in business. Public 
demand and expectations for Internet-based services to spare them a trip to town 
hall are increasing as larger communities routinely provide such services. With all 
trends running against status quo systems, something will have to give, if not 
now then within the next few years. Regionalization and/or Internet-based 
“Cloud” applications appear to be the only alternatives worth consideration. 
 



The inefficiencies, limitations, and dangers of small-scale data processing in 
each town hall would, in the absence of strong home rule traditions, steer 
localities to regional solutions for assessing, accounting, collection, and other 
governmental operations. If home rule control is still important to residents and 
town officials, Internet-based applications with programs and data residing on 
professionally-managed, centrally-located servers are the logical alternative. 
What currently prevents movement toward that logical alternative? Some 
answers are: 
 

1. Cost – The price points, which are based on contracts and proposals 
known to us or published on the Internet, for Internet-based municipal 
management applications from established vendors are normally 
unaffordable for small towns. 

2. Knowledge – Small towns must rely on proven and familiar solutions and 
typically lack the knowledge to confidently adopt newest technologies. 

3. Size – Small towns individually cannot easily attract vendor interest or 
negotiate terms that reflect economies of scale. 
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DLS Assistance 
 
The Division of Local Services, recognizing the impediments to Cloud computing 
for small towns bulleted above, has been actively investigating and trying to 
facilitate strategies that could result in successful implementations of Internet-
based financial applications in the smallest towns. Investigations of secure 



hosting options have included a direct state role (which might involve 
chargebacks) and private hosting (which might be very competitive compared to 
standard state chargeback rates). Broadband Internet access is well on its way to 
being universally available in the Commonwealth, as this survey’s results 
suggest, and will not be a factor when a workable system is ready for 
implementation. Beyond the basic hosting and security infrastructure, the critical 
gap is the absence of Internet-ready governmental financial management 
software affordable for small towns with adequate provisions for training and 
support. DLS works closely with and advises the Community Software 
Consortium (CSC), a group of about 70 Massachusetts towns that jointly 
purchase and develop software and services for their own use. The CSC is 
planning Internet versions of its current software for real and personal property 
assessment, billing and collection, and tax administration. As a foundation for an 
integrated financial management system, DLS has been searching for a fund 
accounting system that is or could be made UMAS compatible, is affordable for 
the smallest communities, is or can be made an Internet application serving 
multiple towns, and ideally can be turned into an open source project where 
enhancements can be freely shared. As ambitious as that sounds, there are 
some possibilities still under review. Application software for a cloud solution can 
of course be found or offered by vendors or organizations outside of the CSC, 
but the problem is not solved unless the solution is affordable. Perhaps a creative 
pricing and service model will emerge from the vendor community in response to 
this small town demand. 
 
DLS is not a pioneer in advocating this strategic direction. The cost, efficiency, 
and security advantages are obvious to many. The Regionalization Advisory 
Commission’s Municipal Finance Subcommittee made the following 
recommendation in their final report this spring: 
 

Expand and Replicate the Computer Software Consortium Model. The 
state should develop an integrated financial management software program 
with applications for budgeting, accounting, assessing, collections, cash 
receipts, payroll, IT risk management, purchasing and vendor warrants. After 
an initial state outlay for development costs, the annual maintenance and 
enhancements costs could be funded from modest assessments to user 
communities. The software would be internet-based to allow for centralized 
data storage, security and administration. To lower costs, the state could host 
the application on the Commonwealth’s IT infrastructure or subsidize other 
storage methods. The system could be developed so that it is compatible with 
and data flows seamlessly into the DLS Gateway system used for key state 
regulatory functions such as setting tax rates, certifying new growth and free 
cash, submitting Schedule A financial reports and generally interfacing with 
DOR systems. To lower costs, it may be possible to start with an existing 
accounting package … and integrate the appraisal and collection software of 
the CSC with this accounting package to create an integrated, internet based 
financial management software.  

http://www.mass.gov/?pageID=gov3terminal&L=5&L0=Home&L1=Our+Team&L2=Lieutenant+Governor+Timothy+P.+Murray&L3=Councils%2c+Cabinets%2c+and+Commissions&L4=Regionalization+Advisory+Commission&sid=Agov3&b=terminalcontent&f=lg_regional_report&csid=Agov3


 
As one example of what is being done elsewhere, IBM has teamed up with 
municipal associations in Michigan and New York to advance cloud computing 
for smaller municipalities. Whether the costs involved in this demonstration 
project cross the affordability threshold of very small Massachusetts communities 
may be an open question, but the point is, in this example, communities in New 
York and Michigan are aiming at a better, more sustainable future for small town 
information technology. Massachusetts has many of the pieces in place to 
organize similarly workable, less costly solutions for its smaller towns. The 
survey results reported above suggest problems of sufficient extent and 
seriousness to justify the effort.  
 

http://domino.watson.ibm.com/odis/odis.nsf/pages/focus.15.html
http://domino.watson.ibm.com/odis/odis.nsf/pages/focus.15.html
http://domino.watson.ibm.com/odis/odis.nsf/pages/focus.15.html

