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The Special Commission on Electronic Eavesdropping was cre-
ated to study and investigate “the manner by which communica-
tions by wire, radio and word-of-mouth may be overheard or oth-
erwise intercepted without the knowledge, consent, or authoriza-
tion of either or all parties to a communication.”

During the past year, the Commission held three public hear-
ings and a number of executive sessions. The commission has
heard testimony on the capabilities of present eavesdropping de-
vices and the prospects of research and development. Also, the
commission has conducted an extensive study of service observa-
tion and monitoring of the New England Telephone and Tele-
graph Company.

Part I. Eavesdropping Devices

The Commission heard testimony from Emanuel Mittleman of
New York City and Bernard B. Spindel of Holmes, New York.

Mr. Mittleman, president of the Wireless Guitar Company, man-
ufactures devices of a commercial nature primarily for private
investigators and private parties. He sells his goods on a cash-
and-carry, no-names-no-questions-asked basis. Mittleman told the
commission that in the spirit of American capitalism (as he sees
it), his only concern “is making a buck.” The devices which he
demonstrated consisted of a “parasite bug” and a “room bug.”

The “parasite bug” is a subminiature transmitter, less than half
the size of a pack of cigarettes, which broadcasts both sides of a
telephone conversation, and derives its power from the telephone
itself. Ordinarily these transmitters can last for years, and prop-
erly constructed and installed are detectable only by physical in-
spection of the telephone.

The “room bug” is also a subminiature transmitter but requires
a battery as a power-source which lasts up to two weeks. Either
device can transmit a very clear signal at least 7 blocks in down-
town Boston and can pick up a whisper at 20 feet. The advantage
of using a transmitter is that even if detected, which is highly
unlikely, one can never learn the identity of the eavesdropper.

Conversations may be monitored by using micro-miniature mic-
ro-phones, some of which can pick up a whisper at 50 feet. Hear-
ing-aid microphones may be as small as 3/8" on a side. Under
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development are microphones the diameter of a pin-head and less
than 1/8" long. If a telephone line is used, amplifiers less than a
third of the size of a dime, and just as thin, can amplify the signal
as far as 20 miles by using telephone wire. The telephone wires
used are called vacant pairs, telephone lines not being used by
subscriber. (For technical reasons, it is necessary for the Tele-
phone Company to have “vacant pairs”.) Another alternative is to
utilize power lines, by using the principal of the wireless inter-
com, technically called a carrier-transmitter, or transmitting RF
signals, i.e., radio waves, down the power line. Also in use is the
device hidden in an eagle found in our Moscow Embassy in 1958,
activated by ultrasonic waves. In the future, one can expect lasers
to be utilized.

Clearly the future is frightening, and beyond the layman’s com-
prehension. Science has a double-edge sword, which can work for
the betterment of mankind or for its destruction, depending on
how the scientific tools developed are used. Clearly in our age
the basic components of eavesdropping devices have many legiti-
mate uses in electronics, communications, aerospace, and medical
applications. Even the strictest enforcement of the most all-encom-
passing statute will not put a stop to electronic eavesdropping.
We can only hope to lessen the incidence of eavesdropping by
co-operative federalism. (See below.)

Part 11. Service observation procedures of the New England
Telephone and Telegraph Company

On Sunday, June 12, 1966 the Boston Herald in a copyrighted
story by Ronald Kessler disclosed to the public the existence of
the Bell system’s service observation practices. This is believed
to be the first public disclosure of the telephone company’s prac-
tices since its inception. Service observation, according to the rep-
resentatives of the telephone company, is part of the company’s
quality control system; specifically, service observation checks the
performance of the company’s equipment and employees. In so
doing, the company intercepts customer-to-customer calls and cus-
tomer-to-company calls.

Service observation was first instituted in February, 1903. At
that time, the operation of the company’s equipment could only
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be evaluated by listening to phone calls. The company, by its own
admission continued to listen in to customer-to-customer calls for
periods up to ten minutes up to June 1, 1966. Company employees
listened in to conversations in order to hear subscriber comments
about company service. Current service observation procedures are
contained in the two-volume Traffic Service Observing Practices

Manual. A summary of the practices is contained below.
During the course of the investigation, members of the com-

mission met frequently with three company executives: William
Hogan, vice-president; Jay H. Whatley, assistant vice-president-
operations; George R. Clark, Traffic Supervisor, all of whom gave
their full cooperation. However, other officials refused entry to the
Commission’s Chairman when he accompanied the Boston press
corps for a tour of the Company’s service observation facilities.
Fortunately other officials prevailed and the Chairman accompan-
ied the press.

The three above-mentioned executives spent many hours de-
scribing to Commission members the company’s service observa-
tion practices, which are uniform throughout the Bell System.

The following summary of these practices and objectives is
taken from a report prepared by the Telephone Staff Committee
of the New England conference of public utility commissioners:

Service Observing on the handling of traffic by the Traffic De-
partment is done as described in the material which follows:

Service Observing is done by trained Service Observers who
follow standard System methods and procedures as specified in
the Traffic Service Observing Practice.

The observing procedures are contained in eleven measurement
plans which have been issued by the Traffic Measurement Group
at “195”. A brief description of each of these plans is as follows:

Dial Line
This practice measures the effectiveness of the dial system on

Private

TRAFFIC DEPARTMENT SERVICE OBSERVING
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local calls and the customer’s use of the dial equipment by ob-
serving on the customer’s lines while he dials the number and
the connection is established. The dialed number is recorded on
a tape. The observer notes customer dialing errors and equip-
ment malfunctions staying on each connection only long enough to
establish that the desired station has been reached. The custom-
er’s lines to be observed are picked at random “except for some
concentration on heavy DDD users” and the list is completely
changed each week. In general, about 30 or 40 lines in a given
dial entity are being observed at any one time, although the ob-
server can observe only one call at a time from the group. Pres-
ently, about 2,500 dial entities are being observed with the usual
number of observations, 300 per month.

DDD Outgoing Trunk
Measurements are made on the effectiveness of customer dialed

DDD calls by observing on the trunks outgoing to the tandem
toll switching machine from the local office. Items measured are
ineffective attempts due to overflows, reorder, and equipment fail-
ures. When a trunk is seized, the called number is displayed be-
fore the observer who stays on the connection only long enough
to determine whether or not the desired station is reached. The
calling station is not identified. If a CAMA operator is brought
into the connection for calling number identification, the observer
checks her handling of the call and the accuracy of keying. Ob-
served trunks are a representative sample of all tandem trunks and
are not changed unless a need is apparent. About 500 AMA and
CAMA installations are now being observed in accordance with
this practice.

Incoming Trunk Observations measure the ability of the dial
equipment within a certain area to complete toll calls coming into
that area from other areas. The only items measured relate to the
disposition of the call: completed, busy, don’t answer, reached in-
tercept correctly, or ineffective. Ineffective attempts are separated
by cause reorder, no circuit, or equipment failure.

The observer is connected to trunks incoming to the toll switch-

DDD Incoming Trunk
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ing machine from another area. She receives a display of the
called number and remains on the connection only long enough
to determine the disposition. She has no record of the calling
number.

The number of Incoming Trunk Observing locations in the Sys-
tem is about 100. The monthly quota for each installation is
5,000 7,000 observations.

Manually Handled Outward Toll and Assistance
Measurements on cord switchboards handling toll and assist

traffic are designed to measure operator and equipment perform-
ance. Speed of answer is measured mechanically. Both operator
accuracy speed and manner are measured by the observer. Most
of this observing is done by connecting the observer to a cord
pair on the operator’s position. This procedure insures a completely
random selection of calls to be observed.

The observer stays on the cord pair through the setting up of
the connection, recording the order, timing the operator’s actions
and noting any operator failures, until conversation starts. The
observer then cuts out of the connection until conversation is com-
pleted as indicated by signals on her position. The observer requisi-
tions the operator’s ticket and checks it for accuracy of record-
ing, timing, and the collection of changes on coin calls.

In a minority of locations, the observer is not connected to a
cord pair but instead has a duplicate of the operator’s switch-
board multiple before her. In these cases she selects a recording
trunk on which a call is waiting and follows the subsequent action
in a manner similar to cord observing.

There are just over 1,000 Outward Toll Chief Operator Units
now being observed in the Bell System. The quota is 900 observa-
tions obtained in one, two, or three months.

Outward Toll Traffic Service Position
Traffic Service Position observing is a relatively new measure-

ment. The practice was issued in July, 1965 and at present ten
or twelve units are being observed. The observer in this instance
is measuring the effectiveness of the TSP operator and the dial
switching network.
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The observer is connected to a trunk which has been selected
by a customer call. She receives a display of the calling number
plus the code or number dialed by the customer and any keying
by an operator in connection with the call. Similarly as for ob-
serving on manually handled toll, the observer observes the initial
operator contact and any subsequent contact, cutting out of the
connection when conversation takes place. The observer measures
the operator’s accuracy, speed and manner and the effectiveness
of the dial network in completing and timing the customer’s call.

Speed of operator answer is obtained mechanically.

Observing on Information service is strictly a measurement of
the operator’s effectiveness in providing accurate, complete, and
pleasing service. The observer is connected to an information
trunk which has been selected by an incoming call from a local or
distant customer or operator. The observer records the request
and checks the details given by the operator for accuracy. The
observer has no knowledge of the calling number and there is no
conversation other than that between the customer and the operator.

Observing on Intercept service is very similar to Information
observing. The observer is connected to a trunk incoming to the
intercept board and listens to the exchange between the operator
and the customer. She measures the operator’s accuracy, speed,
and manner.

The PBX measurement plan does not involve separate observing.
Instead the observations used in this plan are Dial Line and Out-
ward Toll observations which originate or terminate at PBX’s.

Common Control Switching Arrangement is the name of the
service which provides switching systems furnished customers such
as FTS and G.E. to inter-connect their PBX’s. Observing is done

PBX

Information

Intercept

CCSA
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on these systems either with dial line observing circuits or by the
use of portable observing sets. In either case, the observing cir-
cuits are connected to the access lines between the PBX’s and
the toll switching machines. The observer receives a record of the
dialed number to determine whether or not the attempt is effec-
tive. If the attempt is ineffective, she records the reason for the
failure. She does not stay on the connection after the desired
called number is reached.

Dial TWX
A modified dial line circuit is used for dial TWX observing.

The observing circuit is attached to dial TWX lines which are
selected at random and are completely changed each week. When
the TWX customer dials a number, it is recorded on tape for the
observer. The observer had a “receive only” TWX machine associ-
ated with her position which will duplicate the initial exchange
between the calling and called stations. The observer stays on
the connection only until the desired station answers. The observer
measures the instances of customer dialing irregularities and equip-
ment failures, as in dial line observing.

Observations are made on operator performance at 15 TWX
assistance centers in the System. These observations are made
from monitoring positions in the central office. The observer is
on the connection only during the period the operator is on the
connection. The observer receives the same print-out as the operator
and records the calls in various classifications. She also makes
note of any keypulsing or operating irregularities by the operator
or any incorrect reports given to customers. Speed of answer is
obtained by mechanical means.

The company also provides service observing equipment for its
subscribers pursuant to New England Telephone and Telegraph
Tariff DPU Number 10, Part 111, Section 15, page 13. “This equip-
ment is provided solely for the purpose of determining the need
for training, improving the quality of service rendered by cus-
tomers’ employees in their operation of private branch exchange
attendant positions, or in the handling of telephone calls of an

TWX Outward and Assistance
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impersonal nature concerning the customers’ business.” (The word,
customers, here refers to the company’s subscribers.)

The complexity of today’s telephone equipment, taken as an in-
tegrated unit defies human comprehension. The commission be-
lieves that the company is sincere in its statement that service
observation is essential to the proper functioning of the telephone
system.

This commission lacks the technical competence to judge the
value of service observation with respect to the maintenance and
repair of the company’s equipment. We therefore accept the con-
clusions of the Telephone Staff Committee’s report, infra. The
Telephone Staff Committee is composed of one representative from
each public utility commission in New England who is familiar
with the telephone system’s requirements.

The Report on page 6 states “It is our conclusion that, as in
industry generally, random sampling of a company’s product
in this case installation and maintenance of communications
equipment and the transmission of voice and data is vital in
maintaining control of quality and performance.

“The magnitude of the data collected and the analysis and sum-
marization thereof seems to indicate beyond reasonable doubt that
a high standard of service is the purpose for which this program
is maintained. Company regulations pertaining to secrecy of com-
munications as set forth in its booklet entitled ‘Protection of Tel-
ephone Plant and Service,” .... seem to further support this
contention.”

The Telephone Staff Committee’s recommendations are the fol-
lowing :

1) The company should institute and pursue a program de-
signed to fully acquaint its customers by means of bill
inserts and other media with the type of observations being
made in its quality control program.

2) In order to remove any aura of secrecy and to bring the
service observing and monitoring practices directly under
regulatory scrutiny we recommend that reference be made

RECOMMENDA TIONS
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to this matter in the General Regulations of the filed tariffs
along the following lines:
a) Privacy of Conversation. It is the policy and practice of

the Company not to listen in on any calls between its
customers.

b) Service Observing and Monitoring of Calls. It is the policy
and practice of the Company to observe service to its
customers by monitoring a random sample of the handling
of the calls by its operators and equipment, and to mon-
itor a random sample of conversations involving Informa-
tion Service, Intercept Service, Repair Service and Busi-
ness Office contacts. Monitoring and service observing
will be done in accordance with stated company practices,
available for inspection by appropriate regulatory author-
ities.

3) In order to maintain the privacy of calls between customers
and to further insure that there will be no invasion of pri-
vacy at any time, we recommend that the service observer’s
cut-off key be automated by relay or other appropriate
means so that the observer will be cut out of the call at
the time the calling party reaches the called number.

The Commonwealth’s Department of Public Utilities called for
an investigation (DPU #15298) of observation practices one week
after this commission held its public hearing. The following are
the orders of the DPU:

After due notice, public hearing and consideration, it is hereby
ORDERED: That the telephone company pursue a program on a

continuing basis that will keep its customers informed by means
of bill inserts and other media with its present types and any
changes in types of service observing and monitoring made in its
quality-control programs, and it is further

ORDERED: That to bring the service observing and monitoring
practices directly under regulatory scrutiny, reference be made to
these practices in the General Regulations of the Company’s filed
tariffs along the following lines:

D. ORDERS
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A. Privacy of Conversation. The Company shall not listen in
on the conversation of any customer-to-customer calls.

(1) The Company may observe service to its customers by
monitoring a random sample of the handling of calls
by its operators and equipment, but only until the call-
ing customer reaches the called customer.

(2) The Company may monitor a random sample of con-
versations involving Information Service, Intercept
Service, Repair Service, and Business Office contacts.

(3) Monitoring and service observing will be done in ac-
cordance with stated company practices, a current copy
of which shall be on file in the Rates and Research
Division of the Department, and it is further

ORDERED: That within fourteen days of this order a current
copy of the service observing and monitoring practices of the
Company be filed with the Rates and Research Division of the
Department, and it is further

ORDERED: That there shall be no changes made in service ob-
serving and monitoring practices of the Company unless they are
made in accordance with statutory provisions and the rules and
regulations of the Department governing changes in filed tariffs,
and it is further

ORDERED: That the Company make the studies referred to
herein and file with the Secretary of the Department within six
months of the date of this order a written report summarizing
their studies and stating the conclusions of the Company concern-
ing the proposed changes in Company practices as suggested in
our findings herein, and it is further

ORDERED: That the following requests for rulings of law by
the respondent are denied: Nos. 1, 2, 3, 4, 5, 6, 11, 12, 13. We
do not grant requests for rulings of law on the aforementioned
Nos. 1, 2, 3, 4 and 5, because they are beyond the scope of our
investigation. We do not grant requests for rulings of law Nos.
11, 12 and 13 for the reason that they are inapplicable to this
order, and it is further

B. Service Observing and Monitoring of Calls.
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ORDERED: That the investigation herein be and is hereby con-
tinued until further order of the Department.

ROY C. PAPALIA, Chairman

LUCY M. CARRA, Commissioner

DAVID M. BRACKMAN, Commissioner
NORMAN MASON, Commissioner
JOSEPH F. CLEARY, Commissioner
HELEN P. ROSS, Commissioner

(Commissioner Andrew Benson dissented.)

The commission believes that the service observation practices of
the telephone company as we understand them are necessary to the
rendition of service and that the telephone company is cognizant
of its duty to preserve the customer’s privacy. The telephone com-
pany therefore since June 1, 1966, has ordered its service observ-
ers to discontinue their observations as soon as a connection has
been made and a conversation between two customers is estab-
lished. However, as telephone company officials conceded during
hearings conducted by the Massachusetts Department of Public
Utilities, there is no way for the telephone company to insure
that its service observers will discontinue their observations when
a conversation ensues.

Therefore, in the interests of the public, we believe an automatic,
voice-actuated cut-off device should be installed in all telephone
company service observing equipment throughout the Common-
wealth to insure that no part of any conversation will be heard
by a service observer. The device referred to would automatically
disconnect a call from the service observer’s equipment as soon

order of the Department,

CONCLUSIONS
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as the first word is spoken after a connection has been made,
and this would be accomplished with a voice-actuated cut-off
switch.

The DPU has ordered the telephone company to report by June,
1967, what measures can be taken to prevent invasion of privacy
in service observance practices. We assume the report will de-
scribe the automatic cut-off proposal mentioned above, a recom-
mendation also made by the Telephone Study Committee.

The commission believes that the requirement of a voice-actuated
automatic cut-off device should properly be required by the DPU
under its regulatory powers. If the DPU fails to exercise its pow-
ers, this commission shall report to the General Court with ap-
propriate recommendations.

There are many questions that are raised in relation to the
Department of Public Utilities which we think should be aired.
We cannot understand why the DPU commission has never studied
service observation practices in the past 50 years. We cannot
understand why apparently no one in the DPU thought it out-
rageous that the company would monitor customer-to-customer
calls to gain customer comments on service. Nor can we under-
stand why the DPU commission took 5 weeks to call for an in-
vestigation when this commission and the U.S. Senate’s subcom-
mittee on Administrative Practices and Procedures (the Long Com-
mittee) were able to determine in but a few days that an inves-
tigation was in the public interest. New England Telephone and
Telegraph Company is exempted by c. 272. sec. 102 (G.L. Ter.
ed.) from the eavesdropping statutes of the Commonwealth. This
section was enacted in recognition of the specialized problems of
the telephone industry. The same does not hold true for the com-
pany’s subscribers.

Part 111. The Massachusetts Statutes

In Commonwealth v. Spindel, recently decided by the Supreme
Judicial Court, the court said “the eavesdropping statute is not a
paragon of clarity.” Chapter 272, Sections 99, 99A, 100, 101 and
102 (G.L. Ter., ed.) deal with eavesdropping. These sections, when
taken singly are difficult to construe. Taken together one is hard
pressed to find another with the same interpretation.
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We therefore think it necessary to enact new legislation this
session even though this commission cannot yet advise the general
court on the policy issues involved. A number of bills relative
to eavesdropping have been filed this session. H. 1435 was filed
by then Attorney General Edward Brooke, and is supported by
Attorney General Elliot Richardson. As a stop-gap measure this
commission recommends enactment of H. 1435. We realize that
certain sections of the bill are poorly drafted; we also realize that in
all probability a later report by this commission will seek changes
in the bill, if it is enacted, in both form and substance. Notwith-
standing these considerations, we feel the existing statutes neces-
sitate enactment.

Part IV. Legislative Recommendations
The Public Utilities Commission is authorized to grant tariffs

to exempt common carriers of electrical intelligence from the
prohibitions of C

Section 1; Chapter 272, section 102, as most recently amended by
chapter 48, section 2 of the acts of 1956, is hereby
repealed.

Section 2: The following section is inserted following chapter 166,
section :

Section : The public utilities commission is authorized
to grant tariffs to exempt common carriers of electrical
intelligence from the prohibitions of chapter 272, sections
99, 100, and 101 for the purpose of maintenance, repair
and development of transmission equipment. Said tariff
may be promulgated by the public utilities commission
upon a finding that it is necessary for the maintenance,
repair, and development of the carrier’s transmission
equipment. The commission shall take care that a car-
rier does not intercept substantive portions of commun-
ications.




