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ACADEMIC MATTERS COUNCIL 
 

The College of Information and Computer Sciences is proposing to establish a new certificate in 
Trust Assurance and Cybersecurity. The certificate's curriculum will encompass internet law 
and policy, institutional policy development, information privacy and security, regulatory 
compliance, and risk management. There will be four required courses, including one existing 
course (COMPSCI 460 - Introduction to Computer and Network security) and three new courses 
(COMPSCI 266 - Internet Law and Policy, COMPSCI 267 - Information Risk Management, and 
COMPSCI 269 - Trust Assurance Cybersecurity Capstone) that have been recommended for 
approval. The courses will be offered through CPE. 
 
At its meeting on April 20, 2016, the Academic Matters Council voted unanimously to 
recommend Faculty Senate approval of the Certificate in Trust Assurance and Cybersecutiry.   
It was submitted as proposal #2811 in the Course and Curriculum Management System. 
 

ACADEMIC PRIORITIES COUNCIL 
 

At its meeting on Thursday, April 21, 2016, the Academic Priorities Council endorsed approval 
of the Certificate in Trust Assurance and Cybersecurity in the College of Information and 
Computer Sciences, Proposal #2811 in the Course and Curriculum Management System. 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
MOTION: That the Faculty Senate approve the Certificate in Trust Assurance and   
33-16  Cybersecurity in the College of Information and Computer Sciences, as presented 
  in Sen. Doc. No. 16-066. 
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Briefly describe the Certificate. 
 
The Certificate overall is designed to use the academic talents of UMass Amherst and physical resources 
of UMass, Towers Square Springfield to offer a peerless, comprehensive curriculum in Internet law and 
policy, institutional policy development, information privacy and security, regulatory compliance, and 
risk management. The terms "Trust Assurance and Cybersecurity," albeit terms of art, nonetheless are 
intended to encompass this broad scope. 
 
The curriculum consists of four courses: COMPSCI 266 “Internet Law and Policy” (new course, recently 
proposed); COMPSCI 267 “Information Risk Management” (new course, recently proposed); COMPSCI 
460 “Introduction to Computer and Network Security” (existing course); and COMPSCI 269 “Trust 
Assurance and Cybersecurity Capstone” (new course, proposed). 
 
Provide a brief overview of the process for developing this Certificate. 
 
The development of this certificate proposal began with talks between and among UMass Amherst and 
"Knowledge Corridor" verticals (industry, government, education) and industries. These conversations 
registered the national need to improve existing and create more training and education programs in the 
above mentioned areas subject matter areas, sometimes referred to in shorthand as "cybersecurity," but 
encompassing law, policy and risk management together with technical skills and protocols. 
 
Those talks resulted in the hire of an Academic Dean for UMass "Cybersecurity" in January 2016. In 
consultation with academic faculty (Brian Levine) and administration (Provost, Provost’s staff), the 
Academic Dean has developed three new courses (aforementioned) together with the existing Computer 
Science course in network security as the requirements for the proposed Certificate. 
 
At the same time, the Academic Dean has worked with CPE to establish a calendar for offerings and the 
listing of courses for enrollment. A special calendar exists for 2016 and one with standard terms for 2017. 
 
Describe the Certificate’s purpose and the particular knowledge and skills that will be acquired by 
participating students. 
 
This proposed Certificate's purpose is to provide students with knowledge, skills, understanding and 
some practical experience in the aforementioned areas of: Internet law and policy, institutional policy 
development, information privacy and security, regulatory compliance, and risk management. 
 
If this proposal requires no additional resources, say so and briefly explain why.  If this proposal requires 
additional resources, explain how they will be paid for. For proposals involving instruction, indicate how 
many new enrollments are expected and whether the courses have room to accommodate them. 
 
This proposed Certificate Program has required substantial institutional resources, for which the Office 
of the Provost has already made. Once established, marketed and advertised, the Program is designed to 
produce revenue. Any further questions regarding resources should be made to the Office of the Provost. 
 
Please describe the curriculum for this Certificate, listing all required courses and possible electives, any 
prerequisites or GPA requirements, the recommended order or coursework and any other pertinent 
information.  You may attach additional materials related to the curriculum at the end of this section. 
 
The curriculum consists of four courses: COMPSCI 266 “Internet Law and Policy” (new course, recently 
proposed); COMPSCI 267 “Information Risk Management” (new course, recently proposed); COMPSCI 
460 “Introduction to Computer and Network Security” (existing course); and COMPSCI 269 “Trust 
Assurance and Cybersecurity Capstone” (new course, proposed). Note: COMPSCI 460 is an acceptable 
substitution until a 200-level version of this course is developed. 
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No prerequisites exist to begin coursework for the proposed Certificate Program. The Capstone course 
requires students to have successfully completed the three other courses in the curriculum. 
 
Explain how these courses represent a coherent course of study. 
 
Trust Assurance and Cybersecurity signal a comprehensive approach to the aforementioned subject 
matter areas of: Internet law and policy, institutional policy development, information privacy and 
security, regulatory compliance, and risk management. 
 
This program is intentionally designed as a comprehensive approach to the challenges of information 
technologies risk management. While each course concentrates on some of the specific subject matters 
areas, taken as a whole this proposed Certificate Program offers students a peerless, systematic and 
comprehensive program in this existing and continuously emerging area of need in all verticals (industry, 
government and education) as well, as a matter of public policy, for the country as a whole. 
 
Describe how there is a clear educational objective that can be achieved in an efficient and well-defined 
manner. 
 
As noted above: This program is intentionally designed as a comprehensive approach to the challenges of 
information technologies risk management. While each course concentrates on some of the specific 
subject matters areas, taken as a whole this proposed Certificate Program offers students a peerless, 
systematic and comprehensive program in this existing and continuously emerging area of need in all 
verticals (industry, government and education) as well, as a matter of public policy, for the country as a 
whole. 
 
In short, each course is building block to the Capstone course which seeks to integrate the academic 
knowledge into working knowledge and skills for the students. 
 
Explain how the course sequence offers a clear objective at the appropriate educational level. 
 
The Academic Dean created these courses in keeping with the appropriate expectations of 200-400 level 
undergraduate curriculum. 
 
Describe the perceived need for this Certificate. 
 
Got hacked? Been a target of identity theft? Have to attend and comply with institution information 
technology policy? Recognize that information is the driving commodity of the global economy? How 
does one protect the crown jewels of institutional information, intellectual property, personally 
identifiable information, or research data in contemporary information technology, network systems and 
international data flows without falling prey to the advanced persistent threats of nation-state attacks, 
organized crime, hacktavists or garden variety vandals on the Internet? Do we have enough people with 
sufficient skills in our national workforce to meet these needs. All of these questions address the need for 
this proposed Certificate Program. 
 
If the courses that comprise the Certificate have been or currently are being offered, describe their schedule 
of availability.  If the Certificate is comprised of new courses, describe their planned availability. 
 
These courses will be offered on a special schedule independent of the UMass Amherst campus schedule. 
 
A special schedule worked out with CPE has already been developed for 2016, and a term one for 2017 
and for years going forward. 
 
(Please see Proposal # 2811 in the Course and Curriculum Management System for the Cybersecurity 
Program Rollout Schedule 2016 and the Cybersecurity Program Term Schedule 2017.) 
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If the Certificate requires or includes courses from outside the sponsoring department, provide evidence of 
agreement(s) with the unit(s) offering those courses.  You may attach any memoranda of understanding 
below. 
 
Please refer such questions to the Office of Chancellor, Chief of Staff, Natalie Blais. 
 
If applicable, please attach any memoranda of understanding from other departments or colleges below. 
 
(Please refer to Proposal #2811 in the Course and Curriculum Management System.) 
 
If the requirements for this Certificate overlap with those of another certificate or a degree or a degree 
program, describe that overlap. 
(Note that if a student who has completed a certificate seeks clearance for a degree program that overlaps 
with that certificate program, the Registrar will note on the transcript that the certificate has been superseded 
by the degree.) 
 
No overlap is known at this time.  
 
What type of student is allowed to participate in this certificate program?  (e.g., matriculated UMass students, 
non-matriculated CPE students, Five College students, graduate students, students in a specific degree 
program, etc.) 
 
All of the student types mentioned above as examples are potential candidates, augmented by working 
population in the Western MA, North CT and VT area, in addition to academically prepared and 
motivated high school students. 
 
What role will this Certificate play in relation to other departments or degree programs on campus?  
Certificates vary widely across campus and may represent a subset of an existing degree program, a 
multidisciplinary program, or an entirely free-standing area of focus. 
 
This proposed Certificate Program may augment the curriculum of a Computer Science major, and be of 
substantial interest to students in Eisenberg or Public Policy specifically. Given its potential appeal, and 
employability, it may be of interest to students from all areas as a complement to their majors or fields of 
study. 
 
Is this a transitional certificate program?   
(Transitional certificate programs are comprised of core courses from specific degree programs and may act 
as stepping stones into those programs.  If a student who has completed a transitional certificate matriculates 
to the University and completes the degree program associated with that certificate, the transcript will note 
that the certificate has been superseded by the degree.) 
 
No. 
 
If applicable, please attach any additional material relating to the certificate (such as requirement check 
sheets for students, etc.) below. 
 
None at this time. 


