
No. 5957HOUSE
■*

HOUSE OF REPRESENTATIVES, May 18, 1972.

The committee on the Judiciary, to whom was referred the
petition (accompanied by bill, House, No. 2987) of Robert H. Quinn
(Attorney General), Mario Umana, Thomas W. McGee, Francis W.
Hatch, Jr., and Ronald C. MacKenzie relative to the creation and
administration of a criminal offender record information system,
report recommending that the accompanying bill (House, No. 5957)
ought to pass.

For the committee,

CORNELIUS F. KIERNAN
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In the Year One Thousand Nine Hundred and Seventy-Two.

Be it enacted by the Senate and House of Representatives inm
General Court assembled, and by the authority of the same, as
follows:

1 SECTION 1. The General Laws are hereby amended by
2 inserting after chapter 276 the following chapter 276A:

3 CHAPTER 276A
4 CRIMINAL OFFENDER RECORD INFORMATION
5 Section 1. The General Court finds that vigorous protection
6 of the rights of individuals privacy is an indispensable element of
7 a fair and effective system of criminal offender recordkeeping.
8 The General Court further finds that a more effective
9 administrative structure than has heretofore existed is required to

10 control the collection, storage, dissemination and use of
11 information pertaining to criminal offenders. These improve-
-12 ments in the organization and control of criminal offender
13 record-keeping are essential both to ensure protection of the
14 right of privacy and to strengthen the administration of criminal
15 justice within the commonwealth.
16 The General Court further finds that criminal offender
17 record-keeping within the commonwealth must be controlled and
18 coordinated; that more efficient and uniform systems of criminal
19 offender recordkeeping must be encouraged, and; that the
20 governor and General Court should be periodically informed of
21 the nature and extent of such recordkeeping. *

22 Section 2. The following words shall, whenever used in this
23 chapter, have the following meanings unless the content other-
-24 wise requires: “Criminal justice agencies”, those agencies at all
25 levels of government which perform as their principal function,
26 activities (a) relating to crime prevention, including research or
27 the sponsorship of research; (b) relating to the apprehension,
28 prosecution, adjudication, incarceration, or rehabilitation of
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29 criminal offenders; or (c) relating to the collection, storage,
dissemination or usage of criminal offender record information.30

“Criminal offender record information”, records and data
compiled by criminal offenders and of maintaining as to each
such offender a summary of arrests, pretrial proceedings, the
nature and disposition of criminal charges, sentencing, incarcera-
tion, rehabilitation and release. Such information shall be
restricted to that recorded as the result of the initiation of
criminal proceedings or of any consequent proceedings related
thereto. It shall not include intelligence, analytical and inves-
tigative reports and files, nor statistical records and reports in
which individuals are not identified and from which their
identites are not ascertainable.

31
32
33
34
35
36

-*7
38
39
40
41

“Interstate systems”, all agreements, arrangements and
systems for the interstate transmission and exchange of criminal
offender record information. Such systems shall be understood
not to include recordkeeping systems in the commonwealth
maintained or comtrolled by any state or local agency, or group
of such agencies, even if such agencies receive or have received
information through, or otherwise participated or have partici-
pated in, systems for the interstate exchange of criminal record
information.

42
43
44
45
46
47
48
49
50

“Purge”, remove from the criminal offender record
information system so that there is no trace of the information
removed and no indication that such information was removed.

51
52
53

Section 3. There shall be a criminal history systems board, in
this chapter called the board, consisting of the following persons
or their designees: the attorney general, the chairman of the
Massachusetts defenders committee, the chairman of the parole
board, the chief justice of the district courts, the chief justice of
the superior court and the chief justice of the supreme judicial
court, the commissioner of the department of correction, the
commissioner of the department of public safety, the com-
missioner of the department of youth services, the com-
missioner of probation, the executive director of the Governor’s
public safety committee, the police commissioner of the city of
Boston, a representative of the Massachusetts chiefs of police
association, a representative of the Massachusetts district
attorneys association, and a representative of the county com-
missioners and sheriffs association. Each of these members may
designate one alternate member.

54
55
56
57
58
59
60
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63
64
65
66
67
68
69
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70 The governor shall designate annually the chairman of the
71 board from among its members. No chairman may be appointed

tr* cpr\/p innro fin qn fprmc TVip» r*Vioirmc»n cVtollto serve more than two consecutive terms. The chairman shall
hold regular meetings, one of which shall be an annual meeting,

74 and shall satisfy all board members of the time and place of all
75 meetings. Special meetings may be called at any time by a
76 majority of the board members and shall be called by the
77 chairman upon written application of eight or more members.
78 Members of the board shall serve without compensation, but
79 shall be reimbursed for their expenses actually and necessarily
80 incurred in the discharge of their duties.
81 The board, after receiving the service and recommendations of
82 its advisory committee established pursuant to section four, shall
83 establish policies and promulgate rules and regulations regarding
84 the collection, storage, dissemination and usage of criminal
85 offender record information. Such policies shall be established
86 and such rules and regulations shall be promulgated with the
87 approval of two-thirds of the board members or their designees
88 present and voting.
89 All such policies, rules and regulations shall be adopted
90 pursuant to section two of chapter thirty A of the General Laws.
91 The board is hereby authorized to provide for the installation,
92 operation and maintenance of data processing and data com-
93 munication systems, which shall be known as the criminal
94 offender record information system, to insure the prompt
95 collection, exchange, dissemination and distribution of such
96 criminal offender record information as may be necessary for the
97 efficient administration and operation of criminal justice
98 agencies, and to connect such systems directly or indirectly with
99 similar systems in this or adjoining states. The board shall exercise

100 control over said systems, shall employ and assign the personnel
101 necessary for the efficient operation thereof and may issue orders
102 pertaining thereto.
103 The board shall consider any nomination by the advisory
104 committee established pursuant to section four of any person to
105 the position of director of teleprocessing for the criminal
106 offender record information system, and shall make the final
107 decision with respect to such nomination.
108 The board shall make an annual report to the governor and file
109 a copy thereof with the state secretary, the clerk of the house of
110 representatives and the clerk of the senate.
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]ll Section 4. There shall be a criminal history system advisory
112 committee of the Board, in this chapter called the advisory
113 committee, consisting of one or more representatives of each of
114 the following: the city of Boston police department, the
115 department of the attorney general, the department of cor-
116 rection, the department of public safety, the department of
117 youth services, the director of teleprocessing of the criminal
118 offender record system, the district courts, the governor’s public

”

119 safety committee, the Massachusetts district attorney’s associa-
120 tion, the office of the commissioner of probation, the parole
121 board, and the superior court. Each agency represented shall be
122 limited to one vote regardless of the number of representatives
123 present at the time any votes are taken.
124 The advisory committee shall elect its own chairman from its
125 membership to serve a term of one year. No chairman may be
126 elected to serve more than two consecutive terms. The advisory
127 committee may appoint an executive secretary, legal counsel and
128 such other personnel as it may from time to time deem
129 appropriate to serve, provided, however, that such personnel shall
130 not be subject to chapter thirty-one or section nine A of chapter
131 thirty.
132 The chairman shall hold regular meetings, one of which shall
133 be an annual meeting and shall notify all advisory committee
134 members of the time and place of all meetings. Special meetings
135 shall be called at any time by a majority of the advisory
136 committee members, and shall be called by the chairman upon
137 written application of seven or more members.
138 The advisory committee shall reccomend to the board policies,
139 rules and regulations pertaining to the collection, storage,
140 dissemination and use of criminal offender record information.
141 The advisory committee shall ensure that communication is
142 maintained among the several prime users. The advisory

"**l43 committee shall also nominate the director of teleprocessing of
144 the criminal offender record information system subject to the
145 approval of the board.
146 The advisory committee may coordinate its activities with
147 those of any interstate systems for the exchange of criminal
148 offender record information, may nominate one or more of its
149 members to serve upon the council or committee of any such
150 system and may participate when and as it deems appropriate in
151 any such system’s activities and programs.
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152 The advisory committee may conduct such inquiries and
investigations as it deems appropriate to carry out its functions
under this chapter. It may request any agency that maintains, or
has received, or that is eligible to maintain or receive data,
reports and other information concerning the collection, storage,
dissemination and usage of criminal offender record information.
Each such agency is authorized and directed to provide such
data, reports, and other information.

153
154
155
156
157
158
159

The advisory committee, shall report annually to the board
concerning the collection, storage, dissemination and usage of
criminal offender record information in Massachusetts. The
board may require additional reports as it deems advisable.

160
161
162
163

Section 5. There shall be a security and privacy council, in
this chapter called the council, consisting of the chairman and
one other member of the advisory committee, chosen by the
advisory committee, and seven other members to be appointed
by the governor, to include representatives of the general public,
state and local government, and no more than one representative
of the criminal justice community. Of the seven members
initially appointed by the governor, two shall be appointed for a
period of one year, two shall be appointed for a period of two
years, two shall be appointed for a period of three years, one
shall be appointed for a period of four years. Thereafter, each of
the appointments shall be for a period of four years. Each
member appointed by the governor shall serve until his successor
is appointed and has qualified. The chairman of the council shall
be elected by and from within the council to serve for a term of
two years. The advisory committee shall provide such clerical and
other assistance as the council may require. The council shall
meet at the call of the governor, its chairman, or any three of its
members to conduct a continuing study and review and to make
recommendations concerning questions of individual privacy and
system security in connection with the collection, storage,
dissemination, and usage of criminal offender record information
and to carry out its responsibilities under section eleven. Each
council member shall receive no compensation, but shall be
entitled to reimbursement for actual and necessary expenses
incurred in the performance of official duties.

164
165
166
167
168
169
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171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
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189

The council may conduct such inquiries and investigations as it
finds appropriate to achieve the purposes of this chapter. The
board, each criminal justice agency in the commonwealth, and

190
191
192
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each state and local agency otherwise authorized access to
criminal offender record information, is authorized and may
furnish to the council, upon request made by its chairman, such
statistical data, reports, and other information directly related to
criminal offender record information as is necessary to carry out
the councils functions under this chapter.

193
194
195
196
197
198
199 The council shall make an annual report to the governor and

file a copy thereof with the state secretary and the clerk of the
house of representatives and the clerk of the senate. It may make
such additional reports and recommendations as it deems
appropriate to carry out its functions under this chapter.

200

202
203

The council may nominate one or more of its members to
serve upon any similar council or committee connected with any
interstate system for the exchange of criminal offender record
information, and may participate as it deems appropriate in the
activies of any such system.

204
205
206
207
208
209 Section 6. The board shall promulgate regulations creating a

continuing program of data auditing and verification to assure
the accuracy and completeness of criminal offender record
information.

210
211
212
213 All such policies, rules and regulations shall be adopted

pursuant to section two of chapter thirty A of the General Laws.214
215 The board shall promulgate regulations to assure the prompt

and complete purging of criminal record information, insofar as
such purging is required by any statute or administrative
regulation of the commonwealth; by the order of any court of
competent jurisdiction in the commonwealth; by the law of any
other jurisdiction; or to correct any errors shown to exist in such
information.

216
217
218
219
220
221

Section 7. The board shall promulgate regulations to assure
the security of criminal offender record information from
unauthorized disclosures at all levels of operation in this
commonwealth.

299

223
224
■'2sV*226 All such policies, rules and regulations shall be adopted

pursuant to section two of chapter thirty A of the General Laws.227
The board shall cause to be initiated for employees of all

agencies that maintain, receive, or are eligible to maintain or
receive criminal offender record information a continuing educa-
tional program in the proper use and control of such information.

228
229
230
231

Section 8. Criminal offender record information shall be
disseminated, whether directly or through any intermediary, only

232
233
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to (a) criminal justice agencies and (b) such other individuals and
agencies as are, or may subsequently be, authorized access to
such records by statute. The board shall issue regulations to
assure that such information shall be disseminated only in
situations in which it demonstrably required by the individual or
agency for purposes of its statutory responsibilities.

234
235
236
237
238
239
240 It shall be the board’s responsibility to certify which agencies

and individuals requesting access to criminal offender record
information are authorized such access under the terms of this W
chapter. The board shall, as to each such agency, or individual,
make a finding in writing of eligibility or non-eligibility for such
access. No such information shall be dessiminated to any agency
or individual prior to the board’s determination of eligibility or,
in cases in which the board’s decision is appealed under section
twelve of this chapter, prior to the final judgment of a court of
competent jurisdiction that the agency or individual is so eligible.

241
242
243
244
245
246
247
248
249
250 Each agency holding or receiving criminal offender record

information shall maintain, for such period as is found by the
board to be appropriate, a listing of the agencies or individuals to
which it has released or communicated such information. Such
listings, or reasonable samples thereof, may from time to time be
reviewed by the board, advisory committee, or council, or any of
their staff members to determine whether this chapter or any
applicable regulations have been violated.

251
252
253
254
255
256
257
258 Dissemination from any agency in this commonwealth of

criminal offender record information shall, except for purposes
of programs of research approved under section nine, and with
the further exception of instances in which prior authorization
has been obtained in accordance with paragraph five of this
section, be permitted only if the inquiry is based upon name,
fingerprints or other personal identifying characteristics. The
board shall promulgate regulations to prevent dissemination of
such information, except in the above situations, where inquiries!*,
are based upon categories of offense or data elements other than
name, fingerprints or other personal identifying characteristics.

259
260
261
262
263
264
265
266
267
268
269 Notwithstanding the provisions of paragraph four of this

section, access to criminal offender record information on the
basis of data elements other than personal identifying character-
istics shall be permissible if the criminal justice agency seeking
such access has first obtained authorization from the com-
missioner of probation, or in his absence, a deputy commissioner

270
271
272
273
274
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275 of probation. Such authorization may be given as a matter of
276 discretion in cases in which it has been shown that (a) such access
277 is imperative for purposes of the criminal justice agency’s
278 investigational or other responsibilities, and (b) the information
279 sought to be obtained is not reasonably available from any other
280 source or through any other method.
281 Section 9. The board shall promulgate regulations to govern
282 the use in this commonwealth of criminal offender record
#B3 information for purposes of programs of research. Such regula-
-284 tions shall require preservation of the anonymity of the
285 individuals to whom such information relates, shall require the
286 completion of nondisclosure agreements by all participants in
287 such programs, and shall impose such additional requirements
288 and conditions as the board finds to be necessary to assure the
289 protection of privacy and security interests.
290 The board may monitor any such programs to assure satis-
-291 faction both of the requirements of this chapter and of any
292 applicable regulations. The board may, if it determines either
293 that such requirements have not been satisfied or that a
294 program’s continuance otherwise threatens privacy or security
295 interests, prohibit access on behalf of any such program to
296 criminal offender record information.
297 Section 10. The board shall regulate the participation by all
298 state and local agencies in any interstate system for the exchange
299 of criminal offender record information, and shall be responsible
300 to assure the consistency of such participation with the terms
301 and purposes of this chapter.
302 Direct access to any such system shall be limited to such
303 criminal justice agencies as are expressly designated for that
304'purpose by the board. Where any such system employs
305 telecommunications access terminals, the board shall limit the
306 number and placement of such terminals to those for which
*'l adequate security measures may be taken and as to which the
308 board may impose appropriate supervisory regulations.
309 Section 11. Each individual shall have the right to inspect
310 and if practicable, copy criminal offender record information
311 located within the commonwealth which refers to him. If an
312 individual believes such information to be inaccurate or
313 incomplete, he shall request the agency having custody or control
314 of the records to purge, modify or supplement them. Should the
315 agency decline to so act, or should the individual believe the
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agency’s decision to be otherwise unsatisfactory, the individual
may in writing request review by the council. The council shall,
in each case in which it finds prima facie basis for complaint,
conduct a hearing at which the individual may appear with
counsel, present evidence, and examine and cross-examine
witnesses. Written findings shall be issued within sixty days of
receipt by the council of the request for review. Failure to issue
findings shall be deemed a decision of the council. Should the
record in question be found to be inaccurate, incomplete or
misleading, the council shall recommend to the board that the
record be appropriately purged, modified or supplemented by
explanatory notation. Notification of the council’s recom-
mendation and subsequent orders by the board to delete, amend
or supplement the records, shall be disseminated by the board to
any individuals or agencies to which the records in question have
been communicated, as well as to the individual whose records
have been ordered so altered within ten days of receipt of the
council’s recommendation. Failure of the board to act shall be
deemed a decision of the board.

316
317
318
319
320
321
322
323
324
325
326
327
328
329
330
331
332
333
334

Agencies at which criminal offender records are sought to be
inspected may prescribe reasonable hours and places of
inspection, and may impose such additional restrictions as may
be approved by the board including fingerprinting, as are
reasonably necessary both to assure the record’s security and to
verify the identities of those who seek to inspect them.

335
336
337
338
339
340

Section 12. Any individual or agency agrieved by any order
or decision of the board or adverse recommendation of the
council or failure of the council to issue findings may appeal such
order, recommendation or decision to the superior court in the
county in which he is resident or in which the board issued the
order or decision from which the individual or agency appeals.
The court shall in each such case conduct a de novo hearing, and
may order such relief as it finds to be required by equity.

Section 13. Any agrieved person may institute a civil action''
in superior court for damages or to restrain any violation of this
chapter or any policy, rule or regulation adopted thereunder.
Should it be found in any such action that there has occurred a
willful violation, the violator shall, in addition to any liability for
such actual damages as may be shown, be liable for exemplary
damages of not less than one hundred and not more than one
thousand dollars for each violation, together with costs and

341
342
343
344
345
346
347
348
349
350
351
352
353
354
355
356
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357 reasonable attorneys’ fees and disbursements incurred by the
358 person bringing the action.
359 If, in any civil action alleging the publication or dissemination
360 of criminal offender records, it is found that the provisions of
361 any rules or regulations of this chapter with respect to the
362 communication or dissemination of such records have been
363 willfully violated, the violator shall not be entitled to claim any
364 privilege, absolute or qualified, as a defense thereto.

f!65 Section 14. Any person who willfully requests, obtains or
366 seeks to obtain criminal offender record information under false
367 pretenses, or who willfully communicates or seeks to corn-
-368 municate criminal offender record information to any agency or
369 person except in accordance with this chapter, or any member,
370 officer, employee or agency of the board, the advisory corn-
-371 mittee, the council or any participating agency, or any person
372 connected with any research program authorized pursuant to
373 section nine, who willfully falsifies criminal offender record
374 information, or any records relating thereto, shall for each
375 offense be fined not more than five thousand dollars, or
376 imprisoned in a jail or house of correction for not more than one
377 year, or both.

1 SECTION 2. For a period of six months following the
2 effective date of chapter 276A, or until such time as the criminal
3 history system board completes its determination of the eligi-
-4 bility or non-eligibility for access of a requesting agency,
5 whichever first occurs, any such requesting agency that is
6 receiving criminal offender record information at the time of the
7 passage of chapter 276A, shall be deemed to be eligible for such
8 access.

1 SECTION 3. Chapter 704 of the acts of 1969 is hereby
+ 2 amended by inserting after the words “the Massachusetts

3 commission against discrimination” in section 46 thereof the
4 following; the criminal history system advisory committee; the
5 criminal history systems board; the security and privacy council.

1 SECTION 4. Chapter 127 section 2 of the Massachusetts
2 General Laws is hereby amended by inserting after the final
3 sentence concluding with the words “maintained therein or
4 discharged therefrom.” the following sentence: Systems
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5 operated by the criminal history systems board may be used for
6 such recordkeeping purposes provided that records so kept are

subject to the rules and regulations of that board.

1 SECTION 5. Chapter 127 section 28 of the Massachusetts
2 General Laws is hereby amended by inserting after the final
3 sentence concluding with the words “as to be readily found.” the

following sentence; Systems operated by the criminal history
■ systems board may be used for such recordkeeping purposes?
f- provided that records so kept are subject to the rules and
7 regulations of that board.

SECTION 6 Chapter 127 section 29 of the Massachusetts
General Laws is hereby amended by inserting after the final
sentence concluding with the words “criminals to other states.”
the following sentence: However, publication of any records

5 required by the preceding section which are kept on systems
h operated by the criminal history systems board shall be in

accordance with the rules and regulations of that board.

SECTION 7. Chapter 147 section 4A of the Massachusetts
2 General Laws is hereby amended by inserting after the final
3 sentence concluding with the words “apprehension of criminals.”
4 the following sentence: Systems operated by the criminal
5 history systems board may be used for such recordkeeping
( purposes provided that records so kept are subject to the rules
'< and regulations of that board.

SECTION 8. Chapter 147 section 4C of the Massachusetts
2 General Laws is hereby amended by inserting after the final
3 sentence of paragraph (b) concluding with the words “deny the
4 request” the following sentence; Systems operated by the
5 criminal history systems board may be used for such record^
6 keeping purposes provided that records so kept are subject to the

rules and regulations of that board.

1 SECTION 9. Chapter 276 section 100 of the Massachusetts
2 General Laws is hereby amended by inserting after the fimal
3 sentence concluding with the words “or who have been
4 released.” the following sentence; The commissioner may use
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*
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5 systems operated by the criminal history systems board for any
6 recordkeeping required provided that records so kept are subject
7 to the rules and regulations of that board.
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