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To the Honorable Senate and House of Representatives

The special legislative Commission authorized by C. 136 of the
Resolves of 1973 to make an investigation and study relative to the
different kinds of information concerning individuals being stored in
computer banks, its possible infringement on the rights of privacy of
the individual, and such other matters relative thereto, herewith
submits its report and recommendations.
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SENATE AND THE HOUSE OF REPRESENTATIVES
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In the Year One Thousand Nine Hundred and Seventy-Five,

SOI,VI PROVIDING FOR AN INVESTIGATION AND STUDY BY A SPBCIAL
COMMISSION RBLAI'IVB TO TUB DIFFERENT KINDS OF INFORMATION
CONCTRNING INDIVIDUALS IiF.ING S'IORBD IN C’OMFUTBR BANKS, ITS

FOSSIBI.B INFRINGBMBNT ON TUB RIGHTS OF PRIVACY OF TUB
INDIVIDUAL, AND SUCH OTIIBR MATTBRS RBLATTVB TIIBRBTO.

Resolved. Thai a special commission, to consist of three
members of the senate, five members of the house of represen-
tatives, the secretary of human services, the secretary of consumer
affairs, and three persons to be appointed by the governor, is
hereby established for the purpose of making an investigation and
study relative to the different kinds of information concerning
individuals being stored in computer banks, its possible
infringement on the rights of privacy of the individual, and such
other matters relative thereto which said commission deems
relevant and proper.

mouse: of reprfseni AI IVES. September I 1. 1973

Passed, David M. Bartley, Speaker

Passed Kevin B. Harrington, President

September 24, 1973.

Approved,

FRANCIS W. SARGENT,

QTfje CommontoeaUf) of ifHassadjusettg

In Senate, September 12, 1973

Governor
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Representative David .1. Mofenson. Chairman
Senator Irvine Fishman

John Parker
Representative John Businger
Representative Ann Gannett
Representative Arthur Khoury
Representative Garreth Lynch

Honorable Peter Goldmark, Secretary of Human Services
Honorable John Vcrani. Secretary of Consumer Affairs

Dr. David Lewis, Mayor’s Coordinating Council for Drug Abuse,
Boston
Professor Arthur Miller, Harvard Law School, Cambridge
Ms. Elizabeth Molodovsky, Education Development Center. Newton

COMMISSION STAFI
James H. Barron
James F. Neely

�

Senator Chester Atkins, Chairman
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Respectfully submitted,
Sen. CHESTER ATKINS, Chairman
Sen. IRVING FISHMAN

Rep. DAVID J. MOFENSON, Chairman
Rep. JOHN BUSINGER
Rep. ARTHUR KHOURY
Rep. GARRETH LYNCH
Rep. ANN C. GANNETT
Prof. ARTHUR MILLER
Dr. DAVID LEWIS, M.D.

f

Secretary of Human Services
Hon. JOHN VERANI,

Secretary of Consumer Affairs

Sen. JOHN PARKER

Ms. ELIZABETH MOLODOVSKY
Hon. PETER GOLDMARK,
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The Commission members and Commission stall want to express
their great appreciation for the contributions of the following
persons; Marjorie Eltzroth and John Delaney for actively represen-
ting the Secretaries of Human Services and Consumer Affairs,
respectively, Ernest Winsor and Natasha Lisman of the Civil
l iberties Union of Massachusetts and Jonathan Brant of the
Governor’s Commission on Privacy and Personal Data for their
comprehensive involvement in the work of the Commission, and to
Paula Andreottola and Lorraine Bower-Cox for their valuable
secretarial assistance.
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fAs America prepares to celebrate its 200th year of independence,
the erosion of its citizens’ rights of privacy has become an issue of
national concern. At a time when millions of Americans seek to
reaffirm their commitment to such fundamental national values as
freedom, fair play and the inalienable rights of individuals, many self-
consciously believe themselves to be living in the shadow of 19K4.

Privacy, we are told, “is a fundamental part of our spiritual
heritage of freedom.” 1 The framers of the Bill of Rights were
reportedly sensitive to the privacy issue, implicitly including it in the
guaranteed rights of the First. Third, Fourth, Fifth and Ninth
Amendments. This was done, according to Justice Brandeis. because
“the makers of our Constitution sought to protect Americans in their
beliefs, their thoughts, their emotions, and their sensations. They
conferred, as against Government, the right to be left alone the
most comprehensive of rights and the right most valued by civilized
men.”2

The framework of liberty notwithstanding, incidents dramatizing
abuses to personal privacy have increasingly disturbed thoughtful
citizens. Examples from both the private and public sectors have
made people realize that the privacy they cherish in the abstract
but quite often taken for granted —is under assault.

To secure such services as consumer credit, insurance protection,
employment and automobile licenses, millions of us every day give
out bits of information about ourselves. In order to receive the
apparent benefits of society we passively, voluntarily and
under pressure consent to what are essentially intrusions on our right
to privacy. In the past, many of us seldom gave any thought to what
was done with the personal information we surrendered, how it was
used, or who else had access to it. We generally assumed that the
collection of information about people was a natural and necessary
aspect of living in a complex society and especially one in which

tKfje Commontoealtf) of fHassacljusettEi

REPORT OF THE
LEGISLATIVE COMMISSION ON PRIVACY

I. INTRODUCTION AND OVERVIEW
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"people expect a high level of social and public ser\iccs from
government, extensive goods and services from private business and
industry, and a wide range of cultural, educational and civic services
from private associations.” 3 And at the same time, we also largely
assumed that the collection and use of personal data, especially when
it formed the basis for determining individual rights, benefits and
opportunities, would be conducted with due regard for the
constitutional safeguards and the rights of the individuals involved.

Revelations regarding the clandestine practices of investigative
reporting agencies, U.S. Army spying on the lawful political activities
of civilians, and the most recent examples of the abuses of
government power documented in the Watergate scandals have
crystallized many generalized public fears and concerns that
government and private businesses collect and use too much data on
private individuals, are insufficiently concerned about the accuracy
and relevance of the information used, and make that personal data
too easily available to unauthorized others.

The more notorious abuses have received much popular attention,
but in far more subtle ways information about individuals is gathered
and disseminated without adequate safeguards to the privacy of the
individual, resulting in a far more serious and steady erosion of
personal liberties.

From around the country, we hear reports of a professor’s wife in
Huntsville, Texas, losing her auto insurance because her credit
bureau listed her as an alcoholic, when she never drinks. Similarly, we
read of investigators for a major retail credit investigating company
testifying that they invented derogatory information about people to
satisfy a company quota.

Abuses in the private sector are matched by abuses in the public
sector. We are told that the F.8.1. investigated a teenage girl who was
preparing a high school report on the Soviet Union and that
government officials have regular access to the telephone company

of private persons without the knowledge of the citizens
involved.

Open arrest records, which do not properly note a person’s
innocence, acquittal, or case dismissal are routinely made available to
insurance companies and employers. And Social Security numbers
arc increasingly used as a standardized personal identifier.4
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Case studies are but the tip of a more insidious ieeberg. Rare are
the cases which come to public attention. Most persons whose rights
are violated, arc too afraid of compounding the problem by
challenging the abuse. Others who do challenge, are frustrated in
their efforts to inspect their records, find out their accusers, or correct
the misinformation. There are countless Americans who do not even
know what information is being stored on them or for what purposes.

Two Massachusetts cases, one involving a public agency, the other
a private business, clearly illustrate the problem.

A 17 year old woman was arrested for possession of
marijuana. The case against her was dismissed. Yet when she
later applied to the Registry for a drivers license, she was
refused a license until she could procure a doctor’s certificate
stating that she was not addicted to marijuana. The young
woman, needing a driver’s license, submitted the doctor's
certificate and received the license. Yet she wonders how
many times her record, which only shows that she was once
accused and not convicted, will in the future be similarly used
against her.5

A middle-aged man, a professor at Tufts University, decided
last year that baskets of fruit would make good Christmas
presents to certain of his friends, and filled out a mail order
coupon from a midwestern company, checking the box that
said “Bill me later.” Shortly before Christmas, he received,
not a bill, but a letter that informed him that his presents
would not be delivered unless he submitted immediate
payment, because his credit record was unsatisfactory. Now
this particular individual has never had even a hint that his
credit was unsatisfactory. He has valid national credit cards,
he has always paid his bills on time, he has never even been
arrested. In sum, he has led a blameless life. And yet
somewhere, somehow, some computer has given him a black
mark. Now this particular individual scurried around at the
last minute and ordered bottles of wine from his local liquor
store (which accepts his credit without question) as
replacements for the baskets of fruit he had originally
planned to give as presents. He tries to forget that some
computer in Illinois thinks he is a bad credit risk. And yet he
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wonders. He would like to find out why someone,
somewhere, thinks he is a bad credit risk. He knows how
computer systems interlock, and he wonders how long it will
be before what is clearly an erroneous record reaches those
people who decide whether or not he is entitled to bear and
use his Bankamericard or his Mastercharge, or his Jordan’s
and Filene's charge accounts. 6

The problem of informational privacy, the inability of individuals
to have access to, influence, or otherwise control the collection and
use of personal information about themselves, is indeed serious and
warrants remedial action.

“1984” is a symbol of technological capacity. It is also a state of
mind. Any assessment of how far our right of privacy has been
eroded or any consideration of remedial action must take into
account both the objective and subjective aspects of the problem.
Anyone who seeks to formulate public policy or otherwise deal
effectively with the problem must come to grips with both the
substantive aspects of the privacy issue and the public’s perceptions of
the threat involved.

The decline of individual access to and control over the gathering
and dissemination of individually identifiable personal data is a well-
documented reality. Modern data processing technology has
dramatically increased the volume and detail of information
gathering, maintenance, storage and dissemination and brought with
its advantages new problems.

In many ways, we are a “nation of datamaniacs”, the most
scrutinized, measured, counted and interrogated people in the world. 7

Research conducted by the United States Senate Subcommittee on
Constitutional Rights reveals the existence of 858 federal data banks
containing 1,246 billion separate records of United States citizens
at least five files for every living American and this total does not
include the billions ot individual records held by state and local
governments or by non-governmental businesses. s

11. INFORMATIONAL PRIVACY
A TWO LEVEL ISSUI

A. SUBSTANTIVE EROSION
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While the record-keeping vs. personal privacy issue is not new. it is
more intense. There were and continue to be. serious problems
regarding abuses of personal data in manually operated and
maintained information systems. One has only to recall the
circulation of derogatory information lists, over which individuals
had no control, by government and private industry during the
McCarthy era to confront the ugly reality of the misuse of personal
information before the cybernetic revolution.

As the federal government increasingly moved into the area olfi
large scale social planning and delivery of services, its needs and
propensity to gather and store data also increased. It is clear, as
Westin notes, that “debates over the uses of records and manual data
banks would have become a major issue in American society even if
computers had never been invented.'"'

By the 1960’5, attractive prices, persuasive salesmen, and
ingenious computer software services had stimulated the
introduction of automated data processing equipment into a
great many record-keeping organizations, sometimes with far
too little attention to the objectives and costs of automation.

HEW Report; Records. Computers and the Rights of Citizens

Computer technology blossomed in the sixties bringing with it a
mixture of advantages and disadvantages. It intensified the record-
keeping vs. personal privacy debate, broadening its scope and
exacerbating many of its inherent problems.

Whatever minimal access to and control over personal data an
individual may have had in a system of manually utilized data banks
was significantly reduced by the growth of high speed, high volume
automated data processing.

To the extent that manual record keeping systems are inefficient,
they indirectly, and in a limited way, serve to insure the protection
informational privacy. It costs too much in terms of storage space,
time and human resources to gather, maintain and exchange detailed
manual files on individuals.

Automated data systems have made it easier to “keep tabs” on
individuals. Unlike manually operated information systems,
automated systems permit the gathering and storing of great
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quantities of detailed individually-identifiable information at lower
per unit costs. Automated personal data systems can be expanded
easily and quickly. They also can be integrated with other data
processing networks, thereby permitting the aggregation of pieces of
personal information into large centralized data banks. And
automated errors, too, travel quickly and far.

Whatever personal contact data subjects might have had with data
managers of manually operated information systems, contact with
data managers of automated data systems is even more limited. As
the scale of operations becomes increasingly complex, the data
managers grow increasingly remote from those who surrender the
information.

The growth of automated data processing has been matched by the
growth of a new breed of data processing technocrat who is more
dedicated to the use ofautomated personal data being used. Thus, the
operative criteria in many decisions relating to automated personal
information practices are consideration of technological feasibility,
cost-benefits and convenience. Believing that the more information at
hand the better the potential for rational decision-making, the new
technocrats often make issues such as data relevance and rights of
rivacy subservient to concerns for expedient and efficient data
aanagement. i()

It is undeniable that the success of government in the large-scale
delivery of goods and services to its citizens in need has been due in
large part to the development of automated information systems.
Improvements in health care, welfare, and educational programs
have been dependent greatly on achievements in automated data
processing systems. But at the same time, the benefits conferred by
government have not been bestowed without exacting fundamental
prices. Increasingly, it appears that in exchange for certain benefits
received from government (and business), individuals are assumed to
waive any and all interest and control over the information collected
about or surrendered by them.

h

This is especially true for the relatively powerless persons who tend
to be in greatest need of government services.

Ironically, the right of informational privacy is most in jeopardy
with those groups in the population least likely to fight to perserve it.
To a young mother on welfare whose primary concern is feeding her



HOUSE No. 5417 [January16

child, to the unemployed head ol a household trying to secure work,
to the drug dependent who turns to a drug treatment center tor help,
to the indigent patient in a hospital in need of emergency medical
attention, persons who need the necessities of life are quite willing to
trade off great quantities of personal information, without regard for
the potential uses or abuses of that personal data.

The implicit assumption on the part of each person in the examples
listed is that information will he used to assist them in the delivery of
services not aware that the information obtained may be
disseminated or made available to other agencies without the consent
of the data subject for purposes quite different from those tor which
the information was originally released.

While the state of the art of computer technology is not developed
enough today to implement a M9B4’ type nightmare, there is sufficient
evidence to clearly document a rather widespread erosion of
informational privacy.

Clearly, there is a need for law and public policy to keep pace with
technological developments. 11 We must, however, keep in mind, that
computers themselves are not the villians. The fundamental problem
is one of public policy not technology. The rights of access and
informational privacy are matters of organizational policy and
practice, regulations and laws, far more than they are matters of
whether the data is stored on typed cards, manila folders or magnetic
tapes.

Substantive issues, those which emanate from what actually is
taking place, are but one part ol the problem. There is another
dimension of great importance; the public’s perceptions of the
problem what people believe to be taking place. Public perceptions
may be greater or less than objective circumstances warrant, but they
significantly influence the climate in which substantive issues are
considered or ignored.

"Consider the following recent examples: Watergate, Army
surveillance, IRS disclosures. Kafkasque bureaucratic labyrinths, and
proverbial red tape. For the millions of Americans who have lost
1aith in the institutions of government, who are frightened into not
exercising their constitutional rights for fear of having reports of (heir
conduct and associations taken out of context, misused or otherwise

li. PUBLIC PERCEPTION Ol THE EROSION
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come hack to haunt them, it gives little comfort to assure them that
government surveillance and dala-gathering activities arc not to be
used for repressive purposes or that misuse of data are rare
exceptions.

“Nineteen Eighty-Four is largely a state of mind”. Professor Arthur
Miller recently wrote. “For many, the appearance of repression has
the impact of reality. If people really believe that record keeping is
being used for nefarious purposes, it makes little difference that they
may be wrong. They will still modify their perceptions of and
behavior toward the institutions that control their files.”' 2

Analyzing the findings of more than three recent national opinion
surveys, the National Academy of Sciences recently concluded that
“concern over privacy and other civil liberties interests in record-
keeping characterizes a far larger segment of the population than
would be represented solely by civil liberties activists or political
radicals.” 13 Indeed, the invasion of privacy, in general terms, is a
matter of concern for about a third ofthe population. And, regarding
record keeping specifically, 62 percent of those sampled in a national
survey “stated they were ‘very’ or ‘fairly' concerned about the
information that some organizations were keeping about people in
their files.” 14

Many people appear to be generally sophisticated in their
awareness of the record-keeping vs. privacy debate. They know that
there is a need to gather and use personal data, but arc deeply
concerned about the adverse effect of record-keeping systems, and are
sensitive to the social costs of so-called progress. Believing that
privacy is more than just a passing issue, they want informational
privacy safeguards to be written into law and implemented.

Created by Chapter 136 of the Resolves of 1973, the Special
legislative Commission on Privacy was formed to investigate and
study all aspects of data-gathering in the Commonwealth, assess its
implications on civil liberties and the rights of personal privacy and
make recommendations to rectify and prevent problems.

HE LEGISLATIVE COMMISSION ON PRIVACY

4. FORMA !lON
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Sponsors of the legislation creating the commission felt that
society’s increased dependence on business and government informa-
tion systems, posed a serious threat to personal privacy. Concerned
about the protection of civil liberties, the sponsors believed that a
special legislative commission could best provide a vehicle through
which recommendations be proposed to effectively monitor the vast
private and public record-keeping practices in Massachusetts in the
public interest.

f
By statute, the commission consists of thirteen members. Eight are

legislators (three from the Senate, five from the House), two are
executive administrators (the secretaries of human services and
consumer affairs) and three are gubernatorial appointees.

The commission has the power to conduct investigations, hold
public hearings, issue interim and annual reports and make legislative
and other recommendations.

As a special commission, it is not subject to Joint Rule 12, which
restricts filing of legislation. The commission may issue reports and
introduce legislation at any time. Furthermore, in support of its
investigative powers, it has the opportunity to subpoena witnesses
and records.

Mindful of the constitutional democracy in which we live, it is the
fundamental objective of the Legislative Commission on Privacy to
institutionalize the right of privacy for the citizens of the Com-
monwealth, and to inform and assure the people of their rights under
law.

Working in cooperation with the other institutions and agencies of
government, notably the Governor, Attorney General, Secretary oJh
State as well as individual legislators, and concerned citizens, theC*
Legislative Commission on Privacy seeks to share in building a
reasonable statutory and regulatory framework capable of providing
adequate procedural and substantive safeguards to maintain and
protect individual rights of privacy and due process.

B. MEMBERSHIP

C. POWERS

/). OBJECTIVE OF THE LEGISLATIVE COMMISSION
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/:. ACTIVITIES
I he Commission was formed in September, 1973. During 1974 it

met eight limes. It also held two public hearings, in Boston and in
Amherst. The Amherst hearing was part of an all-day privacy
symposium.

The eight principal deliberations of the commission concerned the
preparation of a Fair Information Practices Act for state agencies.
The bill was revised and redrafted several times and approved in
November, 1974. The Commission staff which met more frequently.
conducted preliminary research into medical records, consume
credit practices and the record keeping activities ol state agencies. It
exchanged information on record keeping practices with privacy
activists, non-governmental data managers and researchers. It
responded to citizen complaints of record keeping abuses. 4he
Legislative Commission established a working relationship with the
Governor’s Commission on Privacy and Personal Data and served as
an information resource for state legislators. During the 1974
legislative session, it reviewed pending privacy related bills and made
informal recommendations. The commission staff has assisted
legislative leaders in California, Connecticut, Illinois, Alaska, and
members of the U.S. Congress in the preparation of privacy and
record-keeping statutes.

F. BROAD MANDATE
The Commission interprets its legislative mandate broadly. Its

concern is wider than the privacy and security issues involved in the
proliferation of electronic data processing systems. It recognizes
persistent problems of manual personal information systems. Indeed,
it views within its scope, a range of issues which may be subsumed
under the general rubric of informational privacy, and embraces
questions of confidentiality and personal data handled by both
automated and non-automated information systems.

4

In keeping with its rather open definition of responsibilities, the
Commission seeks to implement its mandate by playing at least three

IV. COMMISSION ROLES:
RESEARCH, LEGISLATION AND PUBLIC EDUC ATION
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roles; research investigation, legislation, and public education. Each
one of the roles has a short term and a long term component. It is
hoped that the playing of the three roles will have a synergistic effect,
reinforcing its performance in each area, and enriching its cumulative
effect.

Within the limits of its staff resources, the commission will
continue to investigate problems of data abuses, both on its own
initiative and in response to the complaints of data subjects. It intends
to make systematic inquiries of data banks in Massachusetts, both in
the private and public sectors. Although its legislative program this
year emphasizes fair information practices within public agencies, the
commission plans to investigate such non-governmental areas as
medical information, consumer credit and bank and telephone
records.

The research and study to be conducted by the commission are
designed to be the building blocks for both legislative activities and
public education programs.

The establishment of a coherent statutory framework to protect the
privacy ol individuals through the creation of procedural and
substantive safeguards is the primary responsibility of the commis-
sion. Its research and investigation are conducted in terms of defining
those areas where legislation will be appropriate. Its public education
cllorts arc designed in part, to encourage feedback in order to refine
and amend privacy-related statutes.

While federal privacy legislation is important and timely, it must be
remembered that it docs not cover the activities of public agencies of
the Commonwealth. It is through the sponsorship of legislation that
the commission can make legally binding executive orders and rule-
making responsibilities. Through legislation, it can provide the
attorney general with enforcement tools. The Fair Information
Practices Act (FIFA) is a first step. By establishing fair information
practices for state agencies, we can test and evaluate approaches
which might be applicable to fair information practices in the private
sector.

B. LEGISLATION

A. RESEARCH
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The commission sees itself as playing a legislative resource role lor
individual legislators interested in privacy issues. Depending upon
time and staff resources, it hopes to he able to prepare testimony for
hearings and provide, in addition, documentation for legislative
deliberations.

The commission views as a fundamental responsibility, not just
passing law's but informing and assuring individuals of their rights
under law. Through public hearings, reports, and other informational
channels, the commission seeks to explain the focal points of the
privacy problems, publicize an agenda, and solicit the informed
cooperation of members of the public in eliminating present and
potential areas of concern. It recognizes that an informed public can
be of great value in creating the climate necessary for the passage of
legislation. It recognizes that feedback from the public is crucial for
amending and refining those legislative ideas which have become law.

Out of a commission inventory of state operated personal data
systems and an evaluation of their statutory and regulatory
authorizations, the commission will endeavor to prepare a Citizen’s
Guide to Personal Data. This guide should explain, in layman’s
language, not just what rights a citizen has, but what rights he or she
does not have at the present time. And, resources permitting, it would
like to supplement this activity with an occasional newsletter.

The staff recommends that the commission increase the
membership and scope of the Privacy Commission by:

I. Increasing the membership on the commission from thirteen to
sixteen, adding to the present statutory members the Secretary of
Administration and Finance, the Secretary of State and Attorney-
General;

2. Permitting each statutory member of the commission to
designate an individual to serve as a personal representative to the
commission, and be authorized to participate in the work of the
commission;

C. PUBLIC EDUCA TION

V. STAFF RECOMMENDATIONS
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3. Amending the original resolve by inserting after the word “in" in
line 6 the words “information systems, manual or" and further strike
out the word “banks” in line 6. This clarifies the Commission’s
mandate to cover all types of information systems automated and
manual.

Assuming the availability of staff resources, the Legislative
Commission recommends consideration and implementation of the
following projects.

1. Pass into law the Fair Informational Practices Act, (FIPA)
discussed in detail in the part “The Bill."

2. Review the Massachusetts General Laws to ascertain, eliminate
or amend all statutory restrictions which presently conflict with
chapter 66A (FIPA Section 1) prohibiting a data subject from
obtaining access to information in his state operated personal data
system. This work should be completed before the public hearing on
FI PA. Information which is determined to be Criminal Offender
Record Information (COR1) as defined in chapter 805 of the Acts of
1972 is to be excepted from this activity.

3. Investigate the feasibility of expanding FI PA to counties, cities
and towns.

4. Develop legislation to restrict the use of the Social Security
number.

5. Conduct an inventory regarding the existence and uses of state
and local data banks.

6. Prepare, in layman’s language, a Citizen’s Guide to Personal
Data in state operated systems.

7. Investigate the existence and uses of data banks in the private
sector.

8. Monitor privacy-related bills in the Massachusetts Legislature
which the Commission supports or opposes.

9. Monitor privacy-related bills in Congress and in other state
legislatures.

VI. RECOMMENDATIONS FOR ACTION
IN 1975 AND 1976
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10. Review fair information practices of businesses and industry
and assess the scope and quality of their voluntary implementation of
privacy safeguards.

1 I. Investigate the application of FI PA, or some variation thereof,
to the private sector.

i
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I. ADOPTION

2. AIRLINE FLIGHT RECORDS

3. ARREST

4. BANK ACCOUNTS

5. BANK LOAN

6. BIRTH

7. CAR REGISTRATION

8. CENSUS

9. CHURCH RECORDS

10. CONSUMER CREDIT

11. CONVICTION RECORD

12. CUSTOMS

18. FINGERPRINTS

APPENDIX I: RECORDS THAT
MAY HAVE BEEN, OR ARE,
COLLECTED ABOUT YOU

13. DIVORCE

14. DRAFT STATUS RECORD

15. DRIVER’S LICENSE

16. EMPLOYMENT

17. F.B.L
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38. POLITICAL ACTIVELY

19. FOOD STAMPS

20. GENERAL HEALTH

21. GUN REGISTRATION

22. HAM RADIO REGISTRATION

23. HOTEL MOTEL

24. HOSPITAL

25. IMMIGRATION

26. INSURANCE

27. JOB APPLICATION

28. LIBRARY CARD

29. MARRIAGE

30. MILITARY

31. MEDICARE

32. MORTGAGE

33. NEWSPAPER MORGUE FILES

34. PASSPORT

*35. PET REGISTRATION

36. POLICE

37. PILOT REGISTRATION
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Alter many successful years with a Boston firm, a man began to
show some symptoms of mental disorders. At the insistence of his
employers, he underwent psychiatric tests and was diagnosed as
schizophrenic. By the admission of many in the psychiatric
profession, this is a loose term often used as a convenient catch-all for
a number of ill-understood diseases. After this diagnosis, the man was

39. POL I 1 ICAL PAR IV

40. PRISON RECORD

41. PRIVATE INVESTIGATION

42. PSYCHIATRIC

43. SCHOOL

44. SECURITY CLEARANCE

45. SOCIAL SECURITY

46. STOCKS AND BONDS

47. SUBSCRIPTION MAILING LISTS

48. TAX RETURNS

49. TELEPHONE

50. UNIVERSITY

51. UTILITIES

52. VOTER REGISTRATION

53. WELFARE

APPENDIX II: CASE STUDIES OF
INFORMATIONAL PRIVACY ABUSES

IN MASSACHUSETTS
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fired. He decided, however, to obtain an independent diagnosis from
his community hospital. The latter found that the man suffered from
“hyperinsulinoma”, an organic excess of insulin in the body which
tends to produce behavioral effects similar to schizophrenic behavior.
The man was given effective chemical therapy and has recovered from
all the symptoms. He still, however, cannot find a job, because his
former employer insists on disseminating the old, inaccurate medical
record.

A young man, while in the military service in Vietnam,
inadvertently overdrew his checking account in a New York bank. He
was arrested upon return home and charged with larceny by check.
The case was decided in his favor, however, and the charge was
dismissed. Yet, the record of the arrest, his only police record,
remained and became a serious obstacle in his efforts to rebuild a
normal civilian life. He applied for a job with a Boston firm, was
accepted, and began his training. A few days later, however, he was
dismissed because a security check into his background uncovered the
arrest record.

A former patient at a Boston hospital wanted a copy of his X-rays.
The hospital refused. Patient showed hospital staff c. 111 s. 70. which
provides for right of access to records. Access to X-rays again denied.
Under existing law, he has no recourse, there is no civil remedy
available.

- A former patient on Medicaid made a request to a Boston hospital
to look at his lengthy medical records. The person in charge, who
knew that the individual was indigent, said that a copy could be had
at a cost of $40.00. Unable to raise this much money, the former
patient asked simply to see his records. This request was refused. The
patient then sought legal help and an attorney obtained an agreement
Jfyhat the patient's former physician would sit down with him
and go through his record. At this meeting, the patient evidenced a
desire to go through the entire record carefully a procedure that
could have taken six to eight hours. The hospital then decided to give
him a copy of the record to study at home. As he read it, he found a
number of statements by physicians, unsupported by any data or
psychiatric evaluation, to the effect that he was crazy or “nuts” or that
his illnesses were psychosomatic. The Massachusetts Department of
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Public Health has refused either to question hospitals about their
written policies or to establish a “reasonable charge” for copying
hospital records.

Another Boston area hospital disclosed an 18 year old girl’s
medical records to her mother, despite the fact that the girl expressly
asked the hospital not to release the information to her parent.

A public school teacher lost her job because of personnel cuts
an incomplete personnel file. The “weeding out” was done on the
basis of professional training and other records. When the teacher
inspected her personnel file, she discovered many of her credentials
were missing.

A local Housing Authority had the practice of inserting reports
into the files of female tenants who allegedly had sexual relations with
a town official. The town official learned of the reports and on his
own, without any authorization whatever, went through the entire
housing authority personal data system and removed all the reports
which linked him to the female tenants.

A year ago (Spring 1973). the Massachusetts Department of Public
Welfare initiated an investigation of several social workers accused ol

professional misconduct. I hey were told that these allegations were
made in an anonymous report. Appalled that anonymous evidence
could be used against them, the social workers advised the
department that they felt obliged to seek legal counsel to defend their
rights. Ihe investigation was subsequently dropped. The social
workers discovered, however, that in addition to the formal personnel
liles whose contents are strictly governed by union contract, the
regional Department of Public Welfare director was maintaining a
separate set ol dossiers containing materials prohibited by the
contract including anonymous reports about sexual
political views, union activism, clippings from union publications
about the activities of various members, and other personal
information unrelated to their work performance.

A man discovered that his Division of Employment Security
personnel tile contains inaccurate derogatory material. I'o date, he
has had no recourse for challenging the potentially damaging
information. 15
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I

RATIONALE AND PURPOSE OF FIPA
It is the unanimous conviction of Commission members that the

privacy of citizens in the Commonwealth is affected by the collection,
maintenance, dissemination and other uses of individually iden-
tifiable data contained in personal data systems.

While the Commission is sensitive to the abuses and problems
concerning personal data systems maintained by both private and
public agencies, it has decided first to ensure fair information
practices in agencies of the Commonwealth.

It is the sense of the Commission that the very existence of state
information systems not be kept secret. We believe that the public
should be notified as to what kinds of records state agencies maintain,
and individuals should have the right and opportunity to ascertain if
they are in fact data subjects in a particular state information system.

We believe that individuals should have access to the contents of
their files and be able to find out how their personal information is
being used. Furthermore, they should be provided with a procedure
to challenge correct or amend inaccurate, incomplete and irrelevant
information, and to stop its unauthorized dissemination.

Accordingly, agencies have a responsibility to take all reasonable
precautions to maintain the contextual integrity and validity of the
personal information it gathers, maintains and disseminates or face
certain penalties.

What the Fair Information Practices Act does is set forth the
responsibility of government agencies and the rights of individuals
regarding the use of pcrsonally-identifiable data. Its purpose is to
provide safeguards for the selection and use of personal information,
provide reasonable access by individuals to their records, provide a
system of registration and identification of state-operated personal
data systems and provide civil remedies for violations of its
provisions.

THE BILL
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Fair Information Practices (adding a new chapter, M.G.E. c. 66 Aj^f

I. Definitions
2. Responsibilities of each agency

a. identify person in charge of data access
b. inform agency data-users of FI PA provisions
c. prevent unauthorized access to personal data
d. protect physical security of data

comply with notice requirements of FT PA SECTION 2
log access and use of personal data

g. make log available to data subject upon his request
h. maintain timely, accurate, and complete data system
i. inform any person, upon request, whether he is a data subject
j. establish procedures to contest accuracy of information

(i) provide a right to challenge both data and denial of
access to data

(ii) permit data subject to correct or amend data
k. provide data subject with reasonable opportunity to prevent

the release of data through compulsory legal processes.

3. Promulgation of rules and regulations; each executive office
secretary is responsible for subordinate agencies (Department of
Community Affairs to promulgate rules for local housing and
redevelopment authorities.)

Public Notice and Registration of Information Systems (adding a
new section, 63 to M.G.E. chapter 30)30)

OUTLINE OF AN ACT TO
ENSURE FAIR INFORMATION PRACTICES

IN THE COMMONWEALTH

SECTION 1

SECT lON 2.
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1. Every state agency operating a personal data system (manual or
automated) must;

a. register with the secretary of state a report on its data system;
b. register within sixty days of the effective date of this law;
c. and notify the state secretary of any subsequent changes

2. The report should include:
I

a. name of the system;
b. its nature and purpose;
c. number of data subjects covered
d. categories of data (indicate computer accessibility);
e. policies re; storage retention, disposal of data;
f. categories of data sources;
g. types of data uses and users;
h. descriptions of its EIPA compliance procedures;
i. name, title and business address of person identified as

responsible for agency’s data system.

3. Stale secretary shall publish all notices in an annual report

a. annual report and separate notices are “public records

Legal Remedies (to add new section 3B to M.G.E. Chapter 214.)

1. Any agency which violates this act shall be liable for actual
damages to any individual damaged. For each violation agency is
liable for exemplary damages of at least $lOO, court costs and
reasonable attorney fees

4
2. Any agency which violates this act shall be subject to actions for

injunction, mandamus, or declaratory judgment.

SECTION 3

a. actions for injunction or mandamus may be prosecuted by
individual or by Attorney General.
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Exceptions: 3 years from date of liability in cases of material or
wilfull misuse of personal data

Severability Clause

*

Effective Date: July I. 1976

SECTION 1: Establishes a new chapter of the Massachusetts
General Laws (66A, Fair Information Practices). The chapter
contains a series of definitions, an enumeration of agency respon-
sibilities under the new law, and specification of lines of authority.

DEFINITIONS (Section I of SECTION 1)
According to FI PA, “agency” means any state entity, department,

board or commission. It includes the executive branch, the
legislature, and the judiciary.

Quasi-public authorities created by the state legislature to serve “a
public purpose” and which have statewide or local jurisdiction are
also included. Thus, while “agency” for purposes of this Act does not
cover units of county, city or town governments, local housing and
redevelopment authorities are covered by this bill. Local housing and
redevelopment authorities are part of the Department of Community
Affairs and as such, are regulated out of the Executive Office or
Communities and Development.

A “personal data system” is a collection of records containing
individually-identifiable information in either automated (computer
accessible) or manual (non-automated) files. Criminal Offender
Record Information (CORI) as defined in chapter 6 s. 167 of the

3. Statute of limitations is 3 years from date of liability.

SECTION 4.

SECTION 5

ANNOTATIONS AND DISCUSSION
OF FIFA PROVISIONS
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Massachusetts General Laws is specifically exempted from inclusion
in a "personal data system.”

“Computer accessible" is defined broadly to include all present and
future automated data processing equipment.

(Section 2 of SECTION 1)
Every agency maintaining a personal data system (automated or

manual) must:
a. Identify otie person immediately responsible for monitoring

aeeess to the agency data system. This is designed to provide
dissatisfied data subjects with someone in authority to turn to with
complaints. It is intended to prevent administrative "buck passing”
and. in the case of automated data systems, assure individual access
to a human being and not to a machine.

b. Inform employees of ad rules and regulations pertaining to data
system safeguards and instruct them that penalties are available to
individuals whose rights are violated. (For Chapter 214 & 3B see
SEC I lON 3 of this bill). Often employees are not informed about the
law relating to their jobs. This places a responsibility on the agencies
to inform employees of their responsibilities to safeguard personal
data systems.

c. Prevent unauthorized access to personal data. An agency shall
permit only that access specified by statute or regulation, or
consented to both by data subject and holder. A special exception is
made for access to data under a medical or psychiatric emergency.

d. Take all reasonable precautions to ensure the physical security
of the system. This includes not only the dangers of fire and natural
disaster but also such possibly anticipated threats as theft and
malicious destruction of personal records.

e. Comply with notice requirements described in SECTION 2 of
this hill. SEC TION 2 of this bill is the same as Chapter 30, section 63
of Massachusetts General Laws.

j f. Keep a record of every access to and use of any automated
persona! data. Log every access to and use of any manual data to the
maximum extent feasible. This record should include the identity of
all persons and organizations permitted access to a personal data
system. Maintaining such a record is important not only for data
subjects, but it provides an agency with an on-going opportunity to
conduct an in-house check on its data dissemination practices.
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g. Make access to record togs available to data subject upon his
request. This provision permits an individual, upon his own initiative,
to find out who has used information in his file and for what intended
purposes.

The access-to-data information must be provided to the data
subject in a form comprehensible to him. Unlike that of manual
systems, information contained in automated systems are usually
kept in coded form. Coded data would not be intelligible to a data
subject without a comprehensible translation. V

h. Maintain a timely, accurate, relevant and complete personal
data system. By requiring this procedure, agencies also have a duty to
eliminate untimely, inaccurate, incomplete and irrelevant informa-
tion from an individual's personal data file. The concern here is to
reduce the adverse human costs of data systems using and
disseminating inaccurate and invalid information, it is expected that
agencies will systematically review the relevancy of data stored and
will retain only that information which is accurate, relevant, timely,
complete and reasonably necessary to assure fairness to individuals in
making determinations about them.

i Inform any person, upon request, whether or not he is a data
subject in any agency personal data system. This allows an individual
to find out if he is a data subject and, if so, permit him to see the
contents of the file. Where the contents are coded or jargon-laden, the
data subject must be presented a comprehensible explanation of the
information. This right is absolute unless prohibited by statute. It is
vitally important that individuals know what state records are
maintained on them and, accordingly, have the opportunity to
correct those records.

j. Establish procedures that allow data subject to inspect and
challenge the information contained in his file or contest the denial of
such access. This is designed to give substance to a data subject's right
to challenge. In this provision, as in “i.” above, the data subject can
authorize an agent to represent him in any challenge to correct
amend the contested material. Any disputed data must be noted and
the data subject's position on the issue included in both the file and
any future access and dissemination of the data.

k. Limit legal access to personal data. All agencies must give data
subject’s reasonable opportunity to prevent the release of their
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personal data through compulsory legal processes. Accordingly,
agencies must establish procedures to assure that no personal data is
released to anyone through subpoena, mandamus or other legal
process, without first informing data subjects of any such demand lor
personal data in reasonable time to stop such action.

(Section 3 of SECTION i)
This section establishes the lines of authority for the promulgation

of Fair Information Practices rules and regulations. Each of the
executive office secretaries is responsible for developing and issuing
the rules and regulations for implementing the provisions of FIFA
(Section 1: Section 2) for its subordinate agencies. Each is responsible
for monitoring that implementation. The Department of Community
Affairs, under the Secretary of Communities and Development, has
the specific responsibility for developing and promulgating the
appropriate rules and regulations for local housing and redevelop-
ment authorities.

SECTION 2. Registration and Public Notice of Information
Systems. This section requires that every state agency which operates
a personal data system must give public notice at least once a year.

Within sixty days from the date this law becomes effective, all
agencies must file reports with the state secretary describing their
personal data systems, regardless of whether the systems are manual
or automated.

In the future, any termination, enlargement, modification or
change in the present system or creation of a new system must also be
reported to the state secretary. All of the agency reports arc to be
compiled by the state secretary in an annual report and made
available to the public. The purpose of this public notice requirement
is to ensure that there be no state-operated personal data system, the
very existence of which is secret from the public.

Accordingly, not only the annual report but the uncompiled
separate notices are to be defined as public records (M.G.L. Chapter
4 section 7, paragraph 26) and open to public inspection.

The public notices must include the following description of the
system:

a. The name of the system;
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b. Ihe nature and purpose of the system;
c. The number of persons on whom data are or are expected to be

maintained;
d. The categories of data maintained, or to be maintained,

indicating which categories are or will be stored in computer-
accessible files;

e. The agency’s policies and practices regarding data storage,
retention of data, and disposal thereof;

f. The categories of data sources;
g. A description of types of uses made or to be made of data,

including a description of all classes of users of such data;
h. A description of the actions taken to comply with chapter sixty-

six A; and
i. The name, title and business address of the individual

immediately responsible for the system.

Legal Remedies
a. Civil Liahilit\
This part of the bill adds a new section. Section 3B to Chapter 214

of the General Laws. It holds each agency responsible to any person
who suffers damages because of that agency’s violation of the
provisions of Section 2 of Chapter 66 A.

b. Exemplary Damages
Aside from any liability for actual damages, an agency is subject to

a fine (exemplary damages) of at least $lOO per violation and the
payment of the court costs and reasonable legal fees incurred by the
aggrieved data subject in pursuing his right of action.

c. Compulsory Legal Processes
Agencies violating Chapter 66A are subject to such compulsory

legal processes as injunctions, declaratory judgments, and writs of
mandamus. The court may employ any of these legal remedies in
order to stop the abuse of personal data or otherwise prcvent*|
violations of the Fair Information Practices Act.

d. Rights of Action
Any individual may initiate such legal actions against an agency.

The attorney general may also act against an agency on his own
initiative or at the request of an aggrieved data subject.

SECTION 3



HOUSE - No. 54171975] 39

e. Statute of Limitations
Either an individual or the attorney general can bring an action

against an offending agency up to three years from the date of the
liability (e.g. denial of access to one’s personal data which is
permitted under law). In cases, however, where an agency willfully
misuses or otherwise misrepresents any personal data which should
have been disclosed to a data subject, the three year statute of
limitations begins with the date of discovering the misuse.

#

Severability Clause. This provides that if for any reason any section
of this statute is ruled invalid or unconstitutional, the remainder of
the statute is self-sustaining and capable of separate enforcement
without regard to the strickened portion.

Effective Date. This act is scheduled to take effect on July 1, 1976.
This should provide agencies with sufficient lead time to adequately
prepare for the requirements of the law, thus making enforcement
more straightforward.

SECTION 4

SECTION 5
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STATEMENT OK PETER C. GOEDMARK, JR., SECRETARY
OE HUMAN SERVICES, CONCURRING IN PART WITH, AND
DISSENTING IN PART FROM, THE REPORT OE THE
SPECIAL COMMISSION.

lam pleased to sign the report of the Special Commission which
will place before the General Court in 1975 a Fair Information
Practices Act. 1 believe that legislation designed to prescribe
standards for the collection, maintenance and dissemination
personal data by governmental agencies is necessary. For the most
part, 1 support the draft which the Special Commission has prepared
after some seven months of effort, and 1 sign this report so that
consideration of this needed legislation can go forward.

At the same time, there is one major issue which 1 believe is
inadequately treated in the current draft. That issue is the creation of
an exception to individual access for certain medical and psychiatric
records. The Special Commission has wrestled for several meetings
with this issue, but 1 believe that the language which appears in the
present draft does not address this very serious matter with
appropriate clarity. Therefore, I propose that the following language
be substituted for the existing subsection, c. 66A, s. 2(i): “Inform in
writing an individual, upon his request, whether he is a data subject in
the personal data sytem, and, if so, make such data fully available to
him. upon his request, in a form comprehensible to him. unless
prohibited by statute; provided, however, that in the case of records
relating to diagnosis and treatment of physical or mental illness, the
agency may withhold such records from the individual if. in the
opinion ol the treating physician disclosure would present a
substantial danger that (a) the individual would become violent and
would indict physical harm upon himself or others, or (b) the
individual would become so severely depressed or otherwise adversely
affected medically or psychologically that his own best interests
would not warrant disclosure. In any case where a physiciaA
withholds such records, he shall, upon request of the data subject,
make them available to any attorney, other physician, or other legally
competent person duly authorized by the individual in writing to be
given access. In addition, medical or psychiatric data may be made
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available to a physician treating a data subject, upon the request of
the physician, it a medical or psychiatric emergency arises which
precludes the data subject’s giving approval for the release of such
data and provided that, upon termination of the emergency, the data
subject shall be given notice of the release of such data.”

PETER C. GOLDMARK, Jr.

4

4
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In the Year One Thousand Nine Hundred and Seventy-Five.

An Act to ensure fair information practices in thi
COMMONWEALTH.

Be it enac ted by the Senate and House of Representatives in
Genera / Court assembled, and by the authority of the same, as
follows: It

1 SECTION I. The General Laws are hereby amended by
2 inserting, after chapter 66, the following chapter;

3

4

5 Section I. As used in this chapter, the following words shall
6 have the following meanings unless the context clearly indicates
7 otherwise: -

8 “Agency”, the Commonwealth or any of its departments,
9 authorities established by the General Court to serve a public

10 purpose having either state-wide or local jurisdiction, boards, and
1 1 commissions or other entities including the legislature and the
12 judiciary,
13 “Automated personal data system”, a personal data system in
14 which personal data is stored, in whole or part, in a computer or
15 in electronically-controlled or-accessible files;
16 “Computer Accessible", recorded or magnetic tape, magnetic
17 film, magnetic disc, magnetic drum, punched card, or optically
18 scannable paper or film;
19 “Data Subject", an individual whose name or identity is added
20 to or maintained in a personal data system;
21 “Holder", an agency which maintains personal data or any
22 facility which contracts with such agency to hold personal data;
23 “Manual personal data system" a personal data system which is
24 not an automated or other electronically-accessible or-controlled
25 personal data system;

GTfjc Commontoealtf) of Jfflassadjugetts

FAIR INFORMATION PRACTICES

Chapter 66A
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26 ''Personal Data", any information concerning an individual
27 which, because of name, identifying number, mark or description
28 can be readily associated with a particular individual;
29 "Personal data system", a collection of records containing
30 personal data except that it shall not include criminal offender
31 record information as defined in section one hundred sixty-seven

32 of chapter six.
33 Section 2. Every agency maintaining a personal data system
34 shall:
35 (a) Identify one individual immediately responsible for the
36 personal data system and direct him to insure that the
37 requirements of this chapter for preventing access to or
38 dissemination of personal data arc followed;
39 (b) Inform each of its employees having any responsibility or
40 function in the design, development, operation, or maintenance
41 of the personal data system, or the use of any personal data
42 contained therein, of each safeguard required by this chapter, of
43 each rule and regulation promulgated pursuant to section three
44 which pertains to the operation of the personal data system, and
45 of the civil remedies available to individuals whose rights are
46 violated set forth in section three B of chapter two hundred and
47 fourteen;
48 (c) Not allow any other agency or individual not employed by
49 the holder to have access to personal data unless such access is
50 authorized by statute or regulation, or is approved by the holder
51 and by the data subject whose personal data are sought. Medical
52 or psychiatric data may be made available to a physician treating
53 a data subject, upon the request of said physician, if a medical or
54 psychiatric emergency arises which precludes the data subject’s
55 giving approval for the release of such data; provided, however.
56 that the data subject shall be given notice of such access upon
57 termination of the emergency;
58 (d) Take reasonable precautions to protect personal data from
59 dangers of fire, theft, flood, natural disaster, or other physical
60 threat;
61 (e) Comply with the notice requirements set forth in section
62 sixty-three of chapter thirty of the General Laws;
63 (f) In the case of automated personal data systems, and to the
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maximum extent feasible with manual personal data systems,
maintain a complete and accurate record of every access to and
every use of any personal data in any personal data system,
including the identity of all persons and organizations who have
gained access to personal data and their intended use of such
data;

64
65
66
67
68
69

(g) To the extent that such material is maintained pursuant to
subsection (g). make available to a data subject upon his request
in a form comprehensible to him, a list of the uses made of his*
personal data, including the identity of all persons and
organizations which have gained access to the data;

70
71
79

73
74

(h) Maintain personal data with such accuracy, completeness,
timeliness, pertinence and relevance as is necessary to assure fair
determination of a data subject's qualifications, character, rights,
opportunities, or benefits when such determinations are based
upon such data;

75
76
77
78
79

(i) Inform in writing an individual, upon his request, whether
he is a data subject in the personal data system, and, if so, make
such data fully available to him, upon his request, in a form
comprehensible to him. unless prohibited by statute;

80
81
8

83
(j) Establish procedures that (1) allow each data subject or his

duly authorized representative to contest the accuracy, com-
pleteness, pertinence, timeliness, relevance or dissemination of his
personal data or the denial of access to such data maintained in
the personal data system and (2) permit personal data to be
corrected or amended when the data subject or his duly
authorized representative so requests and there is no disagree-
ment concerning the change to be made or, when there is
disagreement with the data subject as to whether a change should
be made, assure that the data subject’s claim is noted and
included as part of the data subject’s personal data and included
in any subsequent disclosure or dissemination of the disputed

84
85
86
87
88
8C)

90
91
92

93
94
95

data; A96
(k) Maintain procedures to ensure that no personal data are

made available from its personal data systems in response to a
demand for data made by means of compulsory legal process,
unless the data subject has been notified of such demand in
reasonable time that he may seek to have the process quashed.

97
98
99

100
101
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102 Section 3. The Secretary of each executive oil ice shall
promulgate rules and regulations to carry out the purposes of this
chapter which shall he applicable to all agencies, departments,
boards, commissions, authorities, and instrumentalities within
each of said executive offices. The department of community
affairs shall promulgate rules and regulations to carry out the
purposes of this chapter which shall be applicable to local
housing and redevelopment authorities of the cities and towns.

103
104
105
106
107
108
109

1 SECTION 2. Chapter 30 of the General l aws is hereby
amended by inserting, after Section 62, the following new
section:3

4 Section 63. Every agency which operates automated or
manual personal data systems, as those terms are defined in
section one of chapter sixty-six A. shall within sixty days after the
effective data of this section, or upon the subsequent establish-
ment, termination, or change in the character of such personal
data system, file with the state secretary a notice which shall
specify:

5
6

7
8
9

10
11 (a) The name of the system;

(b) The nature and purpose of the system;12
(c) The number of persons on whom data are or are expected

to be maintained;
13
14

(d) The categories of data maintained, or to be maintained,
indicating which categories are or will be stored in an automated
personal data system;

15
16
17

(e) The agency’s policies and practices regarding data storage,
retention of data, and disposal thereof;

IX
I 1)

(f) The categories of data sources;20
(g) A description of types of uses made or to be made of data,

including a description of all classes of users of such data;
21

(h) A description of the actions taken to comply with chapter
sixty-six A; and

23

4 24
(i) The name, title, and business address of the individual

immediately responsible for the system.
25
26

The state secretary shall, at least once annually, publish a
report containing all of the notices filed pursuant to this section
during said year. Such report and the separate notices shall be a

27
28
29
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public record as defined in paragraph twenty-six of section seven
of chapter four of the general laws.

30
31

1 SECTION 3. Chapter 214 of the General Laws, as appearing
in section 62 of chapter 1114 of the Acts of 1973. is herebv7

3 amended by inserting after section 3A, the following new
section:4

Seel ion 38.5
(a) Any agency, as that term is defined in chapter sixty-six Mu

which violates any provision of said chapter sixty-six A, shall be
liable to any individual who suffers any damage as a result of such
violations, and the individual damaged may bring an action
against such agency to recover any damages sustained.
Notwithstanding any liability for actual damages as may be
shown, such agency shall be liable for exemplary damages of not
less than one hundred dollars for each violation together with
such costs and reasonable attorney’s fees as may be incurred in
said action.

6

7
8
9

10
11
12
13
14
15

(b) Any agency which violates or proposes to violate any of the
provisions of chapter sixty-six A shall be subject to an action for
injunction, declaratory judgment, or mandamus issued by any
court of competent jurisdiction. The court may make such order
or judgment as may be necessary to prevent any agency from
employing practices which violate chapter sixty-six A. Actions
for injunction or mandamus under this section may be prosecuted
by an individual or by the attorney general in the name of the
commonwealth upon his own complaint or upon the complaint of
any individual.

16
17
18
19
20
21

23
24
25

(c) An action to enforce any liability created under chapter
sixty-six A, may be brought in any court of competent
jurisdiction within three years from the date in which the liability
arises; provided, however, that where a defendant had materially
or willfully misused any personal data required to be disclosed
a data subject according to the provisions of chapter sixty-six A*
and said personal data so misused is material to the establishment
of the defendant’s liability to the data subject, the action may be
brought at any time within three years after such misuse is
discovered.

26
27
28
29
30
31
32
33
34
35
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1
■>

3
4
5
6
7

* 1

4

SECT lON 4. The provisions of this act are severable and il
any such provision or the application of such provision to any
person or circumstances shall he held to be invalid or
unconstitutional such invalidity or unconstitutionality shall not
effect the validity or constitutionality of any of the remaining
provisions of this act or the application of such provision to said
person or circumstances.

SECTION 5. This act shall lake effect on Julv 1. 1976.
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