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ACADEMIC PRIORITIES COUNCIL 
 

On days prior to and including Tuesday, January 10, 2017, the Academic Priorities Council, using an 
expedited procedure, discussed in some detail the issue of availability of courses, and then, on January 
10, recommended approval of the proposal.  It was submitted as Proposal #3551 in the Course and 
Curriculum Management System. 
 

GRADUATE COUNCIL 
 

Through an electronic vote conducted on January 10, 2017, the Graduate Council unanimously 
approved the Graduate Certificate in Trust, Assurance, and Cybersecurity, Proposal #3551 in the 
Course and Curriculum Management System. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
MOTION: That the Faculty Senate approve the Graduate Certificate in Trust, Assurance, and   
10-17  Cybersecurity, as presented in Sen. Doc. No. 17-024. 
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Briefly describe the Certificate. 
 
The proposed Certificate Program in Trust, Assurance, and Cybersecurity will be offered by College of 
Information and Computer Sciences at the University of Massachusetts Amherst. The program will be 
administered in a "blended fashion" (with some courses being offered in Amherst, some offered at satellite 
campus in Springfield, and some offered online) and requires the completion of fifteen (15) credit hours of 
designated graduate-level courses. 
 
Provide a brief overview of the process for developing this Certificate. 
 
This proposal is very much a result of our experience running the undergraduate certificate in Trust, 
Assurance, and Cybersecurity for the last year. We have come to realize that there is an audience for graduate 
courses in the same ambit of topics. To design the Certificate and ensure its fit within other offerings from 
UMass, discussions were held among Brian Levine (Director of the Cybersecurity Institute), Bruce Croft (Dean, 
CICS), James Allan (Chair, CICS), John Wells (Associate Dean, Isenberg), Mark Fuller (Dean, Isenberg), John 
McCarthy (Dean, Graduate School), Geraldine de Berly (Vice Provost, CPE), and Andrew McGregor 
(Curriculum Chair, CICS). A set of courses that are currently being offered were identified that would meet 
the core requirements for this certificate and that could be effectively sourced and delivered on a consistent 
basis by the College of Information and Computer Sciences. 
 
Describe the Certificate’s purpose and the particular knowledge and skills that will be acquired by participating 
students. 
 
The proposed Certificate in Trust, Assurance, and Cybersecurity will be targeted toward anyone with an 
interest in advancing their knowledge in the area of security and its associated applications (e.g., computer and 
network security; computer- and data-related policy, law, and regulation; risk management; ecommerce and 
digital currencies; etc.). Students will acquire core knowledge/skills that will allow them to understand and 
address current trends/issues in security. Specific knowledge and skills include (but are not limited to) core 
security principles, threats and mechanisms; risk analysis and management; legal reasoning; forensic analysis; 
network management, threat analysis, and defenses. 
 
If this proposal requires no additional resources, say so and briefly explain why.  If this proposal requires 
additional resources, explain how they will be paid for. For proposals involving instruction, indicate how many new 
enrollments are expected and whether the courses have room to accommodate them. 
 
This proposal requires no additional resources as all of the courses will be sourced by lecturers hired by the 
Cybersecurity Institute, which is supported in part by a $3 Million gift from the MassMutual Foundation and 
revenue from offering classes via CPE; and on an additional compensation basis by existing faculty in the 
College of Information and Computer Sciences or by affiliated experts who are either academically or 
professionally qualified. Expected enrollment is difficult to gauge. The College of Information and Computer 
Sciences has a very strong reputation and we expect to see significant domestic as well as international interest 
in this certificate program. We are expecting an initial enrollment of 10-15 students in 2017. 
 
Note: This new certificate will be offered as a cousin to the existing Isenberg School of Management Certificate 
in Business Analytics. In the future, the two colleges plan to apply for a new Master’s degree composed of the 
two certificates. That is, ideally this Certificate will also serve as a “transitional certificate, where some or all of 
the credits taken by a non-degree student prior to matriculation at the University may be applied to the specific 
degree program associated with that transitional certificate” (from 
http://www.umass.edu/senate/sites/default/files/Courses%20Towards%20Multiple%20Credentials-
Sen.%20Doc.%20No.%2015-030.pdf). Given this coordinated synergy with Isenberg, we expect to see 
enrollments that will exceed those associated specifically with the certificate, which also mitigates the risk of 
offering courses solely dedicated to this certificate program. However, until the joint degree is proposed, and 
even if the joint degree is never approved, the certificate proposed in this document will be offered in a way 
that does not require coordination with Isenberg. 
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Please describe the curriculum for this Certificate, listing all required courses and possible electives, any 
prerequisites or GPA requirements, the recommended order or coursework and any other pertinent information. 
You may attach additional materials related to the curriculum at the end of this section. 
 
Total: 15 credits 
 
Core Courses (9 credit hours) 
1) CICS 597C ST-Introduction to Computer Security; or COMPSCI 597N ST-Introduction to Computer and 
Network Security 
2) CICS 597L ST-Internet Law & Policy; or COMPSCI 591L: S-Computer Crime Law and the Technologies of 
Investigation and Privacy 
3) CICS 597M ST-Information Risk Management 
 
Elective Courses (6 Credit Hours) 
Any 3-credit-hour courses at the 500-level or higher offered by College of Information and Computer Sciences 
that have an appropriate focus are eligible to count as elective credit towards this certificate. Additional courses 
from another school/college at UMass Amherst with appropriate focus can also be approved by the Graduate 
Program Director. 
 
Example electives include COMPSCI 590F Digital Forensics, COMPSCI 590B Detecting Interference in 
Networks, and COMPSCI 591SP Seminar - Digital Currencies: A Multidisciplinary Perspective, and versions 
of these courses offered in the future under a CICS course number. (N.B., CICS is a different designation than 
COMPSCI.) 
 
A minimum GPA of 3.0 and no grade below C are required for certificate completion. 
 
Explain how these courses represent a coherent course of study. 
 
The study of "security" has quickly moved beyond a narrow definition based in computer science only. There 
are many companies that specialize in security and hire highly technical specialists (i.e., with computer science 
degrees). However, most security teams in general industry are comprised of a relatively small number of such 
experts, with the majority of the team having broader security training, experience, and interests. These teams 
need to, for example, juggle the restrictions placed upon them by law and regulation, an understanding of risk 
management, and an ability to apply known solutions in security, privacy, and forensics. (And these classes are 
designed to complement the Isenberg certificate mentioned above, so that students are able to speak to all sides 
of a business, technical, financial, production, etc.) 
 
Describe how there is a clear educational objective that can be achieved in an efficient and well-defined manner. 
 
This program represents a well-defined path towards the multidisciplinary training needed by the majority 
workers working in trust, assurance, and cybersecurity roles in industry. The set of courses will be largely flat 
in terms of prerequisites. Hence, we will accommodate students completing the degree as quickly as possible 
(ideally two semesters). 
 
Explain how the course sequence offers a clear objective at the appropriate educational level. 
 
The three primary courses are designed for students seeking a graduate certificate. The pace and expectations 
of the instruction will be at that level, including assignment difficulty, reading level, and discussion 
expectations. At the same time, the courses do not expect an undergraduate degree in Computer Science (or 
related fields). For these three core classes, we have already started offering at the graduate level and have 
experience doing so. 
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Describe the perceived need for this Certificate. 
 
Too often, incidents related to trust, assurance, and cybersecurity are among the lead stories in the news. That 
isn't an industry that does not need to address these incidents when they happen, or even better, plan for them 
as part of their business model. There is a broad need to apply principles in security to these businesses, 
without a need to know how to design new mechanisms (the focus of our Computer Science graduate program). 
 
The certificate also sets up a pathway for a joint degree between Isenberg and the College of Information and 
Computer Sciences. Increasingly, those taking positions in management need experience and training in more 
technical aspects of security, without needing the depth offered by our current Computer Science graduate 
classes. 
 
Additionally, we have found that offering these classes at the undergraduate level is not meeting the needs of 
professionals — a graduate certificate (and/or a graduate degree) is perceived as tremendously more valuable. 
 
If the courses that comprise the Certificate have been or currently are being offered, describe their schedule of 
availability.  If the Certificate is comprised of new courses, describe their planned availability. 
 
This page presents our past, current, and planned schedule of classes. More classes will be offered to satisfy this 
proposed graduate certificate, once it is approved. 
 
http://www.umass.edu/tacc/schedule 
 
If the certificate requires or includes courses from outside the sponsoring department, provide evidence of 
agreement(s) with the unit(s) offering those courses. You may attach any memoranda of understanding below. 
 
None 
 
If the requirements for this certificate overlap with those of another certificate or a degree program, describe that 
overlap. 
(Note that if a student who has completed a certificate seeks clearance for a degree program that overlaps with that 
certificate program, the Registrar will note on the transcript that the certificate has been superseded by the degree.) 
 
None 
 
What type of student is allowed to participate in this certificate program? (e.g., matriculated UMass students, non-
matriculated CPE students, Five College students, graduate students, students in a specific degree program, etc.) 
  
Matriculated UMass graduate students, non-matriculated CPE graduate students. 
 
What role will this certificate play in relation to other departments or degree programs on campus? Certificates 
vary widely across campus and may represent a subset of an existing degree program, a multidisciplinary program, 
or an entirely free-standing area of focus. 
  
Free-standing. However it evolved from our experience with the ugrad TACC certificate and it is a planned 
component of a future proposal for a MS degree with Isenberg (as noted above). Students electing to complete 
the certificate by enrolling in the COMPSCI designated courses can transfer those credits to the MS in 
Computer Science Degree Program, subject to university and program transfer policy. 
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Is this a transitional certificate program? 
(Transitional certificate programs are comprised of core courses from specific degree programs and may act as 
stepping stones into those programs. If a student who has completed a transitional certificate matriculates to the 
University and completes the degree program associated with that certificate, the transcript will note that the 
certificate has been superseded by the degree.) 
  
Yes 
 

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * 
 
Memo regarding Proposal #3551: Create a Certificate Program in Trust, Assurance, and Cybersecurity  
 
Date: January 9, 2017 
To:  Academic Priorities Council 
From:  Brian Levine  

Dear Academic Priorities Council,  

Thank you very much for your expedited review of our proposed certificate program. I am grateful for your 
time and your feedback, especially during this time of the year. Here are my responses to your concerns.  

The three core courses ("Security", "Risk", and "Policy") are indeed open for enrollment this Spring 2017. 
The Security class (597C) is semester length and starts January 23. The Risk class (597M) and the Policy class 
(597L) are on accelerated/8-week schedules and start mid-semester. Here are the details and CPE URLs 
showing that registration is open:  

CICS 597C Special Topics - Introduction to Computer Security spire course number 21213 
Instructor: Parviz Kermani (Online) 
CPE Regular Semester Schedule (1/23-5/2)  

3 credits  

https://www.umassulearn.net/classes/spring-2017/graduate?view=class&clid=16100  

CICS 597L Special Topics - Internet Law and Policy spire class number 21212 
Instructor: Tracy Mitrano 
Online Plus In-Person  

TuTh 6:30-10 pm 
CD1 - CPE Non-standard Dates (4/4-5/25) 
3 credits https://www.umassulearn.net/classes/spring-2017/graduate?view=class&clid=16102  

CICS 597M ST - Information Risk Management 
spire class number 21260 
Instructor: Mandy Andress (CPE doesn't list the instructor yet) 
In-Person 
TuTh 6-10 pm 
CD1 - CPE Non-standard Dates (4/4-5/25) 
3 credits https://www.umassulearn.net/classes/spring-2017/graduate?view=class&clid=16107  
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I'll note that an elective is also available via CPE:  

CICS 597P Special Topics - Trust, Assurance & Cybersecurity Certificate Capstone 
spire class number 21261 
Instructor: Tracy Mitrano  

In-Person 
TuTh 6-10 pm 
CD1 - CPE Non-standard Dates (1/24-3/16) 
4 credits https://www.umassulearn.net/classes/spring-2017/graduate?view=class&clid=16108  

Additionally, I am offering another class online (and on campus) that would be an acceptable elective towards 
the certificate. 
COMPSCI 590P Secure Distributed Systems 
spire class number 21839  

Instructor: Brian Levine 
Online 
CPE Regular Semester Schedule (1/23-5/2) 
3 credits https://www.umassulearn.net/classes/spring-2017/graduate?view=class&clid=16714  

Therefore, strictly speaking, a student could start now and complete all 5 courses needed for the certificate by 
May 2, 2017; in practice, I wouldn't advise anyone to complete five graduate-level courses at once, especially 
when two are accelerated.  

SPIRE and CPE do not yet list our plans for summer and fall courses. First, we will offer all three cores again 
at least once during that time (more if there is demand). Second, we will introduce a new elective on 
"Penetration Testing" that Dr. Kermani and I are designing and constructing now. I have a graduate student 
that will enroll in an independent study version the course, which will allow us to work out kinks. Finally, I am 
looking now for an instructor to develop a "Digital Forensics" elective for the certificate (I designed and have 
taught COMPSCI 365 "Digital Forensics" myself five times to our on-campus students and have materials to 
lend to allow for rapid development.) The Testing and Forensics courses are planned to be offered each once 
during the summer or fall.  

Thank you again for your help and expedited review.  

Brian Levine 
Professor 
Director, Cybersecurity Institute 
College of Information of Computer Sciences University of Massachusetts Amherst 
http://www.cs.umass.edu/~brian  

 
 

 
 
 
 
 
 
 


