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Better businesses. Smarter consumers.

October is National Cyber  
Security Awareness Month

Follow Us on Twitter

Since I started my job as 
Undersecretary in May, I have 
spent a lot of  time listening to 
stakeholders discuss our data 
security regulations. After last 
month’s public hearing regarding 
our amended regulations, I’m 
confident we are creating rules 
that provide additional security to 
consumers, while also recognizing 
the needs of  businesses, especially 
the small-business community.

Protecting personal information 
is such an important thing. We 
hear about the big thefts of  personal information in 
the media, but that doesn’t include the steady stream 
of  smaller instances of  which my office receives 
notice. It all adds up, with hundreds of  thousands of  
Massachusetts residents having information stolen 
each year.

Our new regulations demand that entities holding 
or transmitting your personal information have a 
written security plan in place that includes passwords, 
encryption, and other safeguards. Those written 
security plans should reflect a company’s size, nature 
of  business, kinds of  records it maintains, and the risk 
of  identity theft posed by its operations.

At the public hearing we held last month, about 20 
people testified about the regulations. While they 
posed some questions, the overwhelming message was 
that these regulations are a good balance between the 
needs of  businesses and consumers. We have listened 
to their testimony, and will consider some technical 
clarifications as necessary to make sure these are the 
best regulations possible.

We expect to file our final regulations sometime this 
fall. We’re pleased with the collaborative relationship 
with consumer advocates and business leaders we’ve 
had through this process, and look forward to a 
new level of  protection for consumers when the 
regulations take effect on March 1, 2010.

Undersecretary 
Barbara Anthony

For timely updates on consumer information and news,  
follow the Office of  Consumer Affairs and Business  
Regulation at Twitter (www.twitter.com/Mass_Consumer). 
You can also see what’s on our mind by visiting our blog, 
Consumer Connections, which includes discussions and 
notices of  important consumer issues.

National Cyber Security Awareness Month is a national cam-
paign focused on raising cyber security awareness and empow-
ering citizens, businesses, government agencies, and schools to 
improve their cyber security preparedness and help promote a 
safe Internet experience. 

With the onslaught of  online threats such as identity theft and 
spyware, engaging in safe online behavior is crucial. The Office 
of  Consumer Affairs and Business Regulation encourages con-
sumers to protect themselves before connecting to the Internet 
by taking the following steps: 

Use a firewall. A firewall protects your network from unwant-• 
ed Internet traffic. 
Turn on automatic software updates. When Automatic • 
Updates is on, Windows automatically downloads and in-
stalls updates, using a schedule that you determine. You can 
download and install updates yourself. Automatic Updates 
will notify you when high-priority updates are available.
Keep your anti-virus and anti-spyware software up-to-date • 
with current  
definitions files.
Never open an attach-• 
ment from an un-
known source without 
first scanning it for 
viruses.
Do not click on links • 
in an email unless you 
are sure that you will 
end up at a legitimate 
website.
Do not post personal • 
information online. 
Keep your passwords • 
safe and change them regularly. Never share your passwords 
with anyone, leave them on post-it notes, or send them via 
email. 

Taking these precautions can help prevent criminals and iden-
tity thieves from accessing your personal information, and can 
minimize your exposure to risk.

http://www.twitter.com/Mass_Consumer
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Home Recycling Tips Financial Planning Week
October 5-11

Official Kick-off for Project Credit Smarts

You’ve decided it’s time to start a recycling program in your 
own home. The good news is it doesn’t need to be difficult. 
Try these simple tips for creating a successful home recycling 

program and avoiding extra rubbish.
Reorganize the kitchen so it has an 1. 

efficient recycling area with good-sized bins 
to help with sorting and holding. This 
encourages everyone in the household to 
contribute and help share the work instead 
of being reliant on one person to do it all.  

If your community doesn’t have single-2. 
stream recycling, then you must separate 
your waste by paper, plastic, and glass and 
tin cans.  

 Make sure bottles and tin cans are clean before putting in 3. 
the recycling bins. This helps to prevent flies.  
 Cut both the tops and the bottoms off the tin cans, place 4. 
them inside the can, and crush them to make them smaller 
to fit into the recycling bin.  
 Place an extra bin in the family room, or bathroom, with a 5. 
sign saying “For All Recyclables” if you have single-stream 
recycling. 
 Get your children involved. 6. 
 If your town or city has curbside pick-up, don’t forget to 7. 
put the bins out on the assigned day. 
 If you must take your items to be recycled to the local 8. 
recycling center, be sure to set up a routine and choose the 
same day each week.

By following these tips your program should be a success and 
you won’t end up doing all the work yourself.

Undersecretary Barbara Anthony speaks during a press conference (photo left) announcing the kickoff of Project 
Credit Smarts. Participants at the event, held on Sept. 16 at Roxbury Community College, included representatives 
from the nine business and policy partners, and nine colleges around the state participating in Project Credit Smarts. 
The press conference drew a number of media outlets and RCC students who learned about the program, and included 
comments from Rep. Theodore Speliotis (photo right). Project Credit Smarts is a series of seminars designed to edu-
cate students about credit card use, including its dangers and pitfalls. You can check out the PowerPoint presentation 
for Project Credit Smarts at the Office of Consumer Affairs and Business Regulation Website.

Photos by Alex Faust

The 
Recycle 

Bin

The Financial Planning Association (FPA) celebrates 
its eighth annual Financial Planning Week (FPW), 
October 5-11, 2009. FPW is an effort to raise aware-
ness about the value of  financial planning and to 
help Americans make smart financial decisions to 
achieve their life goals and dreams. 
In today’s uncertain economy people are struggling 
to make ends meet, and the need for a financial plan 
is all the more important. 
No matter what your income level, a financial plan is 
important. Reviewing your financial situation regular-
ly can help prepare you and give you peace of  mind. 
Resolve to take the following steps: 

 • Create a budget and stick to it. 
 Open a savings account and make regular  • 
deposits (e.g. weekly, monthly). 
 Establish an emergency fund.• 
 Balance your checkbook.• 
 Pay off  a credit card. • 
 Plan your holiday spending budget.• 
 Review your insurance coverage.• 
 Borrow only what you need. Pay off  your high • 
interest debts first. 
 Evaluate your employee benefits and begin  • 
planning for open enrollment.

For more information about Financial Planning 
Week, go to www.FinancialPlanningWeek.org.

Gov. Patrick 
Proclaims       
Financial 

Education 
Month

Gov. Deval Patrick pro-
claimed October as Financial 
Education Month, highlight-
ing the importance of smart 
financial planning for families 
in Massachusetts. 
 
The Proclamation notes the 
importance of Project Credit 
Smarts, a program targeting 
credit and debt education for 
college students, as part of the 
Patrick-Murray Administra-
tion’s effort to create a strong, 
cohesive network of financial 
education programs in the 
Commonwealth.

http://http://www.mass.gov/?pageID=ocasubtopic&L=4&L0=Home&L1=Consumer&L2=Finance&L3=Project+Credit+Smarts&sid=Eoca
http://www.FinancialPlanningWeek.org

