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News From 
the Undersecretary

hen it comes to the 
Internet, you cannot always 
be sure about the legitimacy 
of  a website or a product 

being offered. Online scammers have 
made a fortune 
stealing money from 
consumers who 
have fallen for slick 
scams that promise 
the world and offer 
nothing. 

As an educational 
effort, our office 
has created five 
fake websites that 
look and read a lot 
like some of  the 
most popular scam 
websites out there. These websites offer 
seemingly wonderful solutions to debt 
and weight loss, promise immediate 
loan modification help, and suggest 
high-paying work-at-home jobs and the 
opportunity to win free prizes. 

When a visitor finds one of  these 
pages, she may be tempted to click on 
one of  the links on the page. When she 
does, she is sent to a page that alerts 
her to the possibility of  falling into a 
scam. We not only give the consumer 
a warning, we also direct him to 
appropriate places to find help for the 
issue that sent him to our fake website 
in the first place. 

Many consumers are savvy enough 
to know that acai berry extract does 
not help you lose weight fast without 
dieting or excising. But unfortunately 
these types of  scams exist because 
thousands of  consumers around the 
country have fallen prey to the lure of  
the easy fix for their problems.

We know that hundreds of  
consumers have found our fake web 
pages through search-engine searches. 
Hopefully the information we have 
provided has helped them avoid 
becoming online victims and avoid 
paying for a costly mistake. 

Undersecretary 
Barbara Anthony

W

Love, AND  SCAMS, Are in the 
Air on Valentines Day
Valentine’s Day is a day to show 
your significant other how much 
you care with a romantic card, 
dinner reservation, flowers, 
jewelry or other gift. It is also 
a popular time for scam artists 
to prey on the emotions of  the 
occasion. Listed below are some 
popular scams you should be 
aware of:  
Flowers 
If  you plan to 
order flowers, 
the safest 
way is to get 
a referral 
from a family 
member or 
friend, or visit a local florist 
directly. If  you order flowers 
online, be sure that the florist’s 
location and all fees are 
disclosed before purchasing. 
Some companies advertise 
themselves as local florists 
when they are really third-
party telemarketers with no 
experience in the floral industry. 
 

Ecards 
Don’t open an 
ecard without 
verifying who 
sent it first. Even 
if  it comes from 
someone you know, he or she 
might have been the victim of  a 
virus. Contact the sender to make 
sure that he or she sent the ecard. 
               Online Dating & Social 

Networking
Online dating and 

social networking 
sites are scoured by  
hackers looking to 

get personal information. Be 
especially wary of  “free” dating 
sites as they will most likely have 
less monitoring of  your private 
information. 
The bottom line:  Before you 
purchase that special gift, shop 
around. Get referrals from family 
and friends. Check with the Better 
Business Bureau to see if  anyone 
has filed a complaint. And, know 
the retailer’s return policy. 

Bone Up on Issues During  
Consumer Protection Week

During the week of  March 4-10, you have the 
opportunity to become better informed and take advantage of  your rights as a 
consumer by being part of  National Consumer Protection Week. 

At the Office of  Consumer Affairs, we have events coming up with 
consumers in mind, including a Shred Day in Cambridge on March 10 from 
10 a.m.-2 p.m. This is a safe way to protect yourself  and your identity by 
shredding documents you no longer need. 

On March 13, we will be hosting our annual press conference with 
the Attorney General’s Office, Better Business Bureau, and Federal 
Trade Commission on the Top 5 Consumer Complaints of  2011. 

Consumer Days give consumers the opportunity to learn more about 
issues directly from the experts. We’ll be holding Consumer Days this spring, 
including the Burlington Mall on March 31st and at the Transportation 
Building in Boston in May. For more information, including the exact date 
in May, call our Consumer Hotline at (888) 283-3757 or check our website at 
www.mass.gov/consumer. 

http://www.mass.gov/consumer
http://www.massitsallher.com
http://twitter.com/mass_consumer
http://www.youtube.com/massconsumer
http://www.facebook.com/MassConsumer
http://boston.bbb.org/Find-Business-Reviews/?gclid=CPqo46rvk64CFYXd4AodexSeJg


The Consumer Insider                                            FEBRUARY - MARCH 2012

Undersecretary Anthony spent an evening at the 
Wilmington Library in January, talking about 
a wide range of  consumer issues with residents. 
The discussion, part of  the Office’s “Consumer 
University” outreach program, included informa-
tion on home improvement contractors, health 
insurance, and scam awareness. 

In Wilmington, 
Consumers Get a 

Crash Course from 
Consumer University

Tax season has already started, 
and millions of  Americans are looking 
forward to tax refund checks.  Short-
term cash advances in the form of  a 
refund anticipation loan (RAL) may 
seem like a good move, but don’t be 
tempted.

RALs are short-term loans that are 
secured by and repaid from a pending 
federal tax refund. They speed up 
the refund process by as little as one 
week and may end up costing you a 
lot of  money. If  your refund is denied, 
less than expected, or paid to other 
creditors (like past taxes, child support, 
school loans, etc.), you’ll still have to 
repay the loan, your credit rating may 
be hurt, and the bank may send your 
account to a debt collector. 

The following are better 
alternatives to RALs: 

File your tax return 1. 
electronically. Taxpayers with 
a bank account can get their 
refunds in eight to 15 days with 
e-filing and direct deposit.
Avoid check cashers. 2. Check 
cashers charge an extra fee 
to cash RALs and tax refund 
checks, a smarter move is to 
use a bank account. Taxpayers 
without a bank account can 
get a fast refund by e-filing and 
having their refund deposited 
to a pre-paid card, including to 
any existing payroll or prepaid 
cards that the taxpayer already 
has. 
Wait a bit longer3. . Do you 
really have to get cash from 
your tax refund today? Can you 
wait a few weeks longer to save 
almost $100? If  you have an 
urgent bill to pay, ask for more 
time until the tax refund check 
comes from the IRS. Don’t take 
on new expensive debt to pay 
an old bill. 
The IRS has a 4. Volunteer 
Income Tax Assistance 
Program (VITA) to help low- 
to moderate-income tax filers. 
Call 1-800-906-9887 to locate 
the nearest VITA site.

At Tax Time, There 
Are Much Better 

Options than 
Refund Loans

Find ‘Consumer 
Affairs’  on TV

The Office of Consumer Affairs’ educa-
tion mission has taken to the airwaves, 
with our ‘Consumer Affairs’ TV show.

Hosted by Undersecretary Anthony 
and featuring expert guests from govern-
ment, business and non-profit organiza-
tions, ‘Consumer Affairs’ looks at con-
sumer issues like foreclosure, insurance 
issues, and senior scams. The “Tales 
from the Hotline” segment features real 
consumer stories taken through our Con-
sumer Hotline (888-283-3757) and tips 
on how to avoid a similar fate.

Started in April 2010, “Consumer Af-
fairs” is part of the Office’s effort to bring 
important, topical information directly to 
consumers. The show is aired on local 

cable access channels across the Com-
monweath.

We are currently seen in approximately 
70 cities and towns. Check to see if 
your community shows the program by 
looking here. If it’s not your local cable 
platform, contact your local station and 
ask them to add the show. You can also 
watch show segments anytime by visiting 
our YouTube channel.

http://www.mass.gov/ocabr/find-consumer-affairs-on-cable-access.html
http://www.irs.gov/individuals/article/0,,id=107626,00.html

