
MEMORANDUM 
 

To: Commonwealth Agency Heads, Chief Financial Officers and Chief 
Legal Counsels 

 
From: Edward Flynn, Secretary, Executive Office of Public Safety 

Ellen Bickelman, State Purchasing Agent, Operational Services 
Division 

 
Date:  February 3, 2005 
 
Re: OSD Policy Guidance 05-13 - Protecting Security Sensitive 

Information During the Procurement Process 
             
 
The purpose of this memorandum is to provide the Commonwealth’s procurement 
officers with guidance for managing and safeguarding of security-sensitive information 
during the procurement of goods and services through the Commonwealth’s Procurement 
Access and Solicitation System (Comm-PASS) and other public bidding and contracting 
processes.  Protection of sensitive information is not formally part of the 
Commonwealth’s procurement guidelines, but as instructed during Enhanced Comm-
PASS system training sessions, procurement officers should consider whether 
information contained in postings or documents that are made available through Comm-
PASS or other public disclosure could jeopardize public safety if placed in the wrong 
hands.     
 
The Executive Office of Public Safety (EOPS) and Operational Services Division (OSD) 
recognize that Comm-PASS and the Commonwealth’s procurement regulations 
encourage both the free flow of information in securing goods and services and 
transparency of processes involving the expenditure of state funds.  While maintaining 
these principles, procurement officers should avoid widespread public disclosure of 
blueprints, plans, policies, procedures and schematic drawings, which relate to internal 
layout and structural elements, security measures, emergency preparedness, threat or 
vulnerability assessments, or any other records relating to the security or safety of 
persons or buildings, structures, facilities, utilities, transportation or other infrastructure 
located within the commonwealth.  Such information is generally exempt from public 
disclosure under the Commonwealth’s public records law and should be safeguarded by 
public agencies when possible.  See G.L. c. 4, § 7, cls. 26(n). 
 
To the extent such information is necessary to secure a good or service, procurement 
officers should not post such information on-line but rather include a document which 
explains their organization’s procedure for allowing qualified bidders to access the 
material exempted under Public record Law.  Procurement officers should establish a 
procedure that ensures safeguards and control over the release of sensitive information, 
including, where possible, execution of a non-disclosure agreement or other assurances 
that the bidder will use the information in connection with the procurement process and 



will not otherwise release the records.  The existence of sensitive information does not 
exempt the procurement officer’s obligations to comply with notification or posting 
requirements.  To the extent potential contractors will have access to sensitive security 
records or information as a result of providing a service or good to the Commonwealth, 
procurement officers should incorporate confidentiality clauses into the specifications 
and requirements of contracts.  Such clauses can restrict a contractor from utilizing 
sensitive records for any other purpose other than as authorized under the contract and 
will further require a contractor to safeguard and return such records and materials to the 
Commonwealth upon completion of the project.    
 
It is well known to law enforcement agencies that the Internet can be used to remotely 
and anonymously obtain vast amounts of information for use in criminal activity.  EOPS 
and OSD encourage a common-sense approach to utilizing sensitive information during 
the procurement process to avoid unnecessary risk associated with the widespread 
publication of security-sensitive records.  Please ensure that this memo is distributed to 
all procurement and other staff within your office that need to be aware of this policy. To 
the extent agencies or procurement officers have questions regarding this guidance or 
inquiries regarding specific types of records, please contact Jed Nosal, Deputy General 
Counsel in the Executive Office of Public Safety, at 617-727-7775, ext. 25545, or Bill 
McAvoy, General Counsel in the Operational Services Division, at (617) 720-3327. 
 


