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By Mr. Atkins, a petition (accompanied by bill, Senate, No. 5) of Chester
G. Atkins and Mass. PIRG, by David Pool, for legislation to protect con-
sumer rights in electronic banking. Banks and Banking.

An Act protecting consumer rights in electronic banking.

1 Section 1. (a) Information generated through the use of
2 Electronic Fund Transfer (hereinafter EFT) terminals shall
3 not be disclosed to any person other than the EFT card holder,
4 except upon the written consent of the card holder, or except
5 when ordered by a federal or state governmental authority
6 acting pursuant to federal or state law. This prohibition
7 against disclosure of information shall apply to any person
8 with authorized access to such information, including but not
9 limited to depository institutions, retail establishments, and

10 data processors.
11 (b) Any depository institution, or any other party, with
12 authorized access to the information generated through the
13 use of EFT terminals, shall be liable to any EFT card holder
14 whose financial data has been disclosed in violation of sub-
-15 section (a) in an amount equal to the sum of: one thousand
16 dollars and, in the case of any successful action to enforce the
17 foregoing liability, the costs of the action together with a rea-
-18 sonable attorney’s fee.
19 (c) Depository institutions may not use a card holder’s
20 federal social security number as the personal identification
21 number necessary to activate any EFT terminal.

1 Section 2. (a) Whoever knowingly obtains unauthorized
2 access, or attempts to obtain unauthorized access, to informa-
-3 tion generated through the use of EFT terminals shall be fined
4 not more than ten thousand dollars or imprisoned not more
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In the Year One Thousand Nine Hundred and Seventy-Six.

Be it enacted by the Senate and House of Representatives in General
Court assembled, and by the authority of the same, as follows:
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5 than ten years, or both.
6 (b) Any depository institution which makes use of a com-
-7 puterized data bank to store information generated through
8 use of EFT terminals shall, whenever it determines that un-
-9 authorized access to such data bank has been obtained, notify

10 each affected EFT card holder of this determination.
11 (c) Any depository institution which fails to comply with
12 subsection (b) shall be liable to each of its affected EFT card
13 holders in an amount equal to the sum of; one hundred dollars
14 and, in the case of any successful action to enforce the fore-
-15 going liability, the cost of the action together with a reason-
-16 able attorney’s fee.

1 Section 3. (a) Whenever any EFT card holder has made a
2 purchase in a retail establishment by means of a point of sale
3 terminal and the purchase has resulted in a debit to the ac-
-4 count of the card holder and a credit to the account of the re-
-5 tail establishment, the EFT card holder may order the de-
-6 pository institution to rescind the debit and the credit The
7 right to rescind a debit shall apply to purchase transactions
8 which result in either a withdrawal from the card holder’s
9 account at the depository institution or a direct extension of

10 credit by the depository institution. The order to rescind may
11 be given orally, and must be received within six months.

12 (b) Whenever any EFT card holder has made a withdrawal
13 of cash from his account by means of a point of sale terminal
14 in a retail establishment and the withdrawal of cash was ac-
-15 companied by an immediate cash purchase at the retail estab-
-16 lishment, the EFT card holder may order the depository insti-
-17 tution to rescind the debit and the credit in the amount of the
18 purchase. The order to rescind may be given orally and must
19 be received within seven days of the date of the purchase.

20 (c) Any depository institution which fails to comply with
21 subsection (b) shall be liable to each of its affected EFT card
22 holders in an amount equal to the sum of; one hundred dol-
-23 lars, and, in the case of any successful action to enforce the
24 foregoing liability, the cost of the action together with a rea-
-25 sonable attorney’s fee.
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1 Section 4. The machine receipt provided to an EFT card
2 user by an EFT terminal shall be recognized as legal proof of
3 any payment conducted by means of the terminal.

1 Section 5. (a) A depository institution shall provide each
2 of its EFT customers with a periodic monthly account state-
-3 ment that shall contain a brief description of all transactions
4 of EFT terminals sufficient to enable the customer to identify
5 any transaction and to relate it to machine receipts provided
6 by EFT terminals.
7 (b) When a periodic account statement includes both EFT
8 terminal transactions and other, non-EFT terminal transac-
-9 tions, all EFT terminal transactions shall be indicated as such,

10 and accompanied by the description required by subsection
11 (a).

1 Section 6. (a) When a depository institution receives either
2 oral or written notice from a customer indicating the cus-
-3 tomer’s belief that his periodic account statement contains an
4 error in regard to an EFT terminal transaction, the depository
5 institution shall within ten days send a written acknowledge-
-6 ment to the customer.
7 (b) Within forty-five days of receipt of the notice specified
8 in subsection (a), the depository institution shall either:
9 (1) correct the customers account, and provide the cus-

10 tomer with written notification of the correction; and if the
11 correction is not in the exact amount of the alleged error, pro-
-12 vide the customer with a written explanation of any difference
13 between the alleged error and the correction made; or
14 (2) provide the customer with a written explanation, after
15 having conducted an investigation of the matter, stating the
16 reason the creditor believes the account is correct.
17 (c) A depository institution that has acted under subsec-
-18 tion (b) shall, upon request by the customer, provide the cus-
-19 tomer, without charge, written copies of documentary evidence
20 of any EFT transaction that remains in dispute. The written
21 copies shall be provided within thirty days of receipt of the
22 customer’s request for such copies.
23 (d) A depository institution that has received the notice
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specified in subsection (a) may not, prior to sending the cus-
tomer the written notification or explanation required by sub-
section (b), close or restrict an account of an EFT card holder

24
25
26

or impose any penalty.
(e) When the correction of any error in a customer’s ac-

27
28

count relating to an EFT transaction results in a credit to the
customer’s account, the depository institution shall immedi-
ately credit the customer’s account with any interest that was
lost as a result of the error.

29
30
31
32

(f) A depository institution that fails to comply with any
provision of this section shall be liable to the aggrieved cus-
tomer in the amount of one hundred dollars.

33
34
35

Section 7. A retail establishment that contains an EFT
terminal may not offer a discount to an EFT card holder to
encourage purchases by EFT rather than by cash or check.

1
2
3

1 Section 8. Before issuing an EFT card, a depository institu-
-2 tion shall provide the customer with a statement that clearly
3 and conspicuously sets forth all of the terms of EFT card use,
4 including, but not limited to, the following information:
5 (1) specific transactions which may be performed with the
6 EFT card;
7 (2) fixed charges, if any for maintaining an EFT transac-
-8 tion account on EFT card;
9 (3) charges, if any for individual EFT transactions, and the

10 method of determining such charges;
11 (4) minimum balance, if any, in the EFT card holder’s ac-
-12 count required as a condition for using the EFT card;
13 (5) limitations, if any, imposed on the amount or number
14 of EFT transactions permitted within a given time period;
15 (6) interest rate paid on the EFT transaction account;
16 (7) right of the EFT card holder to prohibit the disclosure
17 of financial data generated through use of EFT terminals and
18 to recover a civil penalty for improper disclosure;
19 (8) right of the EFT card holder to be informed whenever20 the car’d issuing depository institution has determined that
21 unauthorized access has been obtained to his or her financial
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22 data, and to recover a civil penalty for failure to provide such
23 notice;
24 (9) right of the EFT card holder to stop payment;
25 (10) absence of EFT card holder liability for unauthorized
26 use of EFT card or other fraudulent withdrawal;
27 (11) status of EFT terminal machine receipt as legal proof
28 of payment;
29 (12) right to an account statement that adequately de-
-30 scribes EFT transactions;
31 (13) right to obtain correction of EFT account errors, and
32 to recover a civil penalty from a non-complying depository in-
-33 stitution.

1 Section 9. No EFT card shall be issued except in response
2 to a request or application therefore.
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