
No. 4300HOUSE
By Mr. Saltmarsh of Winchester, petition of Sherman W. Salt-

marsh, Jr., relative to electronic funds transfer by banks. Banks and
Banking.

An Act relative to electronic funds transfer by banks.

Be it enacted by the Senate and House ofRepresentatives in General
Court assembled and by the authority of the same, as follows:

1 SECTION I. The General Laws are hereby amended by insert-
-2 ing after chapter 167 A the following chapter:

CHAPTER 1678
ELECTRONIC FUNDS TRANSFERS

3
4

5 (a) The general court has determined that electronic funds
6 transfers affect matters of state concern, both when such transfers
7 are exclusively intrastate in nature and when they constitute exten-
-8 sions of interstate commerce; that on-line transfers occur by means
9 of telecommunication processes which are similar or identical to

10 other telecommunication processes; that off-line transfers are
11 made by a combination of electronic recordation at the terminal
12 requiring a power source and motor transportation from the
13 terminal to operator’s control center, also requiring a power
14 source, and there processed in the same manner as on-line
15 transfers; that the reliability and safety of both elements of this
16 combination are traditional and proper subjects of state control;
17 that the proper operation of electronic funds transfers requires
18 their regulation in light of the following state concerns, among
19 others:

20 (1) The need to insure thataccess to the use of electronic funds
21 transfer is made available to all operators desiring to utilize such
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22 technology under reasonable and non-discriminatry conditions
23 and rates;

24 (2) The need to treat fairly and equally all types of financial
25 depository institutions operating or desiring to operate electronic
26 funds transfers;
27 (3) The need to avoid unnecessary duplication of facilities
28 which increases the cost of service to the customer;
29 (4) The need to safeguard operator and customer rights to
30 privacy and convenience;
31 (5) The need to prevent misuse or malfunction of electronic
32 funds transfer equipment and systems which would undermine the
33 integrity of financial transactions and harm public confidence in
34 the reliability of such transfers;
35 (6) The need to assure that services are rendered in an adequate,
36 economical, safe, and efficient manner with regard to all parties
37 involved in their use, in order to regulate the orderly development
38 and expansion of electronic funds transfers; and
39 (7) The need to guard against losses to customers resulting from
40 thefts of assets or records held in terminals or during transport
41 therefrom.
42 (b) The general court further determines that particular types of
43 EFT terminals present unique regulatory problems:
44 (1) An unmanned ATM presents potentials for vandalism, tam-
-45 pering and burglary, as well as robbery ofthe customer. An on-line
46 ATM presents the additional hazard of malfunction because com-
-47 munication lines connecting the terminal to the institution’s com-
-48 puter may be affected by inclement weather or lightning, causing
49 an immediate intereference with communication. Off-line ATM’s
50 are subject to malfunction due to power variations and reductions,
51 resulting in incorrect recording of transactions on the electronic
52 media later to be transported to the institution’s computer.
53 (2) A POS, usually in a retail store, presents additional hazards
54 due to intervention of persons who control money and property ot
55 customers, but who are not under control of the financial institu-
-56 tion involved. There is increased potential for human error on the
57 part of unsupervised retail clerks.
58 Further, federal deposit insurance would not extend to deposits
59 in the hands of third-party merchants.
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60 (c) The Legislature has further determined that the use of elec-
-61 tronic funds transfers threatens to grow rapidly with an uncon-
-62 trolled proliferation of terminals, without proper safeguards for
63 the protection of the general public; that there presently exists no
64 adequate federal or state regulation responsive to the needs above
65 cited; that substantial danger of harm to the public exists if such
66 transfers and locations of terminals are not regulated; that the
67 public and the business community will benefit substantially from
68 the safe and properly regulated use of electronic funds transfers;
69 and that there consequently exists an emergency need for regula-
-70 tion of such transfers.
71 (d) There is therefore a need for a state agency to develop a state
72 electronic funds transfers policy and to regulate the development
73 of transfers in such a way that their operation will be responsive
74 to the community and public interests.
75 Section 2. The words and phrases used in this chapter shall
76 have the following meanings unless a different meaning clearly
77 appears in the text:
78 “Financial institution” shall mean any commercial bank, sav-
-79 ings, building and loan association, savings bank, trust company,
80 or credit union which engages in the business ofaccepting deposits
81 or extending credit, whether chartered by a federal or state agency.
82 “Owner” shall mean any person who owns, leases, or otherwise
83 controls the right of operators to use any termminal.
84 “Person” shall mean a natural person, partnership, or two or
85 more persons having a joint or common interest, a corporation,
86 trust, association, agency, or governmental unit.
87 “Operator” shall mean any financial institution (or the EFT
88 Service Corporation in which it participates) which uses electronic
89 funds transfers in connection with the accounts of its customers.
90 “Customer” shall mean any person who is a holder of an account
91 or deposit with any financial institution.
92 “Off-premise” shall mean any place other than those premises
93 which constitute the principal place of business of the financial
94 institution and its authorized branches, but it shall not include
95 such places as automated and non-automated clearing houses
96 handling transactions among financial institutions.
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“Electronic Funds Transfer” (EFT) shall mean the use off-
premise of any terminal, operating on the basis of electronic
impulses, that would transfer funds either into or out of the
accounts of customers, or would authorize the extension of credit
to customers, or would effect a charge or payment upon the
account of customers, or would effect a third-party transfer. It
shall not include any transactions solely between operators.

97
98
99
100

101
102
103

“Terminal” shall mean any device, including associated equip-
ment, computers, switches, structures and systems, effecting an
electronic funds transfer, whether manned or unmanned (i.e.,
attended or unattended). “Terminal” includes an “on-line” device
using wire or radio transmission to the operator’s control center,
and “off-line” device, using a power source, recording electronic
impulses or other indicia of a transaction for delayed transport to
such center.

104
105
106
107
108
109
110
11l
112 “Point of Sale” terminal (POS) shall mean one that is usually

located at a retail place of business and used to effect a third-party
fund transfer, crediting the seller while debiting the buyer in their
respective accounts at the financial institution(s) involved.

! 13
114
! 15
116 “Automated Teller Machine” (ATM) means an unmanned ter-

minal capable of taking deposits, dispensing cash, making loans
(usually subject to a written pre-authorization) or effecting third-
party fund transfers, such transactions usually being effected as
between the customer and his financial institution.

117
118
119
120
121 “Commission” shall mean the State commission on Electronic

Funds Transfers established in section 3.122
123 Section 3. (a) There is hereby created a State Commission on

Electronic Funds Transfers consisting of three (3) members: the
Governor or a person in State service appointed by him; the
Chairman of the Department of Pnblic Utilities or a member
thereofappointed by him; and the Commissioner of Banks or his
deputy or staff member appointed by him. Any such appointee
shall under the direction of the official appointing him. A two-
thirds vote constitutes an action of the Commission. All shall serve
for terms concurrent with that of the Governor. None shall receive
additional compensation for services performed under this chap-
ter. Hearings, as required, may be conducted by a Hearing Officer
designated by the Commission which may make its decision upon

124
125
126
127
128
129
130
131
132
133
134
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135 the transcript of the hearing and the findings and recommenda-
-136 tions of the Hearing Officers. All necessary research, investigation,
137 staff and clerical work shall be performed by state employees, it
13g being the intent that no additional state appropriation is needed to

139 exercise the duties and powers of the Commission.
140 (b) The Commission shall have jurisdiction to license and oth-
-141 erwise regulate the use and operation of electronic funds transfers
142 under this chapter.
143 (c) No owner or operator shall engage in any off-premise elec-
144 tronic funds transfer within the commonwealth without first sec-
145 uring from the Commission a License authorizing such transfer.
146 Each license shall be for an annual term, renewable for successive
147 annual terms if the Commission is satisfied that the licensee has
148 complied with this chapter and with the regulations, rules, and
149 orders of the Commission.
150 (d) The Commission shall prescribe standards for the licensing
151 of owners, operators and retailers using electronic funds transfer
152 devices. The Commission shall take into consideration, in addition
153 to those mentioned in Section 3, that separate standards are
154 indicated for an ATM and a POS.
155 (e) A separate license shall be required of each operator and for
156 each terminal which it desires to utilize within this commonwealth.
157 and for each change of location of a terminal. The Commission
158 may limit as to each operator the number, location and functions
159 of terminals in order effectively to monitor the accuracy and safety
160 of electronic funds transfers. No license shall be granted for any
161 mobile terminal or computer.
162 The Commission may grant a license for each terminal and
163 operator thereof only upon its satisfaction that
164 (1) any terminal which accepts deposits of cash or negotiable
165 instruments, or contains cash for payment to customers, shall have
166 adequate security to protect against theft, vandalism, or other loss;
167 (2) any terminal, or any part of the electronic communications
168 system connecting it with the operator, will be adequately pro-
169 tected from tampering or error which would permit unau-
170 thorized persons to affect the accounts of customers or which
171 would result in erroneous debits or credits to the accounts of
172 customers;
173 (3) the operator will provide adequate methods to verify the
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4 accuracy of deposit, withdrawal, credit, and third-party transac-
-5 tion information which is provided by or from the unit, in orderto

176 guard against error or misuse;
177 (4) the operator will take adequate precautions to prevent
178 unauthorized or unlawful access to, or monitoring of, information

9 regarding withdrawals, deposits, or other aspects of customers’
180 accounts or transactions, in order to protect the privacy of such
181 rlpnositors nr riistomers'depositors or customers;

82 (5) in the case of “off-line” ATM’s, that the operator will pro-
83 vide special precautions to prevent loss, damage or erasure of the

184 recording of transactions when the same is removed from the
185 terminal and transported to the operator’s computer;
186 (6) in the case ofboth on-line and off-line terminals, the opera-
-187 tor will arrange for reliable, electrical power sources to the termi-
-188 nals and computers, and when deemed necessary by the
189 Commission will provide standby, alternate power sources to
190 assure constantly reliable operations of the systems;
191 (7) in the case of an out-of-state operator, the Commission will
192 be able effectively to supervise not only the terminals in this
193 commonwealth but also the control center of such foreign opera-
-194 tor located out of this commonwealth, in order effectively to
195 enforce compliance with this chapter, and regulations hereunder.
196 (g) the operator will provide visual records ofall transactions.
197 (f) The Commission may grant a license to the owner of elec-
198 tronic funds transfer devices only upon its satisfaction that:
199 (1) the owner will provide for the shared use of terminals by all
200 operators or defined classes thereof which desire to utilize the
201 terminal. It shall be unlawful for any owner of a terminal to
202 exclude any licensed operator from the right to make use of such
203 terminal, except to the extent that the Commission limits the use of
204 particular terminals to specific classes of operators or financial
205 transactions.transactions
206 (2) the owner will provide adequate assurances that its equip-
-207 ment is not subject to the kinds of error, misuse, malfunction, or
208 monitoring or invasion of privacy which are prescribed in subsec-
-209 tion (e) of this section with regard to operators of terminals.
210 (g) No retailer shall install or use any POS terminal on his
21 1 premises without a license issued to the retailer by the Commis-
-21 2 sion. The conditions for such license shall be as prescribed in the
213 Commission’s regulations which shall, among others, take into
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214 consideration the applicable requirements in (e) and (f) next
215 above. Such licenses shall be subject to other applicable require-
-216 ments in this chapter, including those in Sections 5 to 11.
217 (h) The Commission shall forbid unauthorized invasion of pri-
-218 vacy of customers by owners, operators, or third parties.
219 (i) The Commission shall require that all owners and operators
220 shall hold harmless all customers from losses resulting from (i)
221 error, malfunction, or misuse of electronic funds transfers, and (ii)
222 robbery, theft or destruction of money and other property held in
223 connection with electronic funds transfers. The right to be so held
224 harmless shall not be subject to waiver. Owners and operators
225 shall file with the Commission adequate proof of bonding or
226 insurance against such losses to customers. The Commission may
227 make distinction in these requirements as between ATM and POS
228 terminals.
229 Section 4. All owners of electronic funds transfer equipment
230 and systems shall file with the Commission schedules showing all
231 rates, tolls, tariffs and charges which it has established for opera-
-232 tors of such systems and which are in force at the time for any
233 service performed by it within the commonwealth in connection
234 with the operation of electronic funds transfer equipment and
235 systems, or which are proposed to be used in connection with such
236 operations. Every owner shall also file with and as a part of the
237 schedule all rules and regulations that, in the judgment of the
238 Commission, in any manner affect the service or the rate charged
239 or to be charged therefor, as well as any contracts, agreements or
240 arrangements relating to the service or product to which the
241 schedule is applicable as the Commission may, by general or
242 special order, direct. Every owner shall keep copies of the sche-
-243 dules open to public inspection under rules and regulations as the
244 Commission may prescribe.
245 The Commission shall issue a license to an owner of an elec-
-246 tronic funds transfer system only upon a showing that the rates
247 proposed to be charged for use of such system are reasonable. In
248 determining whether rates are reasonable, the Commission shall
249 consider whether they provide a fair return on the capital invest-
-250 ment in the equipment concerned and shall insofar as possible
251 require rates to be set in accord with the number of transactions
252 completed by each financial institution making use of the terminal
253 within specified periods of time.
254 Section 5. (a) No operator of an electronic funds transfer sys-
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tern shall advertise or advocate the use ofany terminal as owned or
established by any particular operator thereof. A simple directory
listing operators of a terminal may be placed at its site and the use
of a brand name, either on or off a terminal, which does not
promote or identify any particular operator thereof is permitted.

255
256
257
258
259

(b) Any off-line stations, depositories, or devices shall be
clearly labeled to prevent customer confusion with on-line
terminals.

260
261
262

Section 6. The Commission shall have authority to promulgate
general rules and regulations governing the use and operation of
electronic funds transfer systems.

263
264
265

The Commission shall require each licensee to file with it an an-
nual report on or before April 1 for the previous calendaryearupon
such forms as it may prescribe. The Commission may consider
such report, or any interim reports it may require, in determining
whether its annual license shall be renewed.

266
267
26K
269
270

Section 7. (a) Upon the request by owner, operator, orretailer
for a license, the Commission shall provide public notice of such
application. If request for a hearing is received from any affected
person showing potential adverse impact within 30 days after
such publication, a hearing shall be held in accordance with rules
prescribed by the commission. If no request for hearing is received,
the Commission may proceed upon the application by agency
action.

271
11 7
771i

274
275
276
277
278

(b) Any license hereunder shall be renewed annually if the
Commission is satisfied that the licensee has complied with this
chapter and its regulations, rules and orders.

279
280
281

(c) Any license hereunder may be suspended or revoked if the
Commission finds the licensee has failed orrefused to comply with
this chapter or its regulations, rules and orders.

282
283
284

Section 8. In order to facilitate, or as an augmentation of the
shared used of terminals by all financial depository institutions,
state and federal, in a local or regional market area, the Commis-
sion shall promulgate regulations for licensing of Electronic Funds
Transfers (EFT) Service Corporations.

285
286
287
288
289

Section 9. An EFT Service Corporation means a corporation
organized by two or more financial depository institutions, state
and federal, for the purposes of owning and/or operating Elec-

290
291
292
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293 tronic Funds Transfers Systems, including all necessary physical
294 facilities, and the engagement of necessary personnel
295 Section 10. Participating stockholders are those financial dep-
296 ository institutions, state or federal, who invest not more than
297 5.0% of their total assets, subject to approval of their appropriate
298 regulatory authorities.
299 Section 11. Client institutions are those financial depository
300 institutions who are non-stockholders, but use the equipment and
301 services at uniform rates fairly reflecting costs and a reasonable
302 return of capital provided to the corporation by its stockholders
303 Such institutions shall obtain approval from the appropriate
304 supervisory authorities. The regulations promulgated by the Corn-
305 mission, its rules and orders, shall provide for parity among all

types of financial depository institutions, state or federal, which306
307 service the local or regional market by the Service Corporation
308 licensed for that specific market; assuring nondiscriminatory
309 access at nondiscriminatory rates to all such institutions; and
310 assuring privacy and confidentiality for customers of all institu-
311 tions using the facilities of such corporation
312 Section 12. No such corporation shall engage in any activity
313 other than providing EFT equipment and services to participating
314 and client institutions. Such activity may include for such institu-
315 tions accounting services, clearances, and courier services.
316 Section 13. Such corporations shall be licensed annually, shall
317 submit to the Commission annual reports upon such forms as
318 prescribed by the Commission. Its annual license shall be issued on
319 or before April 1 of each year based on the report for the previous
320 calendar year showing satisfactory compliance with this Act and
321 regulations, rules and orders of the Commission. Each such corpo-
322 ration shall be subject to examination at any time by the Commis-
323 sion, and by the appropriate regulatory authorities at such times as
324 they may determine.
325 Section 14. No bank holding company, federal bank service
326 corporation, or service corporations designed for thrift organiza-
-327 tions shall be used as EFT service corporations, it being intended
328 that EFT activities shall be kept separate.
329 Section 15. (a) The Commission shall have authority to issue
330 cease and desist orders in order to prevent or halt violation of this
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331 chapter or its orders, rules or regulations.
332 (b) The Commission may seek such injunctive relief as it deems

333 necessary to prevent violations of the orders, rules or regulations
334 of the Commission, and to prevent anticompetitive or antitrust
335 activities.
336 (c) Any person violating the provisions of this chapter or any

337 rules orregulations madepursuant thereto is guilty ofa misdemean-
-338 or. Any fine or imprisonment imposed for any violation by a

339 corporation shall be paid or served by the senior resident officer of

340 the corporation. In addition, the Commission may impose a civil
341 fine of $500.00 for each day the violation continues after due

42 notice

343 (d) Any person aggrieved by the violation of the Commission s
344 rules or regulations by an owner or operator of an electronic funds

345 transfer system shall have the right to seek cease and desist or

346 injunctive relief against such violations. Interested state commis-
347 sions or agencies shall qualify as aggrieved persons.
348 Section 16. Except as herein provided, no electronic funds
349 transfer system shall be licensed or utilized until the Commission
350 completes the promulgation of regulations pursuant to this chap-
-351 ter and in no case less than twelve months from the date of
352 enactment of this chapter, in order to permit adeuate testing and
353 experimentation with regard to monitoring devices and regulatory
354 standards. In promulgating regulations, the Commission shall
355 involvle such regulatory authorities, whether federal or state, as

356 shall express an interest in the operation of electronic funds
357 transfer systems. Notwithstanding the foregoing, the Commission
358 shall have the authority to issue special experimental licenses for

359 the operation of a limited number of terminals to be operated
360 pending the promulgation of regulations. Permits tor such experi-
-361 mental operations shall be subject to termination by the Commis-
-362 sion at any time. The Commission shall also have authority to

363 license the operation of any terminal which is in operation on or

364 before the date of enactment of this chapter, provided it conforms
365 with the requirements of this Chapter.
366 Section 17. Phis chapter is not intended to replace or supersede
367 the powers or duties of any governmental agencies, federal or

368 state, exercising supervision over financial institutions or busi-
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169 nesses of any kind as provided in existing law. Any licensing
370 provided in this chapter shall not become effective until approval
371 thereafter by the appropriate regulatory and licensing authority of
372 the financial institution involved. Upon such approval, the
373 license(s) hereunder shall become effective.
374 Section 18. If any provision of this chapter is found to be
375 unconstitutional or void, the remaining provisions of this chapter
376 shall remain valid, unless the Court finds the valid provisions of
377 the law are so essentially and irreparably connected with, and so
378 dependent upon, the void provisions that the Court cannot pre-
-379 sume the legislature would have enacted the remaining valid provi-
-380 sions without the void one, or unless the Court finds the remaining
381 valid provisions, standing alone, are incomplete and are incapable
382 of being executed in accordance with legislative intent.

1 SECTION 2. Section sixty-five of chapter one hundred sixty-
-2 seven of the General Laws is hereby repealed.
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