
HOUSE No. 3899
By Mr. Lapointe of Chicopee, petition of Francis C. Lapointe,

Kenneth M. Lemanski and Timothy A. Bassett relative to computer
privacy. The Judiciary.

®fje Commonbaealtt) of jHafiSactjusiettS

In the Year One Thousand Nine Hundred and Seventy-Eight

An Act relative to computer privacy.

Be it enacted by the Senate and House of Representatives in General
Court assembled, and by the authority of the same, as follows:

1 SECTION 1. This act may be cited as the Massachusetts
2 Computer Privacy Act.

I SECTION 2. As used in this act
2 (1) “Business entity” means a sole proprietorship, partnership,
3 corporation, association, or other group, however organized and
4 whether or not organized to operate at a profit. For purposes of
5 this definition, any parent corporation and all of its subsidiaries
6 whose outstanding voting securities are 50 percent or more owned,
7 directly or indirectly, by the parent corporation shall be treated as
8 a single corporation.
9 (2) “Agency” means any office, subdivision, branch, or

10 division of any legally constituted governmental organization in
11 the Commonwealth, except for those agencies provided for in
12 [appropriate state statute or article of state constitution], and
13 agencies of the federal government.
14 (3) “Individual” means a natural person and not a business
15 entity.
16 (4) “Personal information” includes data which is associated
17 with identifiable individuals, and (i) indicates things done by or to
18 an individual, including, but not limited to, records of financial
19 transactions, medical treatment, or other services; or (ii) affords a
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20 basis for inferring personal characteristics or things done by or to
21 an individual, including the mere record of his presence in a place,
22 attendance at a meeting, or admission to some type of institution.
23 “Personal information” shall not include;
24 (A) Data which is acquired in the ordinary course of business
25 transactions regarding experiences and transactions between an
26 individual and an organization maintaining a record thereof for
27 internal use only, such as production reporting, production
28 scheduling, production inspection, or account verification.
29 (B) Data consisting only of names addresses, telephone
30 numbers, or occupations.
31 (C) Data compiled from those public records which under law
32 impart constructive notice of matters affecting title to real
33 property.
34 (5) “Data subject” means an individual on whom personal
35 information is maintained in an automated information manage-
-36 ment system.
37 (6) “Record 11 means a collection of related items of data which
38 is created, maintained, or used by a business entity or agency as a
39 part of an automated information management system and which
40 contains a data subject’s name, or an identifying number, symbol,
41 or other identifying particulars that serve to explicitly identify the
42 data subject.
43 (7) “Automated information management system” means a
44 group of computer programs created to organize, catalog, locate,
45 store, retrieve, and maintain personal information through use of a
46 computer or other electronic information processing device from
47 which information is retrieved by the name of a data subject or
48 other identifying particular assigned to the data subject and
49 includes all processing operations, from initial collection of data
50 through all uses of the data, including outputs from the system, but
51 not including information classified pursuant to the National
52 Security Act of 1947.
53 (8) “Statistical research and reporting system” means an
54 information system or a system of records maintained for
55 statistical research or reporting purposes only and not used in
56 whole or in part in making any determination about an identifiable
57 individual.
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58 (9) “Maintaining” includes collection and maintenance.
59 (10) “Disclosure” means the act of divulging, revealing, or
60 opening to view.
61 (11) “Disseminate” means to disclose, release, transfer, or
62 otherwise communicate information orally, in writing, or by
63 electronic or other means.

1 SECTION 3. (a) Every business entity or agency main-
-2 taining an automated information management system accessed
3 within the [state] shall give notice of the existence and character of
4 the automated information management system prior to January
5 31, 1978. Notice shall be filed with the secretary of state, and shall
6 be a permanent public record. The secretary may establish
7 regulsations prescribing the form of the notice to implement this
8 section, and may charge a filing fee not to exceed $5 for each notice
9 filed to defray the administrative costs incurred pursuant to this

10 section. Any business entity or agency maintaining more than one
11 automated information management system may file notices for
12 each of its systems separately or the notices may be combined as a
13 single filing, when appropriate. Where a single automated
14 information management system is duplicated or repeated at more
15 than one location, under the guidance of a central office, that
16 system may be reported as a single system, specifying each location
17 where it is operated and where records exist which contain
18 personal information used by the system. Where the computer or
19 other electronic information processing device used in an
20 automated information management system is operated by a
21 business entity or agency other than the business entity or agency
22 which collects and uses the personal information contained in that
23 automated information management system, the business entity or
24 agency which collects and uses the personal information, and not
25 the business entity or agency which operates the computer or other
26 electronic information processing device, shall be considered to be
27 the business entity or agency maintaining the automated
28 information management system. On or after January 31, 1978,
29 any business entity or agency proposing to create an automated
30 information management system or terminate an automated
31 information management system or to change the type, use, or
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32 categories of users of personal Information maintained in an
33 automated information management system, shall file a notice
34 with the secretary within 90 days after such action.
35 (b) Notices shall specify each of the following;
36 (I) The name of each automated information management
37 system, the name and address of the business entity or agency
38 maintaining the automated information management system and
39 the title, address, and telephone number of the official to whom
40 inquiries regarding each automated information management
41 system may be addressed.
42 (2) The purposes of each automated information management
43 system, including all uses made of the personal information
44 contained therein, such as internal personnel administration,
45 accounts receivable, or accounts payable.
46 (3) The categories of data subjects on whom personal
47 information is or is expected to be maintained in each automated
48 information management system, such as employees, customers,
49 or clients.
50 (4) The categories of personal information to be maintained,
51 including financial, personal health, education, and property data.
52 (5) The categories of business entiles, agencies, or individuals,
53 which may routinely receive or use the personal information from
54 each automated information management system.
55 (6) Whether the automated information management system
56 or any portion thereof is exempted under Section 10(a) (d), or (e).
57 (c) Notwithstanding any other provisions of this title, every
58 business entity or agency which fails to file a notice or which
59 knowingly and intentionally files a notice that is false or
60 incomplete shall be liable for a civil penalty not to exceed $lO,OOO
61 for each violation, which shall be assessed and recovered in a civil
62 action brought in any court of competent jurisdiction in the name
63 of the people of the Commonwealth by the attorney general or by
64 the district attorney in any county in which the defendant has its
65 principal place of business. If brought by the attorney general, one
66 half of the penalty collected shall be paid to the treasurer of the
67 county in which the judgment was entered and one half to the state
68 treasurer. If brought by a district attorney, the entire amount of the
69 penalty collected shall be paid to the treasurer of the county in
70 which the judgment was entered.
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1 SECTION 4. Except for statistical research and reporting
2 systems, each business entity or agency maintaining an automated
3 information management system shall disclose or display to each
4 data subject asked by the business entity or agency subsequent to
5 January 1, 1978, to supply personal information for use in such
6 automated information management system, at the time the
7 personal information is requested, or in telephoned requests, at the
8 next written communication with the individual:
9 (1) The categories of routine or usual recipients or users of the

10 information.
11 (2) The purpose or purposes for which the information is
12 intended to be used.
13 (3) Which statutes or regulations, if any, require disclosure of
14 the information.
15 (4) Any action adverse to the data subject which may be taken
16 by the business entity or agency as a result of the data subject’s
17 refusal to provide all or any part of the requested personal
18 information.

1 SECTION 5. Personal information contained in an
2 automated information management system may be disclosed or
3 disseminated to any business entity, agency, or individual only if
4 the disclosure or dissemination is:
5 (1) To those officers, employers, employees, or agents of the
6 business entity or agency maintaining the automated information
7 management system who have a need for such personal
8 information in the performance of their duties with the business
9 entity or agency.
10 (2) In accordance with the purposes stated and to the
11 categories of users noted in the most recent notice filed with the
12 secretary of state pursuant to Section 3(b)(2) and (b)(5).
13 (3) Pursuant to a written request by, or with the prior written
14 consent of, the data subject to whom the personal information
15 pertains.
16 (4) To a recipient who has provided the business entity or
17 agency with advance adequate written assurance that the personal
18 information will be used solely in a statistical research or reporting
19 system, and the personal information is transferred in a form that
20 is not individually identifiable.
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21 (5) To the state archives as a record which has sufficient
22 historical or other value to warrant its continued preservation by
23 the Commonwealth, or for evaluating said archives to determine
24 whether the record has such value.
25 (6) To federal, state, or local government when that disclosure
26 is authorized or required by law.
27 (7) To the public from records which by law or regulation are
28 open to public inspection or copying.
29 (8) Pursuant to a showing of compelling circumstances
30 affecting the health or safety of a data subject if, upon disclosure,
31 notification is transmitted to the last known address of the data
32 subject.
33 (9) To any person pursuant to a search warrant, subpoena,
34 court order, or compulsory legal process where disclosure is
35 required by law.
36 (10) To another business entity or agency which performs
37 computer data-processing services for the business entity oragency
38 maintaining the automated information management system.
39 (11) To law enforcement agencies when needed to investigate
40 criminal activity.

1 SECTION 6. Each business entity or agency maintaining an
2 automated information management system, the description of
3 which is on file with the secretary of state in accordance with
4 Section 3 shall:
5 (1) Make available in a reasonably comprehensible form to a
6 data subject upon proper identification, a copy of any record or
7 portion thereof maintained in an automated information manage-
-8 ment system containing personal information pertaining to the
9 data subject. When a business entity or agency is unable to access a

10 record by reference to name only, or when access to name only
11 would impose an unreasonable administrative burden, it may
12 require the individual to submit other identifying information as
13 will facilitate access to the file.
14 (2) Permit the data subject to file a written notice of dispute
15 identifying any personal information pertaining to the data subject
16 which is believed by the data subject to be inaccurate, not timely, or
17 imcomplete, and which is contained in any automated information
18 management system maintained by the business entity or agency.
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19 The notice of dispute shall; identify specifically the record and the
20 personal information believed to be inaccurate, not timely, or
21 incomplete; set forth the changes which the data subject believes to
22 be necessary in order to make the personal information accurate,
23 timely, or complete; and state the full name of the data subject and
24 the address at which the data subject may be contacted. Upon
25 receipt of a written notice of dispute, the business entity or agency
26 shall either:
27 (i) Correct or amend any portion of the disputed personal
28 information which the data subject believes is not accurate, timely,
29 or complete, or;
30 (ii) Promptly inform the data subject, in writing, of its refusal
31 to correct or amend the record, in accordance with the data
32 subject’s request, the reasons for refusal, the procedures establish-
-33 ed by the business entity or agency for the data subject to request a
34 review of that refusal, the name and business address of the official
35 within the business entity or agency to whom the request for review
36 may be taken, and that any request for review shall be made within
37 30 days of receipt of notice of refusal to correct or amend the
38 record. Any request for a review received by a business entity or
39 agency which is in substantial compliance with the requirements of
40 subsection (2) of this section shallbe resolved within 30 days after
41 receipt of the request.
42 (3) Permit any data subject whose request, pursuant to
43 subsection (2)(ii) of this section, that the business entity or agency
44 correct or amend the record of the data subject has been denied in
45 whole or part by the reviewing official, to file with the business
46 entity or agency within 30 days after the denial a concise written
47 statement setting forth the reasons for disagreeing with the denial.
48 The business entity or agency may limit the statement to not more
49 than 100 words. Upon receipt of a written statement of
50 disagreement from a data subject, the business entity or agency
51 shall either;
52 (i) Within a reasonable period after receipt of the written
53 statement of disagreement, bring an action for declaratory
54 judgment as to the dispute in a court of competent jurisdiction. In
55 submitting the dispute to the court, the business entity or agency
56 shall include in its pleadings the original notice of dispute, the
57 initialrefusal to correct or amend, the subsequent refusal to correct
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58 or amend made pursuant to subsection (2(ii) of this section, and the
59 written statement of disagreement. Should the court find in favor
60 of the data subject, the business entity or agency shall be liable for
61 all court costs and reasonable attorney’s fees. Neither the data
62 subject nor the business entity or agency may appeal the court’s
63 final determination, except upon the grounds that the court’s final
64 determination was arbitrary and capricious; or
65 (ii) In any disclosure, except in accordance with Section 5(1),
66 (4), or (8), containing personal information about which the data
67 subject has filed a written statement of disagreement, occurring
68 within a reasonable period of time after the filing of the statement
69 under this subsection, clearly note that the personal information is
70 disputed and* upon request of either the data subject or the
71 recipient of the information, make available to the recipient a copy
72 of the statement of disagreement or a clear and accurate
73 codification or summary thereof until resolution of the disagree-
-74 ment. If the business entity or agency deems it appropriate, it may
75 provide copies of a concise statement of the reasons for not making
76 the corrections or amendments requested.

1 SECTION 7. The business entity or agency may charge the
2 data subject a reasonable fee, not to exceed s[s], for making and
3 supplying a copy of his record. This section does not apply when a
4 statute or ordinance establishes the charge, or the manner of
5 establishing a charge, for making a copy.

1 SECTION 8. (a) Failure to comply with any provision of
2 this title by a business entity or agency shall constitute an unfair
3 information practice. Commission of an unfair information
4 practice which results in injury to a data subject shall give rise to a
5 civil cause ofaction which may be prosecuted by the injured data
6 subject.
7 (b) In any suit brought pursuant to the provisions of
8 subsection (a) this section relating to refusal to provide a copy of
9 personal information to a data subject:

10 (1) The court may enjoin the business entity or agency h;om
11 withholding the personal information and order the production to
12 the complainant ofany personal information improperly withheld.



HOUSE No. 38991978] 9

13 In that case the court may examine the personal information in
14 camera to determine whether the information or any portion
15 thereof may be withheld, and the burden is on the business entity or
16 agency to sustain its refusal.
17 (2) The court may assess reasonable attorney’s fees and court
18 costs.
19 (c) In any suit brought pursuant to the provisions of
20 subsection (a) of this section in which the court determines that the
21 business entity or agency acted in a manner which was intentional,
22 arbitrary, and capricious, the business entity or agency shall be
23 liable to the complainant in an amount equal to the sum of:
24 (1) Treble the damages sustained by the complainant as a
25 result of refusal or failure, but in no case less than $1000; and
26 (2) The court costs and reasonable attorney’s fees.
27 (d) An action to enforce any liability created under this section
28 may be brought in any court of competent jurisdiction within two
29 years from the date on which the cause ofaction arose, except that
30 where a business entity or agency has willfully misrepresented any
31 personal information required under this act to be disclosed to a
32 data subject and the information so misrepresented is material to
33 the establishment of the business entity’s or agency’s liability to
34 that data subject under this section, the action may be brought at
35 any time within two years after the data subject discovered or
36 should have discovered the misrepresentation.

1 SECTION 9. (a) Any person who intentionally attempts to
2 obtain, obtains, or uses personal information from an automated
3 information management system and who knowingly is not
4 authorized to obtain or use such information under Section 5, shall
5 be fined not more than $5,000 or imprisoned in a county jail not
6 more than one year, or both.
7 (b) Any person who knowingly and intentionally discloses
8 personal information from an automated information manage-

-9 ment system to another who is not authorized to obtain such
10 information under Section 5 shall be fined not more than $5,000 or
11 imprisoned in a county jail for not more than one year, or both.
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1 SECTION 10. (a) The head of any agency may exempt any
2 automated information management system under its jurisdiction
3' from any part of this act except Section 3, if that system is
4 maintained by an agency or component thereof which performs as
5 its principal function any activity pertaining to the enforcement of
6 criminal laws, including police efforts to prevent, control, or
7 reduce crime, or to apprehend criminals, or the activities of
8 prosecutors, courts, correctional, probation, pardon, or parole
9 authorities, and which consists of the following;

10 (1) Personal information compiled for the purpose of
11 identifying individual criminal offenders or alleged offenders and
12 consisting only of identifying data and notations of arrests, the
13 nature and disposition of criminal charges, sentencing, confine-
-14 ment, release, and parole and probation status.
15 (2) Personal information compiled for the purpose ofcriminal
16 investigation, including reports of informants and investigators,
17 and associated with an identifiable individual.
18 (3) Reports identifiable to an individual compiled at any stage
19 of the process of enforcement of the criminal laws from arrest or
20 indictment through release from supervision.
21 (4) Records consisting of criminal history or applicant entry
22 information maintained by the [department of justice] pursuant to
23 [appropriate sections of penal code] to which an individual has the
24 right of examination pursuant to [appropriate sections of penal
25 code].
26 (b) The head of any business entity, agency, or an individual
27 maintaining an automated information management system
28 containing medical, psychiatric, or communicable disease control
29 information may exempt portions of those records from Section 6
30 if, in competent medical opinion, disclosure of the exempted
31 portion to the data subject would be detrimental to the data
32 subject. Competent medical opinion shall include the opinion of
33 the physician who supplied or provided the information to the
34 information systems. The information shall, upon written
35 authorization, be disclosed to a physician designated by the data
36 subject.
37 (c) Nothing in this act shall prohibit the disclosure of personal
38 information to third parties for the purpose of processing a data
39 subject’s health claim, providing the purpose is stated in the most
40 recent filing with the secretary of state.
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41 (d) The head of any business entity or agency maintaining an
42 automated information management system containing
43 employees’ records, accounts payable records, accounts receivable
44 records, or records requested by the data subject to be
45 disseminated periodically to any other business entity or agency
46 may exempt the records from the requirements of Section 6.
47 (e) The head of any business entity or agency may exempt any
48 automated information management system under its jurisdiction
49 from Sections 4, 6, and 7 if the records contained therein are
50 obtained from a document and if (1) the document is an official
51 public record, (2) the document is filed or recorded with a public
52 agency, and (3) the filing or recording of the document is required
53 or authorized by specific statute or regulation.
54 (f) The head ofany business entity or agency which maintains
55 an automated information management system containing only
56 data obtained from those public records open and available to
57 inspection and review by the public and from those public records
58 consistuing constructive notice under law, where such records are
59 used for such purposes as compiling, reporting, or insuring title to
60 land, shall be exempt from the provisions of this act, provided the
61 business entity or agency has complied with the filing requirement
62 of Section 3.
63 (g) Except as may be required by compulsory legal process or
64 otherwise required by law, nothing in this act shall require the
65 disclosure or dissemination ofany information either (I) compiled
66 in reasonable anticipation of a court action or administrative
67 proceeding, or (2) transferred to any attorney by his client when
68 such information otherwise would be protected by the attorney-
-69 client privilege.

1 SECTION 11. (a) Each state agency automated record,
2 containing personal information, which is accepted by the director
3 of general services for storage, processing, and servicing in
4 accordance with provisions of the administrative manual shall, for
5 the purposes ofthis act, be considered to be maintained by the state
6 agency which deposited the record and shall be subject to the
7 provisions of this act. The director of general services shall not
8 disclose that record, or any information therein, except to the
9 agency responsible for the record or pursuant to rules established
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10 by that agency which are not inconsistent with the provisions of
11 this act.
12 (b) Each state agency automated record containing personal
13 information which was transferred to the state archives as a record
14 which has sufficient historical or other value to warrant its
15 continued preservation by [state] prior to the effective date of this
16 act shall, for the purposes of this act, be considered to be
17 maintained by the state archives and shall not be subject to the
18 provisions of this act.
19 (c) Each state agency automated record containing personal

20 information which is transferred to the state archives as a record
21 which has sufficient historical or other value to warrant its
22 continued preservation by [state] on or after the effective date of
23 this act shall, for the purposes of this act, be considered to be
24 maintained by the state archives and shall be subject to all
25 provisions of this act except Sections 6 and 7.

1 SECTION 12. (a) No provision of this act shall be construed
2 to make confidential any record maintained by any business entity
3 or agency which by law is not confidential, or to require disclosure
4 of any record which by law is confidential, or exempt from
5 disclosure, or the disclosure of which is prohibited by law, or to
6 modify or alter in any manner the provisions controlling access to
7 records which are exempt from this act, or to encourage the
8 creation of individual dossiers.
9 (b) In the event of a conflict between this act and the disclosure
10 requirements of the [appropriate state statute], the Federal
11 Freedom of Information Act (Subchapter 2, commencing with
12 Section 551, of Chapter 5, Part 1, Title 5, of the United States
13 Code), or the Federal Family Educational Rights and Privacy Act
14 of 1974 (20 U.S.C. 1232g) the provisions of such other act shall
15 prevail.
16 (c) No provision of this act shall operate to suspend, diminish,
17 or supplant any provision of [appropriate section of code of civil
18 procedure]; neither shall any provision of this act be construed to

19 operate to suspend, diminish, or supplant any provision for
20 discovery in any administrative proceeding under the laws of this
21 state.

1 SECTION 13. This act shall take effect on January 1, 1979.
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