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In the Year One Thousand Nine Hundred and Ninety-Two

An Act establishingguidelines and procedures for the use of pen
REGISTER AND TRAP AND TRACE DEVICES FOR LAW ENFORCEMENT.

Be it enacted by the Senate and House ofRepresentatives in General
Court assembled, and by the authority of the same, asfollows:

1 Paragraph Bof Section 99 of chapter 272 of the General Laws,
2 as appearing in the 1990 Official Edition, is hereby amended by
3 adding the following two subparagraphs:
4 17. The term “pen register” shall mean a device which records
5 or decodes electronic or other impulses, which identify the
6 numbers dialed or otherwise transmitted on the telephone line to
7 which such device is attached, but such term does not include any
8 device used by a provider of customer of a wire or electronic
9 communication service for billing, or recording as an incident to

10 billing, for communication services provided by such provider or
11 any device used by a provider or customer of a wire
12 communication service for cost accounting or other like purposes
13 in the ordinary course of its business.
14 18. The term “trap and trace device” shall mean a device which
15 captures the incoming electronic or other impulses, which identify
16 the originating number of an instrument or device from which a
17 wire or electronic communication was transmitted.
18 Subsection Dof said Section 99 of said Chapter 272, as so
19 appearing, is hereby amended by adding the following
20 paragraphs:
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21 3. Permitted use of pen registers and trap and trace devices.
22 (a) Application. The attorney general, any assistant attorney
23 general, any district attorney or any assistant district attorney may
24 apply, in writing, under oath or equivalent affirmation, exparte,
25 to a judge of competent jurisdiction for an order under this
26 subsection authorizing or approving the installation and use of
27 a pen register or trap and trace device or both for the purpose
28 of recording telephone numbers. Said application shall include:
29 (1) the identity of the attorney making the application and the
30 identify of the law enforcement agency conducting investigation;
31 and
32 (2) a certification by the attorney that the information likely
33 to be obtained is relevant to an ongoing criminal investigation
34 being conducted by said agency.
35 (b) Issuance of an order for a pen register or a trap and trace
36 device. Upon an application made under paragraph (a) of this
37 subsection, the court shall enter an ex parte order, authorizing
38 the installation and use of a pen register or a trap and trace device
39 or both within the jurisdiction of the court, if the court finds that
40 said attorney has certified to the court that the information likely
41 to be obtained by such installation and use is relevant to an
42 ongoing criminal investigation.
43 (c) Contents of order.
44 (1) An order issued under this subsection shall specify:
45 (A) the identify, if known, of the person to whom is leased or
46 in whose name is listed the telephone line to which the pen register
47 or trap and trace device is to be attached;
48 (B) the identity, if known, of the person or persons who are
49 the subject(s) of the criminal investigation;
50 (C) the number and, if known, physical location of the
51 telephone line to which the pen register or trap and trace device
52 is to be attached and, in the case of a trap and trace device, the
53 geographic limits of the trap and trace order; and
54 (D)) a statement of the offense(s) to which the information
55 likely to be obtained by the pen register or trap and trace device
56 relates; and,
57 (2) shall direct, upon the request of the applicant, the furnishing
58 of information, facilities, and technical assistance necessary to
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59 accomplish the installation of the pen register or trap and trace
60 device under subparagraph (c) of this subsection.
61 (d) Time period and extensions. An order issued under this
62 clause shall authorize the installation and use of a pen register,
63 or a trap and trace device, or any device having the capability of
64 ascertaining numbers dialed to or from a telephone, for the
65 purpose ofrecording telephone numbersfor a period not to exceed
66 sixty days. Extensions of such an order may be granted, but only
67 upon an application for an order under this subsection and upon
68 a judicial finding required by this subsection. The period of
69 extension shall be for a period not to exceed sixty days.
70 (e) Nondisclosure of existence of pen register or a trap and trace
71 device. An order authorizing or approving the installation and use
72 of a pen register or a trap and trace device shall direct that:
73 (1) the order be sealed until otherwise ordered by the court;
74 and
75 (2) the person owning or leasing the line to which the pen
76 register or a trap and trace device is attached, or who has been
77 ordered by the court to provide assistance to the applicant, not
78 disclose the existence of the pen register or trap and trace device
79 or the existence of the investigation to the listed subscriber, or
80 to any other person, unless or until otherwise ordered by the court.
81 (f) Assistance in installation and use of a pen register or a trap
82 and trace device.
83 (1) Upon the request of the attorney general, any assistant
84 attorney general, the district attorney, any assistant district
85 attorney, or an officer of a law enforcement agency authorized
86 to install and to use a pen register under this subsection, a provider
87 of wire or electronic communication service, landlord, custodian,
88 or other person shall furnish such attorney or law enforcement
89 officer forthwith all information,facilities and technical assistance
90 necessary to accomplish the installation of the pen register
91 unobtrusively and with a minimum of interference with the
92 services that the person so ordered by the court accords the party
93 with respect to whom the installation and use is to take place, if
94 such assistance is directed by a court order as provided in this
95 subsection.
96 (2) Upon the request of said attorney or an officer of a law
97 enforcement agency authorized to receive the results of a trap and
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98 trace device, a provider of a wire or electronic communication
99 service, landlord, custodian or other person shall install such

100 device forthwith on the appropriate line and shall furnish such
101 attorney or law enforcement officer all additional information,
102 facilities and technical assistance including installation and
103 operation of the trap and trace device unobtrusively and with a
104 minimum of interference with services that the person so ordered
105 by the court accords the party with respect to whom the
106 installation and use is to take place, if such installation and
107 assistance is directed by a court order as provided in this
108 subsection. Unless otherwise ordered by the court, the result of
109 the trap and trace device shall be furnished to the office of a law
110 enforcement agency, designated in the court order, at reasonable
111 intervals during business hours for the duration of the order.
112 (g) Compensation. A provider of a wire or electronic
113 communication service, landlord, custodian, or other person who
114 furnishes facilities or technical assistance pursuant to this Section
115 shall be compensated for reasonable expenses incurred in
116 providing such facilities and assistance.
117 (h) No cause of action against a provider disclosing
118 information. No cause of action shall lie in any court against any
119 provider of a wire or electronic communication service, its
120 officers, employees, agents, or other specified persons for
121 providing information, facilities, or assistance in accordance with
122 the terms of a court order under this Section.
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