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TO THE HONORABLE SENATE AND HOUSE OF REPRESENTATIVES:

I submit herewith legislation to amend and strengthen the Criminal
History Systems Act, Chapter 805 of the Acts of 197?. As you knew, this
legislation has become prototype for legislation in other states and a
model for federal legislation recently filed by Senator Sam Ervin to
regulate the FBI criminal offender files.

In the two years that the Act has been in effect, it has served us
well. At the sane time certain ambiguities in the Act itself, and certain
events have made some revision necessary. For example, in view of the
recent opinion of the Justices to the House of Representatives, Judges and
other judicial officers .should no longer serve on the Criminal History
Systems Board.

In addition, the Bill will clarify the definition of criminal offender
record information and criminal Justice agency to eliminate ambiguities
in regard to the meaning and coverage of such terms. It will prohibit
definitively the inclusion of arrest records without subsequent court
convietion.

The Bill also eliminates the Advisory Council to the Criminal
History Systems Board because its membership overlaps that of the Boards
and gives the Security and Privacy Council power to approve the interface
of the Massachusetts system with any other system.

These amendments I propose further the intent of the original
Chapter 80£ of the Acts of 197? and improve it substantially. I believe
that such an overhaul is necessary if this pace-setting legislation is
to continue to remain viable.

I urge your favorable consideration of this legislation in order
that Massachusetts may continue to maintain necessary balance in building a
criminal offender information system effective for law enforcement and the
protection of individual privacy and rights.

tfully

IVUm^VwV
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In the Year One Thousand Nine Hundred and Seventy-Four.

AN ACT TO AMEND AND STRENGTHEN THE CRIMINAL OFFENDER
RECORD INFORMATION ACT.

Be it enacted by the Senate and House of Representatives in
General Court assembled, and by the authority of the same, as
follows:

1 SECTION 1. Chapter 6 of the General Laws is hereby
2 amended by striking out section 167, as added by section 1 of
3 chapter 805 of the acts of 1972, and inserting in place thereof
4 the following section; -

5 Section 167. The following words shall, whenever used in this
6 section or in sections one hundred sixty-eight through one
7 hundred seventy-seven, have the following meanings unless the
8 context otherwise requires:
9 “Criminal justice agency”, an agency created by statute or

10 comprised of statutorily created agencies at any level of
11 government, which performs as its principal function activity
12 relating to (a) crime prevention including research or the
13 apprehension of criminal offenders, where such activity clearly
14 requires access to criminal offender record information; (b) the
15 prosecution, defense, adjudication, incarceration, or rehabilita-
-16 tion of criminal offenders; or (c) the collection, storage,
17 dissemination, or usage of criminal offender record information.
18 “Agency at any level of government”, a subunit of state, local,
19 county, or federal government, including an agency created by an

20 intrastate, interstate, or state-federal compact with a comparable
21 unit of a foreign government.

“Crime prevention”, the prevention of crime by means
23 necessarily entailing the examination of criminal histories, if any,
24 of persons who may be reasonably anticipated to plan the
25 commission of crime.
26 “Apprehension”, activities related to the arrest of adults by
27 police and other criminal justice agencies and setting of condi-
-28 tions of pre-trial release by bail commissioners and masters in
29 chancery.
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30 losecution or defense”, activities relating to issuance of31 complaints and arrest warrants, indictment, preparation for and32 conducting of criminal trials and any subsequent proceedings3 related to such trials performed by grand juries, the department34 of the attorney general, district attorneys or other public35 prosecutors the Massachusetts Defenders Committee or defense36 counsel in private practice.
37 “Adjudication”, those activities related to the disposition of38 adult defendants in courts of criminal jurisdiction.
39 “Incarceration”, activities related to pre-trial and post--40 conviction detention of adults in police lock-ups, jails, houses of41 correction, and adult correctional institutions and to the deten-
-42 tion of adults in mental health institutions in cases involving drug43 law violations, transfers from correctional institutions, competen-
-44 cy determinations, and acquittal by reason of insanity.

Rehabilitation”, activities intended for the treatment, care,
46 supervision, or social re-adjustment of adults who have been
47 adjudicated guilty, sentenced to a correctional institution, or
48 against whom criminal charges are pending. Rehabilitation may
49 be performed by a court, a probation officer, a correctional
50 institution, or a parole agency.
51 “Criminal offender record information”, records and data
52 compiled by criminal justice agencies for purposes of identifying
53 criminal offenders and of maintaining as to each such offender a
54 summary of arrests, pre-trial proceedings, the nature and disposi-
-55 tion of criminal charges, sentencing, incarceration, rehabilitation
56 and release. Such information shall be restricted to that recorded
57 as the result of the initiation of criminal proceedings or of any
58 consequent proceedings related thereto. Criminal offender record
59 information shall include evaluative information concerning
60 identified individuals but shall not include statistical and analyti-
-61 cal reports and files, in which individuals are not identified.
62 Criminal offender record information shall be limited to informa-
-63 tion concerning persons who have attained the age of seventeen
64 and shall not include any information concerning persons under
65 the age of seventeen nor any information concerning criminal
66 offenses or acts of delinquency committed by any person before
67 they attained the age of seventeen; provided, however, that if a
68 person under the age of seventeen is adjudicated as an adult,
69 information relating to criminal offenses shall be included in
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criminal offender record information. Criminal offender record
information shall not include those motor vehicle offenses which
are not punishable by incarceration.

70
71
72

“Interstate systems”, all agreements, arrangements and sys-
tems for the interstate transmission and exchange of criminal
offender record information. Such systems shall not include
record keeping systems in the commonwealth maintained or
controlled by any state or local agency, or group of such
agencies, even if such agencies receive or have received informa-
tion through, or otherwise participate or have participated in,
systems for the interstate exchange of criminal record informa-
tion.

73
74
75
76
77
78
79
80
81

“Purge”, to remove information from the criminal offender
record information system so that there is no trace of informa-
tion removed and no indication that such information was ever
included.

82
83
84
85

SECTION 2. Section 168 of said chapter 6, as amended by
section 1 of chapter 961 of the acts of 1973, is hereby further
amended by striking out the first paragraph and inserting in place
thereof the following paragraph:

1
-)

3
4

There shall be a criminal history systems board, in this and
sections one hundred sixty-nine through one hundred seventy-
seven called the board, which shall consist of the following
persons: the attorney general, the chairman of the parole board,
the commissioner of correction, the commissioner of public
safety, the executive director of the committee on criminal
justice, and the police commissioner of the city of Boston, or
their designees, all of whom shall serve ex officio, and the
chairman of the council and one other member of the council
appointed by the council, and seven other persons appointed by
the governor, all for terms of three years, one of whom shall
represent the Massachusetts district attorneys association, one of
whom shall represent the Massachusetts chiefs of police associa-
tion, one of whom shall represent the county commissioners and
sheriffs association, one of whom shall be a representative of the
Massachusetts Bar Association, and one of whom shall be a
resident of a high crime neighborhood.

5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
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SECTION 3. Said section 168, as so amended, is herebyuither amended by striking out the third paragraph and insertingin place thereof the following paragraph:
The board shall, by a vote of at least two-thirds of its membersor their designees present and voting and as provided by sectiontwo ol chapter thirty A, adopt regulations regarding thecollection, storage, dissemination, and usage of criminal offenderrecord information.

1
2
3
4
5
6
7
8

1 SECTION 4. Said section 168 is hereby further amended by2 striking out the final paragraph, added by section 1 of chapter3 961 of the Acts of 1973, and inserting in place thereof the4 following four paragraphs:
The board may, with the approval of the security and privacy

6 council, coordinate its activities with those of any intrastate,
/ interstate, or other automated system for the exchange of8 criminal offender record information, nominate one or more of
9 its members of the board to serve upon the governing body of

10 any such system, and participate in any such system’s activities
11 and programs.

The board may conduct such inquiries and investigations as it
13 deems necessary for the performance of its functions. It may
14 request any agency which maintains, receives, or is eligible to
15 maintain or receive criminal offender record information to
16 produce for inspection statistical data, reports, and other
17 information concerning the collection, storage, dissemination,
18 and usage of such criminal offender record information.
19 The board may permit its data processing and communication

20 system to be used for purposes other than the maintenance of
21 criminal offender record information, and the board shall, as
22 provided in this section, promulgate regulations to govern such
23 use.
24 The board may permit criminal justice agencies operating
25 criminal offender record information systems to employ such
26 consultants as are necessary to assist them in designing and
27 operating criminal offender record information systems and to
28 have access to criminal offender record information for the
29 purpose of fulfilling the foregoing contractual duties.
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1 SECTION 5. Said chapter 6is hereby further amended by
2 striking out section 169, as amended by section 2 of chapter 961
3 of the acts of 1973, and inserting in place thereof, the following
4 section:
5 Section 169. There shall be a security and privacy council, in
6 this section and sections one hundred seventy through one
7 hundred seventy-seven called the council, consisting of the
8 chairman of the board and one other member of the board
9 appointed by the board and seven members appointed by the

10 governor, all for terms of four years, one of whom shall be a
11 person involved in criminal justice activities, one of whom shall
12 be a person employed in state, county, or municipal government,
13 both of whom shall have demonstrated a concern for data
14 privacy. Of the members initially appointed by the governor, two
15 shall be appointed for terms of one year, two for terms of two
16 years, two for terms for three years, and one for a term of four
17 years. Each member appointed by the governor shall serve until
18 his successor is qualified, and vacancies arising otherwise than by
19 the expiration of a term shall be filled for the remainder of the
20 unexpired term. The council shall elect from among its members
21 a chairman to serve for a term of two years. The council shall
22 meet at the call of the governor, its chairman, or any three of its
23 members. Council members shall receive no compensation for
24 their service, but may be reimbursed for expenses necessarily
25 incurred in rendering such service.
26 The council shall conduct a continuing study and review and
27 make recommendations to the board concerning questions of
28 individual privacy and system security in connection with the
29 collection, storage, dissemination, and usage of criminal offender
30 record information. The board, each criminal justice agency, or
31 any other agency or individual authorized access to criminal
32 offender record information shall furnish to the council, upon
33 request made by its chairman, such statistical data, reports, and
34 other information directly related to criminal offender record
35 information as is necessary to such study and review.
36 The board shall provide such clerical and other assistance as
37 the council may require, and the council shall employ such staff
38 and appoint such advisors as are necessary to conduct a
39 continuing investigation of the adequacy of security arrange-
-40 ments made by the board for the protection of criminal offender
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41 record information. The council shall periodically recommend to42 the board improvements in such security arrangements.
43 The council shall make an annual report to the governor and44 Hie a copy thereof with the state secretary and the clerk of the45 house of representatives and clerk of the senate, and shall make46 such recommendations, including those advising legislative
47 change, as it deems necessary.

The council may appoint one or more of its members to serve
49 upon any similar council or committee connected with any
50 intrastate or interstate system for the exchange of criminal
31 offender record information, any may participate in the activities
52 of any such system.
53 The council may, as provided by section two of chapter thirty
54 A, adopt such regulations as it deems necessary for the
55 performance of its functions.

1 SECTION 6. Said chapter 6 is hereby further amended by
2 striking out section 170, as amended by section 3of said chapter
3 961, and inserting in place thereof the following section: -

4 The board shall, as provided by section two of chapter thirty
5 A, adopt regulations (a) creating a continuing program of data
6 auditing and verification to assure the accuracy and completeness
7 of criminal record information; (b) assuring the prompt and
8 complete purging of criminal record information, insofar as such
9 purging is required by any statute or administrative regulations,

10 by the order of any court of competent jurisdiction, or to correct
11 any errors shown to exist in such information; and (c) assuring
12 the security of criminal offender record information from
13 unauthorized disclosures at all levels of operation.
14 Records of arrests not followed by court action shall not be
15 computerized or made computer accessible unless personal
16 identifiers are deleted. Such records may be maintained in
17 non-computerized form by the law enforcement agency making
18 the arrest and such agency may not disseminate such information.
19 The board shall cause to be initiated for employers of all

20 agencies that maintain, receive, or are eligible to maintain or
21 receive criminal offender record information a continuing educa-
-22 tional program in the proper use and control of such informa-
-23 tion.
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SECTION 7. Said chapter 6 is hereby further amended by
2 striking out section 171, as added by section 1 of chapter 805 of
3 the acts of 1972, and inserting in place thereof the following

6 disseminated, whether directly or through an intermediary, only
7 to (a) criminal justice agencies and (b) such other individuals,
8 and agencies whose statutorily prescribed activity clearly requires
9 the continual gathering of certain criminal offender record

10 information and whose statutory obligations cannot be satisfied
11 other than by having access, provided, however, officials and
12 employees of criminal justice agencies engaged in rehabilitative
13 activities may, with the consent of the individual under their
14 supervision, release copies of criminal offender record informa-
-15 tion relating to such individual to prospective employers,
16 educational institutions, half-way houses, group residences, social
17 service agencies, medical practitioners, or similar individuals and
18 agencies if, in the opinion of such officials and employees, release
19 of such criminal offender record information is essential to
20 obtaining services or benefits for such individual.
21 Except as provided in section one hundred sixty-eight, the
22 board shall, after consultation with the council, certify those
23 agencies and individuals requesting access to criminal offender
24 record information which are authorized such access. The board
25 shall, make a finding in writing of eligibility or non-eligibility of
26 each such agency or individual for such access. No such
27 information shall be disseminated to any agency or individual
28 prior to the board’s determination of eligibility or, in cases in
29 which the board’s decision is appealed, prior to the final
30 judgment of a court of competent jurisdiction that such agency
31 or individual is so eligible.
32 Each agency holding or receiving criminal offender record
33 information shall maintain, for such a period as the board shall
34 determine, a listing of the agencies or individuals to which it has
35 released or communicated such information. Such listings, or
36 reasonable samples thereof, may from time to time be reviewed
37 by the board or the council to determine whether any statutory
38 provisions or regulations have been violated.
39 Dissemination from any agency within the commonwealth of
40 criminal offender record information shall, except for purposes

5 Section 171. Criminal offender record information'shall be
4 section;
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of research programs approved under section one hundred
seventy-two, be as the board finds to be necessary to assure the
protection of privacy and security.

41
42
43

SECTION 8. Said chapter 6 is hereby further amended by
striking out section 172, as so added, and inserting in place
thereof the following section ;

1
0

3
Section 172. The board shall adopt regulations to govern the

use of criminal offender record information for purposes of
program research. Such regulations shall require preservation of
the anonymity of the individuals to whom such information
relates, shall require the completion of nondisclosure agreements
by all participants in such programs, and shall impose such
additional requirements and conditions as the board finds to be
necessary to assure the protection of privacy and security.

4
5
6
7
8
9

10
11

The board shall monitor such research programs to assure their
compliance with its regulations. The board may, if it determines
that a program’s continuance threatens privacy or security,
prohibits such a program’s continuing access to criminal offender
record information.

12
13
14
15
16

SECTION 9. Said chapter 6 is hereby further amended by
striking out section 173, as so added, and inserting in place
thereof, the following section: -

1

3
Section 1 73. The board shall supervise the participation by all

state and local agencies in any intrastate or interstate system for
the exchange of criminal offender record information, and shall
be responsible to assure the consistency of such participation
with the terms and purposes of sections one hundred sixty-eight
through section one hundres seventy-seven. No such exchange

shall be commenced until the council has determined that such
terms and purposes are complied with.

4
5
6
7
8
9

10
11

Direct access to any such system shall be limited to such
criminal justice agencies as are expressly designated for that
purpose by the board. Where any such system employs telecom-
munication access terminals, the board shall limit the number
and placement of such terminals to those for which adequate
security measures may be taken and as to which the board may

impose appropriate supervisor regulations.

12
13
14
15
16
17
18
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1 SECTION 10. Said chapter 6 is hereby further amended by
2 striking out section 174, as so added, and inserting in place
3 thereof the following section:
4 Section 174. Each individual may inspect and copy criminal
5 offender record information which relates to him
6 If any individual believes any such information to be inaccu-
-7 rate or incomplete, he shall request the agency having custody or
8 control of the record to purge, modify, or supplement such
9 information. If the agency declines to do so, or if the individual

lb believes the agency’s decision to be otherwise unsatisfactory, the
11 individual may in writing request review by the council. The
12 council shall, in each case in which it finds prima facie basis for
13 complaint, conduct a hearing at which the individual may appear
14 with counsel, present evidence, and examine and cross-examine
15 witnesses. Written findings shall be issued within thirty days of
16 receipt by the council of the request for review. If such record in
17 question is found to be inaccurate, incomplete, or maintained oi-
ls disseminated improperly, the council shall recommend to the
19 board that such record be appropriately purged, modified or
20 supplemented by explanatory notation. Notification of the
21 council’s recommendation and subsequent orders by the board to
22 delete, amend, or supplement such record shall be disseminated
23 by the board to any individuals or agencies to which such record
24 has been communicated, as well as to the individual whose record
25 has been ordered altered within thirty days of receipt of the
26 council’s recommendation. Failure of the board to act within
27 such thirty days shall be deemed to be concurrence with the
28 decision of the council.

Agencies at which criminal offender records are sought to be
30 inspected shall prescribe reasonable hours and places of inspec-
-31 tion and may inpose such additional restrictions as may be
32 approved by the board and the council, including fingerprinting,
33 which are reasonably necessary both to assure the records’
34 security and to verify the identities of those who seek to inspect
35 them.

1 SECTION 11. Said chapter 6is hereby further amended by
2 striking out section 175, as so added, and inserting in place
3 thereof the following section:
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4 Section 175. Any individual or agency aggrieved by any order
5 or decision of the board or adverse recommendation of the
6 council or failure of the council to issue findings may appeal such
7 order, decision, recommendation, or failure to the superior court
g for the county in which he is a resident or in whch such order,
9 decission, recommendation, or failure occurred. The court shall

1 o in each such case conduct ade novo hearing, and may order such
1 \ relief as it finds to be appropriate.

SECTION 12. Said chapter 6is hereby further amended by
striking out section 176, as so added, and inserting in place
thereof, the following section:

1
2
1

Section 176. Any person so aggrieved may institute a civil
action in such superior court for damages or to restrain any
violation of sections one hundred sixty-eight through one
hundred seventy-five. If it is found in any such action that there
has occurred a willful violation, the violator shall not be entitled
to claim any privilege, absolute or qualified, and he shall in
addition to any liability for such actual damages as may be
shown, be liable for exemplary damages of not less than one

hundred and nor more than one thousand dollars for each
violation, together with costs and reasonable attorneys fees and
disbursements incurred by the person bringing the action.

4
s

6
7
8
9

10
11
12
13
14

SECTION 13. Said chapter 6 is hereby further amended by

striking out section 177, as so added, and inserting in place
thereof, the following section: -

1
n

4
4 Section 177. Any person who requests under false pretenses or

willfully obtains or seeks to obtain criminal offender record
information or who willfully communicates or seeks to commu-
nicate criminal offender record information to any agency or

person except in accordance with the provisions of sections one

hundred sixty-eight through one hundred seventy-six, or any

member, officer, or employee of the board, the council, or any

participating criminal justice agency or any person connected
with any authorized research program who willfully falsities

criminal offender record information or any records relating

thereto shall for each offense be fined not more than five

thousand dollars, or imprisoned in a jail or house of correction
for not more than one year, or both.

5

6
7

8
9

10
11
12
13
14
15
16
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1 SECTION 14, Section one hundred seventy-eight of said
2 chapter six is hereby repealed.

1 SECTION 15. The first paragraph of section 4G of chapter 7
2 of the General Laws, as amended by section 2of chapter 805 of
3 the acts of 1972, is hereby further amended by striking out, in
4 line 12, the words “the criminal history system advisory
5 committee;”.

1 SECTION 16. Section 2 of chapter 127 of the General Laws,
2 as most recently amended by section 3 of said chapter 805, is
3 hereby further amended by striking out, in line 3, the word
4 “seventy-eight” and inserting in place thereof the word:
5 seventy-seven.

1 SECTION 17. Section 4A of chapter 147 of the General
2 Laws, as amended by section 6 of said chapter 805, is hereby
3 further amended by striking out, in line 2, the word “seventy-
-4 eight” and inserting in place thereof the word: seventy-seven.

1 SECTION 18. Clause (b) of section 4C of said chapter 147, as
2 most recently amended by section 3 of chapter 793 of the acts of
3 1973, is hereby further amended by striking out, in lines 18 and
4 19, the word “seventy-eight” and inserting in place thereof the
5 word; seventy-seven.

1 SECTION 19. Section 100 of chapter 276 of the General
2 Laws is hereby further amended by striking out the third
3 sentence, as most recently amended by chapter 623 of the acts of
4 1966, and inserting in place thereof the following sentence:
5 The information so obtained and recorded shall not be regarded
6 as public records and shall not be open for public inspection but
7 shall be accessible only to those criminal justice agencies,
8 individuals, and other agencies which have been certified as
9 having been authorized such access by the criminal history

10 systems board as provided by section one hundred seventy-one of
11 chapter six.; and by striking out, in the last sentence, added by
12 section 8 of chapter 805 of the acts of 1972, the word
13 “seventy-eight” and inserting in place thereof the word: -

14 seventy-seven.
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