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By Mr. Blanchette of Lawrence, petition of Kevin P. Blanchette,

Joseph B, Mclntyre, Frank A. Emilio and Michael W. Morrissey
relative to computer-related crimes. Criminal Justice.

In the Year One Thousand Nine Hundred and Eighty-Six

An Act relative to computer-related crimes.

Be it enactedby the Senate and House ofRepresentatives in General
Court assembled, and by the authority of the same, asfollows:

1 Chapter 266 ofthe General Laws is hereby amended by inserting
2 after section 30A the following two sections:
3 Section JOB. As used in sections thirty B and thirty C the
4 following words shall have the following meanings, unless the
5 context otherwise requires;
6 “Access”, to approach, instruct, communicate with, store data
7 in, retrieve data from or otherwise use the resources of a computer,
8 computer system or computer network;
9 “Computer”, an electronic device which performs work using

10 programmed instruction having one or more of the capabilities of
11 storage, logic, arithmetic or communication. The term includes
12 input, output, processing, storage, software and communication
13 facilities which are connected or related to a device in a system
14 or network;
15 “Computer network”, the interconnection of terminals by
16 communication modes with a computer, or a complex consisting
17 of two or more interconnected computers;
18 “Computer program”, a series of instructions or statements
19 which directs or is intended to direct thefunctioning of acomputer
20 system in a manner designed to perform certain operations;
21 “Computer software”, one or more computer programs, pro-
-22 cedures and associated documentation used in the operation of a
23 computer system;
24 “Computer system”, a set ofrelated, connected or unconnected,
25 computer equipment, devices and software;
26 “Property”, any tangible or intangible item of value and includes.
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but is not limited to, financial instruments, geophysical data or the
interpretation of that data, information, computer software,
computer programs and computer-produced or stored data,
supporting documentation, computer software in either machine
or human readable form and any other tangible or intangible item
of value;
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“Services”, includes, but is not limited to, computer time, data
processing and storage functions and other uses of a computer,
computer system or computer network to perform useful work;
and
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“Supporting documentation”, includes, but is not limited to,

all documentation used in the construction, classification, imple-
mentation, use or modification of computer software, computer
programs or data.
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Section 30C. (1) Whoever uses a computer, computer system,
computer network or any other property as defined in section
thirty B for the purpose of devising or executing a scheme or
artifice with the intent to defraud or for the purpose of obtaining
money, property, services or other thing of value by means of a
false or fraudulent pretense or representation shall, if the value of
the money, property, services or other thing of value exceeds one
hundred dollars, be punished by imprisonment in the state prison
for not more than five years, or by a fine of not more than six
hundred dollars and imprisonment in a jail or house of correction
for not more thantwo years; or if the value of the money, property,
services or other thing of value does not exceed one hundred
dollars, shall be punished by imprisonment in a jail or house of
correction for not more than one year or by a fine of not more than
three hundred dollars, or both.
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(2) Whoever willfully and without authorization, gains or
attempts to gain access to and damages, modifies, alters, destroys,
copies, discloses or takes possession of a computer, computer
system, computer network or any other property as defined in
section thirty B shall be punished by imprisonment in the state
prison for not more than five years, or by a fine of not more than
six hundred dollars and imprisonment in ajail or house of correc-
tion for not more than two years.
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(3) Whoever willfully exceeds the limits of authorization and
damages, modifies, alters, destroys, copies, discloses or takes
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66 possession of acomputer, computer system, computer network or
67 any other property as defined in section thirty B shall be punished
68 by imprisonment in the state prison for not more than five years,
69 or by a fine of not more than six hundred dollars and imprison-
-70 ment in a jail or house of correction for not more than two years.
71 (4) Whoever willfully and without authorization, gains or
72 attempts to gain access to a computer, computer system, computer
73 network or any other property as defined in section thirty B shall
74 be punished by imprisonment in a jail or house of correction for
75 not more than one year or by a fine of not more than three hundred
76 dollars, or both.
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