
HOUSE No. 514
By Mr. Antonioni of Leominster, petition of Robert A. Antonioni

for legislation to prevent computer crime. Criminal Justice.

In the Year One Thousand Nine Hundred and Ninety-Two.

An Act prohibiting certain acts relative to computers, computer

DATA AND COMPUTER SYSTEMS.

Be it enacted by the Senate and House ofRepresentatives in General
Court assembled, and by the authority of the same, asfollows:

1 SECTION 1. The general court hereby finds and declares as
2 follows:
3 1. The development of computer technology has resulted in the
4 concomitant proliferation of computer crime and other forms of
5 unauthorized access to computers, computer systems and
6 computer data.
7 2. This technology has also given rise to new communication,
8 privacy and property interests of importance to individuals,
9 businesses and state and local governments in the commonwealth.

10 3. The protection of the integrity of computer systems is vital
11 to the health, welfare, safety and prosperity of individuals and
12 businesses in the commonwealth.
13 4. The integrity of computer systems must be protected in a
14 manner that does not unlawfully infringe on the fundamental
15 rights of the users of computer technology, including freedom of
16 speech and association and privacy, and does not impede
17 legitimate use of computer systems.

1 SECTION 2. The General Laws of Massachusetts, as appear-
-2 ing in the 1988 Official Edition are hereby amended by inserting
3 after Chapter 266 the following new chapter:
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7 shall have the following meanings:
8 “Access”, to gain entry to or to communicate with a computer
9 system or computer network by using a computer terminal or

10 similar device.
11 “Computer equipment” or “computer hardware”, central
12 processing units, microprocessors, data storage and other
13 computer memory devices, and computer terminals or similar
14 devices.
15 “Computer network”, two or more computer systems connected
16 so as to permit the exchange or sharing of data between or among
17 them.
18 “Computer program” or “software”, a set of computer-readable
19 instructions or statements which when executed by the central
20 processing unit or microprocessor of a computer system causes
21 the computer system or the computer network to which it is
22 connected to perform computer services.
23 “Computer system”, computer equipment or hardware
24 connected together and operating under the control of one or
25 more computer programs.
26 “Data”, information stored in a computer system or on
27 electronic media or processed in a computer system.
28 “Injury”, addition, alteration, damage, deletion, destruction,
29 denial of access with respect to data in, or functions of, a computer
30 system or network.
31 “Victim expenditure”, any expenditure reasonably and neces-
-32 sarily incurred by the lawful user of a computer system or
33 computer network (i) to verify that the user’s data or computer
34 programs were or were not injured and (ii) to repair any injury.
35 “Without authorization”, without the permission of, or in
36 excess of, the permission of an owner, lessor or rightful user of
37 someone licensed or privileged by an owner, lessor or rightful user
38 to grant such permission.
39 Section 2. Any person who without authorization commits any
40 of the following acts shall be guilty of a crime;

6 Section 1. For thepurposes of this chapter, the following terms

CHAPTER 266A.
Computer Crimes.
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41 (1) Accesses a computer system or computer network and
42 purposefully or knowingly uses or causes to be used computer
43 services. This clause shall not apply to any person who accesses
44 or uses the computer, computer system or computer network of
45 another provided such activities (i) do not cause an injury as
46 defined in section one or (ii) the aggregate value of the computer
47 services which are used wrongfully are not in excess of two
48 hundred and fifty dollars.
49 (2) Accesses a computer system or computer network and
50 purposefully or knowingly disrupts or causes the disruption of
51 computer services to an authorized user of a computer, computer
52 system, or computer network; or
53 (3) Whoever violates any of the provisions of this section shall
54 be punished by imprisonment in state prision for not more than
55 three years, or by a fine of not more than one hundred thousand
56 dollars or by such fine and imprisonment.
57 Section 3. Any person who without authorization commits any
58 of the following acts shall be guilty of a crime;
59 (1) Accesses a computer system or computer network and
60 recklessly adds, alters, damages, deletes or otherwise uses any data
61 which is in a computer system or computer network.
62 (2) Purposefully, or knowingly, with the intent to injure,
63 provides or assists in providing a means of accessing a computer,
64 computer system, or computer network provided such activity
65 causes an injury as defined in section one.
66 Whoever violates any of the provisions of this section shall be
67 punished as follows:
68 (A) For a first violation which does not result in an injury, a
69 fine of not more than one thousand dollars.
70 (B) For any violation which does not result in a victim
71 expenditure, a fine of not more than five thousand dollars, or for
72 a second or subsequent violation, by a fine ofnot more than ten
73 thousand dollars.
74 (C) For any violation that results in a victim expenditure in
75 an amount of greater than five thousand dollars, by a fine not
76 exceeding twenty-five thousand dollars, or by imprisonment in a
77 jail or house of correction for a term of not more than one year
78 or by both such fine and imprisonment.
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79 Section 4. Any act or conduct in violation of either section two
80 or section three which results in an injury shall be deemed an unfair
81 or deceptive act of practice under the provisions of chapter ninety-
-82 three A.
83 Section 5. For the purposes of bringing a civil or criminal
84 action under this chapter, a person who causes by any means the
85 access of a computer system or computer network in one
86 jurisdiction from another jurisdiction is deemed to have
87 personally accessed the computer system or computer network in
88 each jurisdiction.

1 SECTION 3. There is hereby established a study commission
2 on computer technology and law. The commission shall consist
3 of nineteen members who shall serve without compensation.
4 Notwithstanding any provision of section six of chapter two
5 hundred and sixty-eight Ato the contrary, the commission shall
6 consist of the attorney general or his designee, who shall be
7 chairman, the secretary of the executive office of economic affairs
8 or his designee, the senate chair of the jointcommittee on criminal
9 justice, the house chair of the joint committee on criminal justice

10 and fifteen persons appointed by the governor, one of whom shall
11 be a representative from each of the following organizations to
12 be selected from a list of recommendations provided by that
13 organization: the Massachusetts Computer Software Council, the
14 Massachusetts High-Tech Council, the Massachusetts Bar
15 Association, the Boston Bar Association, the state council of the
16 AFL-CIO, and the Boston Computer Society, one representative
17 of the computer hardware industry, one representative from the
18 financial services industry, one representative of the telcommun-
-19 ications industry, one major commercial user, two district
20 attorneys or their designees, one chief of police of a city or town
21 in the commonwealth, one representative from an institution of
22 higher education and one representative with expertise in the
23 defense of civil liberties in the commonwealth.
24 Said commission shall investigate the legitimate communica-
-25 tion, privacy, law enforcement and property interests of
26 individuals, businesses and governmental entities within the
27 commonwealth implicated by the new computer technologies and
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28 shall evaluate the sufficiency of existing Massachusetts law to
29 protect and preserve those interests.
30 Said commission shall report to the general court the results
31 of its investigation and study, and its recommendations, if any,
32 together with drafts of legislation to carry its recommendations
33 into effect, by filing its reports with the clerk of the house of
34 representatives and with the clerk of the senate on or before
35 November 1, 1991.

1 SECTION 4. (1) Section 3 of this Act shall take effect upon
2 its passage.
3 (2) This act may be cited as “The Computer Crimes Act.”
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