
No.HOUSE 82
Accompanying the forty-eighth recommendation of the Executive

Office of Consumer Affairs and Business Regulation (House, No. 34).
Insurance.

In the Year One Thousand Nine Hundred and Ninety-One

An Act relative to insurance information and privacy

PROTECTION.

Be it enacted by the Senate and House ofRepresentatives in General
Court assembled, and by the authority ofthe same, asfollows:

1 SECTION 1. The General Laws are hereby amended by
2 inserting after chapter 175H, as set forth in the 1988 Official
3 Edition, the following chapter:

4
5

6 Section 1. As used in this chapter the following words shall have
7 the following meanings unless by the content another meaning is
8 clearly intended:
9 Adverse underwriting decision - any of the following actions

10 relating to an insurance transaction involving individually
11 underwritten insurance coverage: (1) a denial, in whole or in
12 part, of insurance coverage; (2) a termination or cancellation, in
13 whole or in part, of insurance coverage; (3) failure of an
14 insurance producer to apply for coverage with a specific insurer
15 which an applicant requests and which the agent represents;
16 (4) an offer to insure at higher than standard rates.
17 Commissioner the commissioner of insurance
18 Individual a natural person.
19 Insurance producer —an agent, broker, adjuster or other
20 person conducting activities referred to in sections 162 through

je Commontoealtf) of ifflaftSacfjusctW

CHAPTER 1751.
CONSUMER PRIVACY PROTECTION.



HOUSE No. 82 [January2

(

t

r

t

21 177 of chapter 175 and insurance advisors as defined in
22 sections 177 A through 177 D of chapter 175.
23 Insurance support organization -an individual, corporation,
24 association, partnership or other legal entity which regularly
25 engages, in whole or in part, in the practice of collecting, storing
26 or disseminating information about individuals for the purpose
27 of providing information to an insurance organization or
28 producer for insurance transactions.
29 Investigative consumer report a consumer report in which
30 information about an individual’s character, general reputation,
31 personal characteristics or mode of living is obtained through
32 personal interviews with individuals who know or know of the
33 individual in either a personal, business or professional capacity.
34 Person —an individual, corporation, association, partnership
35 or other legal entity.
36 Personal information any individually identifiable infor-
-37 mation from which judgments can be made about an individual’s
38 character, habits, avocations, finances, occupation, general
39 reputation, credit, health or any other personal characteristics
40 including medical and psychiatric information.
41 Pretext interview an interview whereby a person, in an
42 attempt to obtain information about an individual, performs one
43 or more of the following acts; (1) pretends to be someone he is
44 not; (2) pretends to represent a person he is not in fact
45 representing; (3) misrepresents the true purpose of the interview;
46 or (4) refuses to identify himself upon request.
47 Purge remove an item of information and all reference to
48 it so that there is no indication that the information was ever
49 present.
50 Record - any and all information held on an individual by
51 arecord holder, including but not limited to personal information.
52 Record holder any institution or entity, other than a
53 residual market mechanism established for property and casualty
54 risks, which provides, sells or offers for sale an insurance contract,
55 a health maintenance contract, a preferred provider arrangement,
56 a medical service plan, a non-profit hospital service plan, a non-
-57 profit dental service plan, a non-profit optometric service plan or
58 a fraternal benefit plan; or an insurance support organization.



HOUSE - No. 821991] 3

59 Residual market mechanism an association, organization
60 or other entity defined or described in chapter one hundred and
61 seventy-five section one hundred and thirteen H; chapter one
62 hundred and seventy-five C; St. 1975 c. 362; and St. 1985, c. 223.
63 Personal pronouns shall be interpreted to include masculine or
64 feminine, the singular or plural and to refer to individuals or
65 organizations, as the context requires.
66 Section 2. It is the policy of the commonwealth that every record
67 holder shall respect the privacy of individuals, at least in the
68 following particular respects:
69 (a) A record holder shall not collect any information about an
70 individual which is unrelated to a specific insurance transaction,
71 except information collected and maintained by a medical service
72 provider for the purpose of providing medical services to an
73 individual, and shall not collect or maintain personal information
74 which it knows or should know is inaccurate.
75 (b) A record holder shall collect personal information only
76 (I) from the individual to whom it relates, (2) from other
77 individuals or organizations pursuant to a valid consent to
78 disclosure of personal information form signed by the individual
79 as described in subsection (k), or (3) as otherwise authorized by
80 the commissioner.
81 (c) A record holder shall limit its information collection and
82 dissemination practices to those described in a written notice
83 provided to an individual prior to the collection of any personal
84 information about such individual. The notice shall describe, in
85 language which conforms to the plain language standards for a
86 policy form of insurance under the provisions of subsection one
87 of section two B of chapter one hundred and seventy-five, the
88 following;
89 (1) the nature of the information sought, the methods by
90 which such information may be gathered, and the purposes for
91 which such information may be used;
92 (2) the third party sources expected to be solicited for infor-
-93 mation about the individual, and the types of information sought
94 from each source;
95 (3) the types ofinformation which may be disclosed, persons
96 and parties to whom this information may be disclosed, and the
97 circumstances under which such disclosure may be made;
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98 (4) the individual’s right to access to, and correction of,
99 recorded personal information, including sources of such infor-

-100 mation, and the procedures by which this right may be exercised.
101 (d) A record holder shall not use or authorize the use of pretext
102 interviews to obtain information in connection with an insurance
103 transaction, or collect any information without first identifying
104 itself or its representative to the individual or to any third party
105 source solicited for information about the individual; provided,
106 however, a pretext interview may be undertaken to obtain infor-
-107 mation from a person or entity that does not have a generally or
108 statutorily recognized privileged relationship with the individual
109 where there is a reasonable basis for suspecting criminal or
110 fraudulent activity and for the purposes of investigating such
111 criminal or fraudulent activity.
112 (e) An individual shall have an absolute right to see and have
113 a photocopy of any personal information maintained on him by
114 a record holder except where, based upon specific information
115 available for review by the commissioner, there is a reasonable
116 basis for suspecting criminal activity or fraud in connection with
117 such information. Such information may be withheld for the time
118 it takes the record holder to complete its investigation, or
119 prosecute on its basis adverse administrative action or a criminal
120 proceeding against the individual, except to the extent otherwise
121 required by law.
122 (0 A record holder may charge reasonable fees for the search
123 and copying of personal information in its files, but the charge
124 for copying shall be no greater than the commercial cost of
125 copying.
126 (g) If an individual contests the accuracy or relevance of
127 personal information about him held by a record holder, the
128 record holder shall (1) make the requested corrections or
129 deletions or (2) inquire of its original sources to see if the infor-
-130 mation can be confirmed, and, if it cannot be, purge the infor-
-131 mation or make the changes called for by the individual or (3) if
132 the original sources do confirm the information, receive from the
133 individual and hold with the contested information a writing
134 which specifies the changes demanded; and in making and
135 dissemination thereafter of the contested information, the holder
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136 shall also disseminate the information in the writing received from
137 the individual.
138 (h) An individual who is not satisfied with the record holder’s
139 conduct with respect to the contested information shall have the
140 right to review by the commissioner to determine whether such
141 conduct was appropriate. The commissioner shall, upon the
142 individual’s request, treat any personal information submitted in
143 connection with the review as confidential. After giving appro-
-144 priate notice and an opportunity to be heard to all interested
145 parties, subject to appropriate confidentiality safeguards, the
146 commissioner may enter a cease and desist order and take such
147 affirmative action as in the judgment of the commissioner will
148 carry out the purposes of this chapter. Sanctions imposed
149 pursuant to this subsection may be imposed in lieu of or in
150 addition to any other provided by law.
151 (i) A record holder shall not disseminate personal information
152 except as specifically authorized by the individual to whom it
153 relates.
154 (j) A record holder shall not disseminate personal information
155 relating to an individual’s having, or being suspected of having,
156 acquired immune deficiency syndrome (AIDS), AIDS-related
157 complex (ARC) or having tested positive for the presence in his
158 blood of antibodies to AIDS virus or viruses, except as authorized
159 in this section and as authorized in the commissioner’s regulations
160 governing the use of AIDS-related information for life and health
161 insurance.
162 (k) As used by a record holder, any authorization or consent
163 of an individual to the collection or dissemination by others of
164 personal information about him shall (1) be on a form prescribed
165 by the commissioner in his regulations, containing such infor-
-166 mation as he may require, (2) conform to the plain language
167 standards referred to in subsection (c) of this section, and (3) be
168 specific, contemporaneous, voluntary and revocable. Only an
169 originally signed and dated consent form, and not a reproduction
170 thereof, shall give authority to transfer personal information, and
171 a copy of it shall be given to the individual upon its being signed
172 and dated by him.
173 (1) A record holder shall not make an adverse underwriting
174 decision with regard to any individual without offering
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175 contemporaneously with the notification to the individual to
176 provide upon the individual’s request, a clear, adequate and
177 prompt written explanation of the specific reason(s) for the
178 decision and supporting information on which the decision is
179 based, including the source(s) of such information. A record
180 holder shall not base an adverse underwriting decision on (1) a
181 previous adverse underwriting decision or information obtained
182 from an insurance support organization, without further
183 independent investigation of such decision or information by the
184 record holder, or (2) information regarding an individual’s race,
185 gender, nationality, religious beliefs, sexual orientation, or, other
186 than in connection with family health plans, marital status.
187 (m) A record holder shall not reveal personal information in
188 response to a subpoena or other compulsory legal process
189 notifying the individual to whom the process relates of the process
190 in sufficient time so that he may seek to have it quashed; provided,
191 that this subsection shall not apply to subpoena or compulsory
192 legal process issued pursuant to an investigation of criminal
193 activity or fraud.
194 (n) Before a record holder may conduct an investigative
195 consumer report, the holder shall inform the individual who is
196 the subject of the report and shall provide an opportunity for the
197 individual to be interviewed during the preparation of the report
198 and to obtain a copy of the final report. Preparation of such report
199 shall be done in a manner and subject to such limitations as the
200 commissioner shall determine are appropriate; no such report
201 shall contain any information designed to determine the sexual
202 orientation of the individual or information relating to counseling
203 for Acquired Immune Deficiency Syndrome (AIDS) or AIDS
204 related complex (ARC), as defined by the Centers for Disease
205 Control of the United States Public Health Service.
206 Section 3. Except as otherwise required by law, confidential
207 health care information in the possession of a record holder shall
208 not be subject to compulsory legal process in any type of
209 proceeding, and an individual to whom the information relates or
210 his authorized representative shall have the right to refuse to
211 disclose and to prevent a witness from disclosing, such infor-
-212 mation.
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213 Section 4. No record holder shall collect records of laboratory
214 test results from a laboratory unless that laboratory, if located
215 or doing business in the commonwealth, has been licensed or
216 approved by the Department of Public Health pursuant to
217 section 184A; and has established and maintains procedures and
218 standards which have been approved by the commissioner for
219 maintenance of records, testing and confidentiality to ensure
220 accurate test results and accurate reporting of test results; and such
221 laboratory agrees to make available to the commissioner such
222 records as are not confidential in order for him to determine
223 whether the laboratory is in compliance with the provisions of this
224 subsection. The commissioner may revoke or suspend his
225 approval after hearing upon due notice, in the event the laboratory
226 ceases to meet the requirements of this subsection. Every
227 laboratory which has received such approval shall notify the
228 commissioner promptly of every material change in its licensure
229 status, or such procedures and standards.
230 Section 5. A laboratory that conducts tests for purposes of
231 insurance transactions of any resident of the commonwealth shall
232 designate and file with the commissioner the name and address
233 of a resident of this commonwealth upon whom notices or orders
234 of the commissioner or process affecting such laboratory may be
235 served.
236 Section 6. An insurance support organization that collects,
237 stores and disseminates personal information concerning any
238 resident of the commonwealth or otherwise transacts business in
239 the commonwealth shall designate and file with the commissioner
240 the name and address of a resident of this commonwealth upon
241 whom notices or orders of the commissioner or process affecting
242 such insurance support organization may be served.
243 Section 7. If the commissioner has good cause to believe that
244 any record holder, insurer, producer, laboratory, or insurance
245 support organization has violated or is violating this chapter or
246 his regulations thereunder, he may investigate and inquire into
247 the affairs of such person and shall have the power to proceed
248 formally by holding a public hearing, issuing subpoenas and
249 compelling testimony and the production of documents. Before
250 proceeding formally he shall give the person at least three weeks
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written notice of the charges and of his intended action if the
charges are proven. The hearing shall be conducted as a formal
adjudicatory proceeding under the provisions of chapter thirty A.

251
252
253

Section 8 (a). If the commissioner determines after giving notice
of and an opportunity for a hearing, that any record holder,
insurer, producer, laboratory, or insurance support organization
has violated a provision of this chapter, or any rule or order
thereunder, he may order such record holder to cease and desist
from such unlawful act or practice and take such affirmative
action as in the judgment of the commissioner will carry out the
purposes of this chapter.

254
255
256
257
258
259
260
261

(b) If the commissioner makes written findings of fact that the
public interest will be irreparably harmed by delay in issuing an
order under subsection 8(a), he may issue a temporary cease and
desist order. Upon the entry of a temporary cease and desist order,
the commissioner shall promptly notify in writing the person
subject to the order that such order had been entered, the reasons
therefor, and that within twenty days after the receipt of a written
request from such person the matter shall be set down for hearing
to determine whether or not the order shall become permanent
and final. If no hearing is requested and none is ordered by the
commissioner, the order shall remain in effect until it is modified
or vacated by the commissioner. If a hearing is requested or
ordered, the commissioner shall, after such hearing, make written
findings of fact and conclusions of law and shall vacate, modify
or make permanent the order.

262
263
264
265
266
267
268
269
270
271
272
273
274
275
276
11l (c) If the commissioner after giving notice of and opportunity

for hearing determines that any record holder, insurer, producer,
laboratory, or insurance support organization has violated any
provision of this chapter, he may require such person to forfeit
not more than ten thousand dollars for each and every act or
practice constituting a violation of such provision, rule or order.

278
279
280
281
282
283 (d) The sanctions contained in this section may be imposed in

lieu of or in addition to any other sanctions provided by law.284
285 Section 10. Any individual aggrieved by a violation of this

chapter by a record holder may, within three years of such
violation or of the time when it reasonably should have been
discovered, commence a civil action in the superior court and may,

2X6
287
288
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289 after due hearing, be awarded injunctive relief and, except on any
290 claim against a producer, be awarded damages to the extent of
291 any harm proven, or in the amount of one thousand dollars for
292 each violation, whichever amount is greater, plus costs and
293 attorney’s fees. The remedy herein provided shall be in addition
294 to any other remedy provided by law.
295 Section 11. Any violation of this chapter by a record holder,
296 insurer, producer, laboratory, or insurance support organization
297 shall be considered a violation of chapter one hundred and
298 seventy-six D.
299 Section 12. The commissioner of insurance is authorized and
300 directed to adopt regulations, after a public hearing as provided
301 in section two of chapter thirty A, to interpret and implement the
302 provisions of this chapter.

1 SECTION 2. Section 2of chapter 1751, as inserted by
2 section one of this Act, shall take effect on January 1, 1991; and
3 the remainder of this Act shall take effect on July 1, 1991.
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