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An Act to prohibit access to computers, computer systems, and

COMPUTER NETWORKS FOR CERTAIN FRAUDULENT PURPOSES; TO PRO-

HIBIT INTENTIONAL AND UNAUTHORIZED ACCESS, ALTERAtion, DAM-

AGE, AND DESTRUCTION OF COMPUTERS, COMPUTER SYSTEMS, COMPU-

TER NETWORKS, COMPUTER SOFTWARE PROGRAMS, AND DATA; AND

TO PRESCRIBE PENALTIES.

Be it enacted by the Senate and House ofRepresentatives in General
Court assembled, and by the authority of the same, as follows:

fj | SECTION I. For the purposes of this act, the words and
2 phrases defined in sections 2 and 3 have the meanings ascribed to
3 them in those sections.

1 SECTION 2. (!) "Access” means to approach, instruct, com-
-2 municate with, store data in, retrieve data from, or otherwise use
3 the resources of, a computer, computer system, or computer net-
-4 work.
5 (2) “Computer” means an electronic device which performs
6 logical, arithmetic, and memory functions by the manipulations of

7 electronic or magnetic impulses, and includes input, output, pro-
8 cessing, storage, software, or communication facilities which are
9 connected or related to a device in a system or network.

10 (3) “Computer network” means the interconnection of com-
-1 l munication lines with a computer through remote terminals, or a
12 complex consisting of two or more interconnected computers.
13 (4) “Computer program” means a series of instructions or state-

-14 ments, in a form acceptable to a computer, which permits the
15 functioning of a computer system in a manner designed to provide
16 appropriate products from the computer system.
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17 (5) “Computer software” means a set of computer programs,
18 procedures, and associated documentation concerned with the
19 operation of a computer system.
20 (6) “Computer system” means a set of related, connected or
21 unconnected, computer equipment, devices, and software.

1 SECTION 3. (I) “Property includes financial instruments; in-
-2 formation, including electronically produced data; computer soft-
-3 ware and programs in either machine or human readable form; and
4 any other tangible or intangible item of value. fr
5 (2) “Services” includes computer time, data processing and stor-
-6 age functions. I

1 SEC T lON 4. A person shall not, for the purpose of devising or
2 executing a scheme or artifice with intent to defraud or for the
3 purpose of obtaining money, property, or a service by means of a
4 false or fraudulent pretense, representation, or promise with intent
5 to, gain access to or cause access to be made to a computer,
6 computer system, or computer network.

1 SECTION 5. A person shall not intentionally and without au-
-2 thorization, gain access to, alter, damage, or destroy a computer,
3 computer system, or computer network, or gain access to, alter,
4 damage, or destroy a computer software program or data con-
-5 tained in a computer, computer system, or computer network.

»

1 SECTION 6, A person shall not, intentionally or without au-
-2 thorization and with malice aforethought, gain access to, alter,
3 damage, or destroy a program or data contained in a computer,
4 computer system, or computer network for thepurpose of harming
5 an individual’s reputation.

*

1 SECTION 7. A person who violates this act is guilty of a felony,
2 punishable to imprisonment for not more than ten years, or a fine
3 of not more than $5,000, or both. *
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