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of Linda J. Melconian, Harriette L. Chandler, Charles E. Shannon,
Steven A. Tolman and other members of the General Court for legisla-
tion relative to medical records privacy. Health Care.

Commontocaltf) of Jflajssadjusetts

In the Year Two Thousand and Three

An Act relative to medical records privacy.

Be it enacted by the Senate and House of Representatives in General
Court assembled, and by the authority of the same, as follows:

1 SECTION 1. Not withstanding any general or special law to the
2 contrary the Department of Public Health shall adopt 45 CFR
3 Parts 160 and 164, as promulgated on August 14, 2002, in their
4 entirety, with the changes specified in this act.

1 SECTION 2. “§ 160.103 Definitions.” is amended as follows:
2 “Covered entity” means; (a) any person who, for commercial,
3 financial or professional gain, monetary fees, dues, or on a coop-
-4 erative, non-profit or pro-bono basis, engages, in whole or in part,
5 and with real or constructive knowledge, in the practice of assem-
-6 bling, collecting, analyzing, using, evaluating, storing, or trans-
-7 milling protected or deidentified health information; (b) any
8 person who obtains protected health information pursuant to this
9 chapter; or (c) any employee, agent or contractor of a person cov-

10 ered under clauses (a) or (b) insofar as such employee, agent, or
11 contractor creates, receives, obtains, maintains, uses or transmits
12 protected health information. This definition shall not include
13 those entities who maintain protected health information solely
14 for emergency medical purposes, such as summer camps or health
15 clubs, so long as such protected health information is only used
16 for such purposes.

I SECTION 3. § 164.502 (a)(1)(H) shall be deleted
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1 SECTION 4. § 164.506 shall be amended as follows
2 “Uses and disclosures to carry out treatment, payment, or
3 health care operations, (a) Standard: Permitted uses and disclo-
-4 sures. A covered entity may only condition the provision to an
5 individual of treatment, payment, enrollment in the health plan, or
6 eligibility for benefits upon authorization from that individual to
7 use or disclose protected health information for treatment, pay-
-8 ment, or health care operations when that protected health infor-
-9 mation is necessary for such treatment or payment, and such use

10 or disclosure is consistent with other applicable requirements of
11 this subpart.

1 SECTION 5. § 164.506 (b) shall be deleted

1 SECTION 6. § 164.506 (c) shall be amended as follows:
2 (c) Implementation specifications; For purposes of § 164.506
3 (a) Treatment, payment, or health care operations may include the
4 following:
5 (1) A covered entity may use or disclose protected health infor-
-6 mation for its own treatment, payment, or health care operations.
7 (2) A covered entity may disclose protected health information
8 for treatment activities of a health care provider.
9 (3) A covered entity may disclose protected health information

10 to another covered entity or a health care provider for the payment
11 activities of the entity that receives the information, if each entity
12 , either has or had a relationship with the individual who is the sub-
-13 ject of the protected health information being requested, the pro-
-14 tected health information pertains to such relationship, and the
15 disclosure is:
16 (i) For a purpose listed in the definition of payment; or (ii) For
17 the purpose of health care fraud and abuse detection or compli-
-18 ance.
19 (4) A covered entity may disclose protected health information
20 to another covered entity for health care operations activities of
21 the entity that receives the information, if each entity either has or
22 had a relationship with the individual who is the subject of the
23 protected health information being requested, the protected health
24 information pertains to such relationship, and the disclosure is:
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25 (i) For a purpose listed in paragraph (1) or (2) of the definition
26 of health care operations; or (ii) For the purpose of health care
27 fraud and abuse detection or compliance. (5) A covered entity that
28 participates in an organized health care arrangement may disclose
29 protected health information about an individual to another cov-
-30 ered entity that participates in the organized health care arrange-
-31 ment for any health care operations activities of the organized
32 health care arrangement.

1 SECTION 7. (a) No entity with subpoena power shall issue a
2 subpoena or comparable compulsory legal process for protected
3 health information until it makes a good faith effort to notify
4 every party whose records are described in the subpoena. Any
5 individual whose protected health information is subpoenaed or
6 pursed under a comparable compulsory legal process shall have
7 the power to appeal that order to the judicial officer if the sub-
-8 poena is part of an adjudicatory proceeding or otherwise to the
9 Superior Court. No entity that holds protected health information

10 shall release said information until a court or judicial officer has
11 decided this appeal. No court or judicial officer and no entity with
12 subpoena power shall allow or issue a subpoena or comparable
13 compulsory legal process for protected health information unless
14 that information is necessary and related to the criminal, civil or
15 administrative proceeding.
16 (b) Any party that receives individually identifiable health
17 information shall not use or disclose this information except as
18 part of the criminal, civil or administrative proceeding.
19 (c) For the purpose of this section “entity with subpoena
20 power” shall be defined as any court, civil or criminal, administra-
-21 live agency, constitutional office or notary public, that has power
22 to issue a subpoena or comparable compulsory legal process.

1 SECTION 8. (a) There shall be within the department of public
2 health a medical records privacy ombudsman, who shall be a
3 person of demonstrated concern for and expertise in privacy, and
4 who shall be appointed by and serve at the pleasure of the com-
-5 missioner of the department of public health. The ombudsman
6 shall serve on a full time basis and shall not be subject to the pro-
-7 visions of section 9B of chapter 30 or chapter 31 of the Ocneral
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8 Laws. Subject to appropriation, the commissioner may assign
9 such other staff as may be appropriate to assist in carrying out the

10 duties of the ombudsman.
11 (b) The ombudsman shall:
12 (1) assist members of the public, government agencies, and
13 covered entities in understanding this chapter or other information
14 privacy laws or regulations;
15 (2) collect technical information and information regarding best
16 practices, and provide technical assistance to individuals and
17 others subject to this chapter;
18 (3) compile and make available for review relevant federal and
19 state laws and regulations governing the privacy of medical
20 records in the commonwealth;
21 (4) carry out an initial study and follow-up reviews of the col-
-22 lection and creation of protected and deidentified health informa-
-23 tion by governmental agencies and public health authorities, with
24 a view to recommending measures for the minimization of the col-
-25 lection and creation of protected health information and the appli-
-26 cation of effective measures for deidentification; and
27 (5) prepare and submit a biannual report on the state of medical
28 record privacy to clerk of the senate and the clerk of the house of
29 representatives.

1 SECTION 9. (a) The attorney general may bring an action in
2 superior court against any covered entity for a serious and inten-
-3 tional violation of this chapter, seeking injunctive or declaratory
4 relief, civil penalty of not more than $3,000 for each such viola-
-5 tion or, if the attorney general finds that such violations have
6 occurred with such a frequency as to constitute a pattern or prac-
-7 tice, a civil penalty of not more than $250,000 and exclusion from
8 participation in any state funded health care program.
9 (b) In addition to prosecution by the attorney general, serious

10 and intentional violations which have occurred with such fre-
11 quency as to constitute a pattern or practice may also result in the
12 loss of licensure or certification granted by the licensing agency
13 of the commonwealth.
14 (c) An individual who has been harmed by a violation of this
15 chapter may bring an action in superior court against any covered
16 entity seeking injunctive or declaratory relief, special and com-
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17 pensatory damages and. in the case of a serious and intentional
18 violation, treble damages. If the alleged violation involves sensi-
-19 tive health information, an individual may, in addition to the
20 remedies listed in this section, seek the greater of actual or liqui-
-21 dated damages in the amount of $3,000 dollars. If such individual
22 is the prevailing party, the court may award reasonable attorney's
23 fees and other litigation costs and expenses, including expert fees
24 reasonably incurred, (d) Any civil action brought under this
25 section shall be commenced by the later of: (1) three years after
26 the cause of action accrued, or (2) one year after such cause was
27 discovered; provided, however, that any such action shall be corn-
-28 menced no more than five years after the cause of action accrued.
29 (e) A covered entity who knowingly and intentionally violates
30 this chapter by using, disclosing, reidentifying, obtaining, or
31 inducing another to reidentify, use or disclose protected health
32 information for commercial advantage, personal gain or to cause
33 malicious harm shall be punished (1) by a fine of not more than
34 $50,000 dollars, imprisonment of not more than one year in a
35 house of correction, or both; or (2) if the offense was committed
36 under false pretenses, by a fine not more than $250,000 dollars or
37 imprisonment not more than five years in a house of correction.
38 exclusion from participation in any state funded health care pro-
-39 gram, or any combination of these penalties.
40 (f) The superior courts of the commonwealth shall have original
41 jurisdiction over any actions, whether criminal or civil, brought
42 pursuant to this chapter.
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