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INTRODUCTION

This Privacy Handbook sets out the procedures of the Massachusetts Department of
Mental Health for creating, using and disclosing the Protected Health Information
of individuals who apply for and/or receive DMH services.

The Health Insurance Portability and Accountability Act (HIPAA) is a federal law
(Public Law 104-191) that, in part, protects both an individual's right to keep and/or
transfer his/her health insurance when moving from one job to another and the privacy of
the individual's Protected Health Information (PHI).  PHI is defined as individually
identifiable information relating to the past, present or future physical or mental health or
condition of an individual, provision of health care to an individual, or the past, present or
future payment for health care provided to an individual.  Federal regulations (45 CFR
Parts 160 and 164) implement the privacy portion of HIPAA.  The privacy portion of
HIPAA became effective on April 14, 2003.

The Massachusetts Department of Mental Health (DMH) is considered a Health Care
Provider under HIPAA.  As such, DMH is required to have policies and procedures that
comply with HIPAA.  However, under HIPAA, any state law or regulation that offers
individuals more protection or more privacy rights supercedes HIPAA.  Thus, in
implementing HIPAA, DMH must ensure that its policies and procedures also comply
with state law.

DMH Policy #03-2, Management of Protected Health Information, effective April 14,
2003, was issued to establish the overall structure of DMH's compliance with HIPAA
privacy regulations and applicable state privacy laws.   This policy mandates the
development and use of the DMH Privacy Handbook.  This Handbook contains DMH's
procedures for collecting, using, maintaining, disclosing and otherwise protecting PHI.
All DMH Workforce Members must follow the procedures as set forth in the Handbook.
For the purpose of this Handbook, a DMH Workforce Member is defined as an
employee, volunteer, trainee, or other person whose conduct in the performance of work
for DMH is under the direct control of DMH, regardless of whether he or she is paid by a
DMH office, facility or program.

DMH Policy #03-2 also directs DMH to appoint a Privacy Officer.  The Privacy Officer
is the DMH administrator responsible for the development, implementation, maintenance
and adherence of department-wide policies and procedures related to safeguarding PHI.
Any questions regarding HIPAA, state privacy laws, DMH Policy #03-2, Management of
Protected Health Information, or this Handbook can be directed to the DMH Privacy
Officer who can be reached by e-mail at PrivacyOfficer@DMH.state.ma.us or by phone
at 617-626-8160.



Table of Contents
4/14/03

1

TABLE OF CONTENTS

INTRODUCTION

Chapter 1. Administrative Requirements

Chapter 2. Workforce Members’ Responsibilities

Chapter 3. Physical and Technical Safeguards

Chapter 4. Notice of Privacy Practices

Chapter 5. Designated Record Sets

Chapter 6. Uses and Disclosures of Protected Health Information

Chapter 7. Business Associates

Chapter 8. Authorization for Use and Disclosure of Protected Health Information

Chapter 9. Minimum Necessary Rule

Chapter 10. Verification of the Identity and Authority of the Requester

Chapter 11. Right of Individuals or Personal Representatives to Access Protected
Health Information Maintained by DMH

Chapter 12. Right to an Audit Trail of Certain Disclosures of Protected Health
Information

Chapter 13. Right to Amend Protected Health Information

Chapter 14. Right to Request Confidential Communications

Chapter 15. Right to Request Restrictions on the Use and/or Disclosure of
Protected Health Information

Chapter 16. Privacy Complaint Process

APPENDICES

A – Glossary
B – Workforce Access to PHI Created and Maintained by DMH Table and

Definitions
C – Routine Disclosures and Requests
D – Privacy Personnel
E -  Index to Privacy Forms and Letters
F -  De-identification Information

NOTE:  Forms, Letters and the Notice of Privacy Practices referenced in the
Handbook are not included in the Chapters themselves, but may be accessed by
clicking on Forms, Letters and Notice of Privacy Practices on the opening HIPAA
web page.



Administrative Responsibilities
4/14/03

1

CHAPTER 1

ADMINISTRATIVE REQUIREMENTS

I. GENERAL RULE

DMH must establish and maintain appropriate administrative safeguards to
prevent any intentional or unintentional violation of state or federal privacy laws.

II. SPECIFIC REQUIREMENTS AND DMH PROCEDURES

A. Personnel Designation

DMH must designate and document the designation of the following
individuals:

1. Privacy Officer.  A Privacy Officer who is responsible for the
development, implementation, and maintenance of and adherence to
department-wide policies and procedures related to safeguarding
Protected Health Information (PHI). (See Handbook Appendix D.)
The Privacy Officer must work closely with others in DMH to assure
compliance with all federal and state laws and regulations and DMH
policies and procedures related to PHI.

2. Contact Person.  A contact person or office responsible for receiving
complaints relating to PHI and for providing information about
DMH’s privacy policies and procedures.  The contact person and the
Privacy Officer may be the same individual. (See Appendix D.)

B. Training Requirements

DMH must take the following training actions:

1. Upon the issuance of the Privacy Handbook, all DMH Workforce
Members must receive training on applicable DMH policies and
procedures relating to PHI as is necessary and appropriate for such
persons to carry out their job functions within DMH.

2. Each DMH Workforce Member who begins working after April 14,
2003 shall receive the training as described above within a reasonable
time after joining the DMH Workforce.

3. Each DMH Workforce Member, whose functions are impacted by a
material change in the policies and procedures relating to PHI, or by a
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change in his/her position or job description, must receive the training
as described above within a reasonable time after the change becomes
effective.

4. The contents of each training developed and implemented pursuant to
this Section II.B must be documented and retained by the DMH
Privacy Officer.  The documentation shall be retained for thirty (30)
years from the last date of the applicable training using the contents, or
if a shorter period of time, when the training no longer appears in the
training record of a current DMH Workforce Member.

5. Training participation must be recorded in the manner prescribed by
the DMH Privacy Officer for a particular training (e.g., attendance
sign-in, satisfactory completion of examination, etc.) and the
applicable Staff Development Office shall keep a record of all privacy
trainings attended by a DMH Workforce Member.  At a minimum
such documentation shall be retained for six years from the date such
individual ceases to be a DMH Workforce Member.

C. Policies and Procedures

1. Required Policies and Procedures and Documentation.  DMH shall
design and implement policies and procedures to assure the
appropriate protection of PHI by DMH Workforce Members and
Business Associates.  Copies of each DMH policy and procedure
relating to PHI that is implemented by DMH shall be retained by the
DMH Privacy Officer for a minimum of six (6) years from the date the
policy or procedure was last in effect.

2. Changes.  DMH's policies and procedures relating to PHI must be
changed as necessary to conform to changes in federal or state laws
and regulations.  Additionally, such policies and procedures shall be
reviewed periodically to ensure that they continue to be appropriate,
taking into account changes within DMH and any complaints and
suggestions that have been received relating to the use or disclosure of
PHI.  DMH may not implement a change to a policy or procedure
unless a corresponding change is made to the DMH Notice of Privacy
Practices.  (See Chapter 4, Notice of Privacy Practices.)

D. Complaint Process

DMH must have in place a process for individuals to make complaints
about DMH’s policies and procedures relating to PHI and/or DMH’s
compliance with those policies and procedures.  DMH must document all
complaints received and the disposition of each complaint. (See Chapter
16, Privacy Complaint Process.)
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E. Reports of Non-Compliance and/or Recommendations for Change to
Privacy Policies Made by DMH Workforce Members

The following procedures will be followed for reviewing reports of
breaches of, or recommendations for, changes in DMH policies or
procedures pertaining to PHI made by DMH Workforce Members.

1. DMH Privacy Officer.  In addition to reviewing potential breaches of
privacy reported through the complaint process (see Chapter 16,
Privacy Complaint Process), the DMH Privacy Officer, or designee,
shall review and, when appropriate, investigate any breach of privacy
that is reported by DMH Workforce Members and/or Business
Associates.

2. Log.  The DMH Privacy Officer shall maintain a log of such reports.
At a minimum, the log shall include the date that the report was
received, the DMH location and/or Business Associate affected by the
report, the PHI involved, the applicable DMH policies and/or
procedures, and the action taken in response.  The log shall be
maintained so that information about reports or non-compliance filed
in the immediate preceding six (6) years is readily retrievable.

3. Fact-Finding.  If fact-finding is needed, the fact-finding process
outlined in Section III.C.5. of Chapter 16, Privacy Complaint Process,
shall be used.

4. Report Outcomes.

a. Unsubstantiated Violation of Privacy Policy and Procedures.
If the DMH Privacy Officer, or designee, determines that a
violation did not occur and/or that applicable DMH policies and
procedures are in compliance with state and federal law, a written
notice of this shall be provided to the DMH Workforce Member
who made the report.  No further action is required.

b. Violation of Privacy Policy and Procedures Confirmed.  If the
Privacy Officer, or designee, confirms that a violation of privacy
policies and procedures occurred, steps shall be taken to contain
any potential harm to the subject of the PHI (Mitigation, Section
II.F.) and to assure that there are no future unauthorized uses or
disclosures of PHI.  In determining the corrective action to be
taken, the following are to be considered:

i. the need for additional training;
ii. Workforce Member discipline; and
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iii. changes to policies or procedures.

5. DMH Workforce Members' Recommendations for Changes in
Privacy Policies.  DMH Workforce Members shall be encouraged to
make recommendations regarding changing DMH polices and
procedures relating to PHI.  Such recommendations should be
submitted to the DMH Privacy Officer.  The DMH Privacy Officer, or
designee, shall review the recommendations that are received and take
such actions as he or she considers appropriate.  Efforts shall be made
to keep a DMH Workforce Member apprised as to the outcome of his
or her suggestion.

F. Mitigating Harmful Effects

DMH shall take all practicable steps to minimize any known harmful
effects resulting from the unauthorized use or disclosure of PHI by a DMH
Workforce Member and/or Business Associate and shall take steps to
correct known instances of harm.  Mitigation shall be determined on a
case-by-case basis by the DMH Privacy Officer in consultation with legal
counsel and other senior managers.  Mitigation may include, but is not
limited to, the following actions:

1. Retrieving the wrongfully disclosed information.

2. Notifying the individual who is the subject of the PHI, or his/her
Personal Representative (PR), immediately of the wrongful disclosure.
See Chapter 12, Right to an Audit Trail of Certain Disclosures of
Protected Health Information.

3. Taking operational and procedural corrective measures to remedy the
violation.

4. Taking action to discipline DMH Workforce Members as is necessary,
up to and including termination.

5. Addressing problems with Business Associates once DMH is aware of
a breach of privacy.

6. Incorporating mitigation solutions into DMH privacy policies and
procedures.

G. Sanctions

DMH must have in place, apply and document application of appropriate
sanctions against DMH Workforce Members who fail to comply with
DMH policies and procedures relating to PHI.
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1. General.  DMH Workforce Members who violate DMH policies and
procedures will be subject to appropriate disciplinary action, up to and
including termination of employment.  Not only is violation of DMH
policies and procedures grounds for disciplinary action, but violations
related to unauthorized use and disclosure of PHI may subject the
DMH Workforce Member and DMH to civil and criminal penalties,
including significant monetary costs and incarceration.

2. Documentation.  If any DMH Workforce Member is sanctioned for
the wrongful use or disclosure of PHI or for violating any other DMH
policy or procedure relating to PHI, the violation and the sanction
imposed shall be recorded in his or her personnel record.  Upon
request, the applicable Human Resources Office shall be able to
provide the DMH Privacy Officer with a report of all sanctions
relating to the infraction of DMH privacy policies and procedures that
have been imposed during the six year period immediately preceding
the request.

3. Exceptions.  Sanctions shall not be applied to disclosures of PHI by
DMH Workforce Members who are whistleblowers or crime victims if
the following conditions are met:

a. Disclosure by Whistleblowers:

i. The DMH Workforce Member is acting in good faith and on
the belief that DMH has engaged in conduct that is unlawful or
otherwise violates professional or clinical standards or that the
care, services and conditions provided by DMH potentially
endangers a DMH service recipient, DMH Workforce Member
or a member of the general public.

ii. The disclosure is made to:

• a federal or state Health Oversight Agency or Public Health
Authority authorized by law to oversee the relevant conduct
or conditions of DMH;

• an appropriate health care accreditation organization for the
purpose of reporting the allegation of failure to meet
professional standards or misconduct by DMH; or

• an attorney retained by or on behalf of the DMH Workforce
Member or Business Associate for the purpose of
determining legal options regarding disclosure conduct.

iii. The disclosing of PHI was necessary to report the "unlawful
conduct" of DMH (e.g., the use of de-identified and/or a coding
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system was not practical) and only that amount of PHI that was
necessary to report the "unlawful act" was used to protect the
privacy of the subject of the PHI.

b. Disclosure by Crime Victims.  The DMH Workforce Member is
the victim of a criminal act and discloses PHI to a law enforcement
official about the suspected perpetrator of the criminal act and the
disclosed PHI is limited to what is necessary for identification and
location purposes.

H. Refraining From Intimidation or Retaliatory Acts

No DMH office, program, facility or DMH Workforce Member shall
intimidate, threaten, coerce, discriminate against, or take other retaliatory
action against any:

1. individual, or his/her PR, if any, for exercising of his/her privacy
rights;

2. person, including a DMH Workforce Member for filing in good faith a
privacy complaint or non-compliance report with DMH or the U.S.
Department of Health and Human Services, or for participating in a
privacy related investigation, compliance review, proceeding or
hearing;

3. DMH Workforce Member for helping an individual or his or her PR, if
any, to exercise their privacy rights or to file a complaint or participate
in a privacy related investigation; or

4. person opposing any act or practice alleged to be unlawful under state
or federal law; provided the person has a good faith belief that the
practice opposed is unlawful, and the manner of opposition is
reasonable and does not involve a disclosure of PHI.

I. Cannot Require the Waiver of Privacy Rights

No DMH office, program, facility or DMH Workforce Member shall
require individuals to waive any of their privacy rights as a condition of
treatment or eligibility for services.  Privacy rights include the right to
access records; the right to request amendments; the right to request
restriction on the use or disclosure of PHI, the right to request confidential
communications, and the right to an accounting of disclosures, as those
rights are set forth in this Privacy Handbook.
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III. LEGAL REFERENCE

HIPAA
45 CFR 164.530
45 CFR 164.502(j)
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CHAPTER 2

WORKFORCE MEMBERS' RESPONSIBILITIES

I. GENERAL RULE

DMH Workforce Members are responsible for preserving the integrity and
confidentiality of Protected Health Information (PHI) created and/or maintained
by DMH and for protecting against any unauthorized use or disclosure of PHI.
Additionally, all DMH Workforce Members are expected to recognize and
support the rights individuals possess regarding their PHI.  These rights (Privacy
Rights) include the following:

• The right to access their records.  Access is subject to
certain exceptions and to reasonable limitations related to
the business processes of DMH.  (See Chapter11, Right of
Individuals or Personal Representatives to Access
Protected Health Information Maintained by DMH.)

• The right to request an amendment to their records to
correct alleged inaccuracies.  Such amendments are
subject to law, professional ethics, and professional
judgment and standards.  (See Chapter 13, Right to Amend
Protected Health Information.)

• The right to request the placement of a restriction on the
use and disclosure of PHI.  (See Chapter 15, Right to
Request Restrictions on the Use and/or Disclosure of
Protected Health Information.)

• The right to an accounting of certain disclosures of PHI.
(See Chapter 12, Right to an Audit Trail of Certain
Disclosures of Protected Health Information.)

• The right to confidential communications from DMH. (See
Chapter 14, Right to Request Confidential
Communications.)
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II. SPECIFIC REQUIREMENTS AND DMH PROCEDURES

A. Confidentiality Acknowledgment

1. Required of all DMH Workforce Members.  All DMH Workforce
Members must sign a Confidentiality Acknowledgment.  The required
Acknowledgment is included at the end of this Chapter.

2. When it Must Be Signed.  An individual who is a DMH Workforce
Member on April 14, 2003 must sign the Confidentiality
Acknowledgment the earliest of (a) when he or she first receives
training on this Privacy Handbook and/or on other DMH policies and
procedures relating to PHI after April 14, 2003, or (b) August 15,
2003.  An individual who becomes a DMH Workforce Member after
April 14, 2003 must sign the Acknowledgment as of the date he/she
starts working for DMH.

3. Obtaining and Maintaining the Acknowledgment Form.

a. DMH Employees.  It is the responsibility of DMH Human
Resource Offices to obtain and maintain a signed Confidentiality
Acknowledgment for each DMH Workforce Member who is an
employee of DMH.  The signed Confidentiality Acknowledgments
are to be maintained in employees' personnel records.  To the
extent possible, the obtaining of signed Acknowledgments shall be
part of the Privacy Training that DMH Workforce Members are
required to attend.  (Section II.D.)

b. Volunteers.  It is the responsibility of the Administrator-in-
Charge, or designee, of the DMH location where a volunteer works
or with which the volunteer is otherwise affiliated (e.g., Area or
Site Office, Facility or Program) to obtain a signed Confidentiality
Acknowledgment from the volunteer.  The Administrator-in-
Charge, or designee, shall maintain such acknowledgement for a
minimum of six (6) years from the date the individual ceases his or
her volunteer work at the DMH location.  The Administrator-in-
Charge, or designee, shall maintain a current list of all volunteers
working at or affiliated with his/her DMH location.

c. Contracted Workforce Members. If DMH designates any
contracted to be a DMH Workforce Member position, the vendor
will be responsible for obtaining a signed Confidentiality
Acknowledgement from the individual(s) filling the position and
for providing the Administrator-in-Charge, or designee, of the
DMH location(s) where such individual(s) will work with the
original or a copy of the signed Confidentiality Acknowledgment.
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The Administrator-in-Charge, or designee, must maintain such
Confidentiality Acknowledgement(s) for a minimum of six (6)
years from the date the individual ceases his/her work at the DMH
location.  However, if the contract is for the services of a single
individual (e.g., consultant, hearing officer), the DMH Contract
Office responsible for the contract will be responsible for obtaining
and maintaining a signed Confidentiality Acknowledgment from
the individual. The Administrator-in-Charge, or designee, shall
maintain a current list of all contracted DMH Workforce Members
working at his/her DMH location.

B. Compliance with DMH Regulations, Policy and Procedures

DMH Workforce Members are responsible for knowing and complying
with all DMH regulations, policies and procedures related to creating and
maintaining PHI.  Workforce Members are expected to work together in a
cooperative and collaborative manner to ensure that PHI created and
maintained by DMH is protected and that individuals' Privacy Rights are
respected.

C. Limiting Use and Disclosure of PHI

DMH Workforce Members must treat PHI that is created and/or
maintained by DMH with the highest regard for confidentiality and the
privacy of the subject of the PHI.  DMH Workforce Members must not
share or use PHI with other DMH Workforce Members or others outside
of DMH unless necessary to their jobs and the use or disclosure is
permissible under DMH policies and procedures.  Personal use of PHI is
expressly prohibited.  DMH Workforce Members may not access PHI
except as necessary to perform their jobs and in accordance with the
Designated Record Set Access Documentation in Appendix B.  DMH
Workforce Members may not attempt to exceed the scope of their
authorization to access PHI or attempt to circumvent any DMH data
security mechanism.  “Browsing” or “snooping” through DMH records,
data or PHI is prohibited.

D. Duty to Attend Privacy Trainings

DMH Workforce Members must complete training(s) on policies and
procedures related to PHI (Privacy Training) as directed by their
supervisors.  At a minimum, all DMH Workforce Members must complete
Privacy Training as defined by the DMH Privacy Officer on or before
August 15, 2003, or within a reasonable time after joining the Workforce.
Each DMH Workforce Member attending or otherwise participating in
Privacy Training is responsible for ensuring that his/her participation is
formally noted in the manner prescribed for that training.  A record of the
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Privacy Trainings that a DMH Workforce Member attends will be
maintained in the applicable Staff Development Office.  At a minimum,
such documentation shall be retained for six years from the date such
Workforce Member ceases to be a DMH Workforce Member.

The Administrator-in-Charge, or designee, of each DMH location is
responsible for arranging training for their Workforce Members, as is
required, with the DMH Privacy Officer and Staff Development Office.

E. Duty to Report Violation of Privacy Policies or Procedures

A DMH Workforce Member who believes that another Workforce
Member or a Business Associate has violated a DMH policy or procedure
relating to PHI and/or otherwise violated the privacy of an individual
whose PHI is maintained by DMH shall report such violation immediately
to his/her supervisor and/or to the DMH Privacy Officer.

F. Refrain from Intimidation or Retaliatory Acts

No DMH Workforce Member shall intimidate, threaten, coerce,
discriminate against, or take other retaliatory action against any person,
including a DMH Workforce Member, for filing a privacy complaint, for
reporting a breach of the privacy policy or procedures, for assisting others
to file a complaint or making a report, or for participating in a privacy
related investigation, compliance review, proceeding or hearing.
However, nothing in this Section II.F. shall preclude DMH from taking
appropriate actions for complaints, etc., which are filed in bad faith.

III. LEGAL REFERENCE AND ATTACHMENT

HIPAA 45 CFR 164.530
Confidentiality Acknowledgment
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CHAPTER 3

PHYSICAL AND TECHNICAL SAFEGUARDS

I. GENERAL RULE

The purpose of this Chapter is to establish physical and technical safeguards that
must be followed when Protected Health Information (PHI) is being used or
disclosed.  Nothing in this Chapter specifically authorizes the use or disclosure of
PHI.  DMH has established administrative safeguards that are designed to protect
the integrity, security and confidentiality of PHI created and/or maintained by
DMH.  Included among those safeguards are guidelines establishing when PHI
may be used and disclosed by DMH Workforce Members. (See Chapter 6, Uses
and Disclosures of Protected Health Information and Chapter 8, Authorization for
Use and Disclosure of Protected Health Information.)

DMH has additional policies and procedures that govern the use of electronic
devices that are not related directly to PHI.  DMH Workforce Members are
responsible for knowing and carrying out these policies and procedures.  These
policies and procedures can be accessed on the DMH Intranet web site.

II. SPECIFIC REQUIREMENTS AND DMH PROCEDURES

A. Workstations

1. Computers.  If a computer is used by a DMH Workforce Member to
gain access to or enter PHI, the following protocols must be followed:

a. To the extent possible, a workstation should be arranged so that
neither the monitor nor the keyboard can be viewed accidentally by
another person walking by the workstation.

b. A computer must not be unattended unless the applicable DMH
Workforce Member logs out or the “lock workstation” option is
activated which requires a password to be entered to reactivate the
computer.

c. When leaving the office for the day, Workforce Members must log
off their computers.

d. Workforce Members may not have their e-mails automatically
forwarded to any address outside of the MAGnet system (i.e., to
any address that ends in other than “state.ma.us”).
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e. A password must be used to access the computer.  See Section II.
H. for rules on Passwords.

2. Paper, Floppy Disk and/or Other Hard Copy PHI.  When using
PHI that is in hard copy, efforts shall be made to avoid inadvertent
disclosures to others (e.g., viewing it privately).  PHI shall not be left
unattended in plain view in any area accessible to persons not
authorized to view the PHI, including on printers, copiers, fax
machines, scanners, laptops or other office devices.  Such PHI shall be
kept, if possible, in a locked office and/or filing cabinet and/or in
another secured location.  See also Section II. I. on Storage.

3. Verbal Communications and Telephone Use.  See Section II. D. on
Verbal Communications.

4. Voice Mail.

a. Receipt of PHI.  If voicemail and/or an answering machine are
used to receive PHI, access to the messages must be available only
through the use of passwords.  Unique passwords must be used.
The password may not be set to default and the last four digits of
the telephone number may not be used.  Passwords must be
changed whenever it is learned that they no longer are confidential.
Voicemail messages shall not be played over the speaker system
and answering machine volume shall be turned down so that
messages may not be overheard.

b. Communicating PHI.  No PHI shall be communicated to voice
mail or to an answering machine unless it is an emergency.

B Printing and Copying PHI

DMH Workforce Members may not print or copy PHI unless necessary to
perform their job functions.  In printing or copying PHI, the following
protocols should be followed:

1. Printers and copiers used for printing or copying of PHI should be in a
secure location.  If a printer is located in a public access area, PHI
shall not be printed on it unless the printer is equipped with a mailbox
or secured print.  This holds the job until the owner enters a PIN at the
printer.  The job owner must stay at the printer while the job prints.

2. Printed documents containing PHI never must be left unattended on or
by a printer or copier.
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3. Unless they are equipped with a mailbox or secured print, all printers or
copiers located in public access areas must have a sign posted above
them reminding people that no PHI may be printed there.

4. All printers or copiers that are to be repaired must have the queue
stopped and purged to prevent unauthorized individuals, such as a
repair person, from viewing PHI.

5. PHI sent to a shared printer should be promptly removed.

C. Fax Transmittal of PHI

The following procedures shall be followed with regard to fax machines
used to transmit or receive PHI and in transmitting and receiving PHI by
fax.

1. Location of Fax Machines.  Fax machines used to communicate PHI
shall not be located in areas accessible to the general public.  To the
extent possible, they should be located in areas that allow access only
to those who require access.

2. Sending PHI.  When sending a fax containing PHI, the following
protocols shall be followed.

a. Cover Page.  The cover page accompanying the fax must include a
confidentiality notice approved by the DMH Privacy Officer.  At a
minimum, this notice shall include instructions for the recipient
regarding actions to be taken if the fax has been misdirected.
Included at the end of this Chapter is an approved confidentiality
notice.  In addition, the cover page must specify the name of the
intended recipient, his/her telephone and fax numbers, and the
address and telephone number of the sender.  The cover page must
not contain PHI.

b. Stamped Confidential.  Documents containing PHI that are faxed
should be stamped "CONFIDENTIAL."

c. Verifying Destination.  Reasonable efforts shall be made to
ensure that the fax is sent both to the proper recipient and the
correct destination.  This shall include doing the following:

i. Verifying that the recipient will be available to receive the
faxed PHI.

ii. Preprogramming frequently used numbers into the machine to
prevent misdialing errors.



Physical and Technical Safeguards
 4/22/05

4

iii. Periodically and/or randomly checking all speed-dial numbers
to ensure their currency and validity.

iv. Periodically reminding those who are frequent recipients of
PHI to notify DMH if their fax number changes.

v. For new recipients, verifying the fax number by telephone
and/or by requesting a fax or e-mail from the intended recipient
with the recipient's fax number.

vi. Confirming receipt either by the fax machine or by telephone.

d. Security.  PHI shall not be left unattended at the fax machine.  The
memory feature of a fax machine shall not be used unless the
DMH Workforce Member remains in attendance at the fax
machine until confirmation or receipt is received or the fax job is
cancelled.

e. Documentation.  Retain all fax cover sheets, together with the
copies of the information faxed and fax activity confirmation
sheets from the recipient.  Disclosures by fax may be subject to an
accounting pursuant to the Chapter 12, Right to an Audit Trail of
Certain Disclosures of Protected Health Information.

3. Misdirected Faxes.  If the intended recipient does not receive a fax
because of a misdial, the internal logging system of the fax machine
shall be reviewed to obtain the misdialed number.  If possible, a
telephone call should be made to the recipient of the misdirected fax
requesting that the entire content of the misdirected fax be destroyed.
If the recipient cannot be reached by telephone, a fax should be sent to
the recipient asking that the entire content of the misdirected fax be
destroyed and that a call confirming the same be made to the sender.
Misdirected faxes are to be recorded in the audit trail of disclosures of
PHI in accordance with the Chapter 12, Right to an Audit Trail of
Certain Disclosures of Protected Health Information, and thus shall be
noted in the appropriate tracking system.  Misdirected faxes containing
PHI shall be reported to one's supervisor and to the DMH Privacy
Officer.

If a DMH Workforce Member receives a misdirected fax from another
DMH Workforce Member or a non-DMH individual or entity and the
fax contains PHI, the Workforce Member shall attempt to contact the
sender to notify him/her of the error.  If the sender does not retrieve
the PHI, it should be destroyed.
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4. Receiving PHI.  Each Division or unit that has a fax machine used to
receive PHI is responsible for developing procedures for ensuring that
incoming faxes are properly handled in compliance with the DMH
Privacy Handbook.  The procedures, at a minimum, shall include:

a. Regular checks of the fax machine for incoming faxes so that they
are removed promptly and delivered to the named recipient.

b. The destruction of PHI and/or the following of sender's
instructions for PHI faxed in error.  Additionally, the sender shall
be notified immediately of any receipt of PHI in error.

c. Managing PHI received as confidential in accordance with this
Handbook (e.g., distributing faxes in sealed envelopes).

D. Verbal Communications

1. General.  DMH policies and procedures relating to PHI apply to
verbal communications as well as to electronic and/or paper
communications.  When a DMH Workforce Member communicates
PHI verbally, he/she must be aware of his/her environment (e.g.,
whether other individuals are present that can overhear their
conversation) and take appropriate actions to minimize the chance of
inadvertent disclosures to others.  The following shall be considered:

a. Talking in the most private setting possible.

b. Keeping the volume level low enough so as not to be overheard.

c. Using a code number, or similar mechanism, to identify a specific
individual, if there is no way to prevent being overheard.

Although all reasonable care shall be taken to minimize the chance of
individuals inadvertently overhearing PHI, this requirement is not
intended to prevent Health Care Providers from talking to each other
and/or to the individuals whom they are treating.   In some situations
(e.g., a busy nursing station) it may be necessary for Health Care
Providers to speak loudly to ensure appropriate treatment.  This is
permissible even if there is a chance that individuals other than Health
Care Providers or the individual being treated may be overheard.
Similarly, it is expected that health care staff verbally may coordinate
services at facility nursing stations; that Health Care Providers will
discuss treatment with a patient or another Provider in a joint treatment
area, and that Health Care Providers will discuss a patient's condition
during training rounds, etc.
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2. Postings.  Central, Area, Site offices, facilities and programs should
consider posting signs in elevators and in other public places
reminding Workforce Members of the need to minimize conversation,
including PHI, in such places.

3. Audit Trail.  Disclosures by verbal communication may be subject to
an accounting pursuant to the Chapter 12, Right to an Audit Trail of
Certain Disclosures of Protected Health Information .

E. Use of Electronic Mail (E-Mail)

DMH Workforce Members may not e-mail PHI unless necessary to
perform their job functions or with special written permission from a
supervisor.  In e-mailing PHI, the following protocols must be followed:

1. State.Ma.Us.  PHI may be sent by e-mail if (a) the receiver’s address
ends in “state.ma.us” and (b) the e-mail is sent from an address that
also ends in “state.ma.us”.

2. To Others Addresses.  PHI may be sent by e-mail to an address that
does not end with “state.ma.us” only if the Commonwealth of
Massachusetts Secure File and Email Delivery System (SFED) is used
or the DMH Privacy Officer otherwise approves the email.

The following procedures must be followed to use the Commonwealth
of Massachusetts Secure File and Email Delivery System (SFED):

a. Send the SFED Notification Memorandum: Prior to using the
SFED System to send an e-mail to a person for the first time, the
DMH workforce member must inform the intended recipient of the
system by sending the SFED Notification Memorandum.  This will
tell the recipient what to do when they get a notice that they have a
SFED e-mail.  The SFED Notification Memorandum can be found
on the DMH Intranet web site’s Privacy page, which is accessed by
selecting the “Get HIPAA” icon on the DMH Intranet Home Page.

b. Establish an SFED account for the recipient: To establish a new
SFED account, a DMH workforce member must send an e-mail
with the word Secure: (NOTE THE COLON) in the subject line to
the individual’s e-mail address.  This only works if the email is
sent from a Department computer that is on the state e-mail
system.  An account remains established after this is done.

c. To use the SFED system for an established user: Once an account
is established for an individual, any workforce member may use
the account to send PHI to the individual.  To do this the workforce
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member must use a DMH computer on the state e-mail system and
type the word Secure: (NOTE THE COLON) in the subject line,
addressing it to the intended recipient’s regular e-mail address..
The placement of Secure: in the subject line tells the network that
the SFED system is being used.

Because state e-mail address are already behind the state firewall and
therefore secure, DMH workforce members who have a state e-mail
address are not to create SFED accounts for themselves.

3. Procedures.  In using e-mail to send PHI, the following procedures
shall be followed:

a Caution should be exercised if using the e-mail Global Address
List (GAL). When using GAL, do not assume that a name
appearing in it ends in “state.ma.us.”  Many of these names are
actually Internet e-mail addresses that have been added to the GAL
to provide a convenient way to send mail to contractors, vendors,
business partners and other external entities.

b. The e-mail must include the following Confidentiality Notice,
name of the sender and the sender’s direct telephone number:

Confidentiality Notice:  Protected Health Information
from the Massachusetts Department of Mental Health

Protected Health Information is personal and sensitive
information related to a person’s health care.  It is being
e-mailed to you after appropriate authorization from the
person or under circumstances that do not require the
person’s authorization.

If you are not the intended recipient, or the employee or
agent responsible to deliver it to the intended recipient,
the disclosure, copying or distribution of this information
is Strictly Prohibited.  If you have received this message
by error, please notify the sender immediately.

Important Warning:  This message is intended only
for the use of the person or entity to which it is
addressed and may contain information that is
privileged and confidential, the disclosure of which is
governed by applicable law.

c. Reasonable precautions must be taken to ensure that e-mails are
directed to the right person and destination, (e.g., by double-
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checking the addressee when there are multiple people on the GAL
with the same first or last name, or even the same last name).

d. Discreet subject headers shall be used, such as "Personal and
Confidential Communications."

e. To the extent possible, e-mails containing PHI shall be flagged in
the system to allow for confirmation of receipt.

f. Misdirected e-mails.  If a DMH Workforce Member becomes
aware that he/she misdirected an e-mail, a telephone call should be
made to the recipient requesting that the entire content of the
misdirected e-mail should be deleted from his/her system.  If the
recipient cannot be reached by telephone, another e-mail should be
sent with such instructions and asking the recipient to confirm the
deletion of the information.

If a DMH Workforce Member receives a misdirected e-mail from
another DMH Workforce Member or a non-DMH individual or
entity and the e-mail contains PHI, the Workforce Member shall
attempt to contact the sender by telephone if possible, or if that is
not possible, by e-mail to notify him/her of the error.  The
misdirected email should be double deleted.

4. Documentation.  Disclosures by e-mails may be subject to an
accounting pursuant to the Chapter 12, Right to an Audit Trail of
Certain Disclosures of Protected Health Information.

F. Physical Transmission (by hand, by courier, by courier service {such
as FedEx or UPS}, by mail, or by any other physical means)

If PHI is to be transported by hand, mail or courier, the procedures in this
Section II.F. should be followed.  If the PHI to be sent is very sensitive, a
DMH Worker should consider sending the PHI by a method that would
allow tracking.

1. The PHI should be enclosed in a sealed envelope with the receiver’s
name on it.  The envelope should be marked “CONFIDENTIAL.”

2. If sending by courier service or certified or registered mail, the
tracking number should be kept and used when necessary.

3. If a DMH Workforce Member becomes aware that PHI was not
delivered or was inadvertently misdelivered, the Workforce Member
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must notify his/her supervisor and the DMH Privacy Officer
immediately so that actions may be taken to recover the PHI.
Similarly, if a DMH Workforce Member receives PHI by mistake,
he/she shall make an effort to contact the sender, or if that is not
possible, the individual about whom the PHI is received, to return the
PHI.  If the PHI cannot be returned, it should be destroyed.

4. Disclosures by mail, courier, etc. may be subject to an accounting
pursuant to the Chapter 12, Right to an Audit Trail of Certain
Disclosures of Protected Health Information.

G. Access to DMH Electronic Data Systems

Access to a DMH electronic data system containing PHI must be approved
in writing by the DMH Workforce Member’s supervisor or appointing
authority.  Upon termination of employment or of DMH Workforce
Member status, the supervisor must notify DMH AIT to terminate the
network account and the Workforce Member’s access to various electronic
data systems.

H. Use of Passwords

1. DMH Workforce Members must adhere to the password guidelines
contained in the DMH Policy (DMH-AIT-STD99-1).  This policy is
posted on DMH's Intranet web site.

2. DMH Workforce Members may not share passwords or User IDs with
any other individual.  DMH AIT staff is able to provide technical
assistance to users without ever having to ask users to reveal their
passwords.

3. DMH Workforce Members may not store written passwords anywhere
near the devices where the passwords are used.

4. DMH Workforce Members may not access DMH systems under any
User ID other than their own, and may not allow any other user to
access DMH systems under their User ID.

I. Storage of PHI

All storage systems used by DMH for information that contains PHI shall
be designed and implemented to ensure the safety, security and integrity of
the PHI.  The storage method selected shall be dependent on the security
of the area and the volume of PHI to be stored.

1. Paper PHI.
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a. On Site Storage.  If the office responsible for maintaining records
containing PHI is shared with other divisions, units, etc. not
responsible for maintaining such records, the shelves or file
cabinets containing PHI must be lockable and kept locked
whenever records staff are not in attendance.  If PHI records are
retained in a lockable office that is not shared with other staff or in
a separate locked filed room, open shelf filing is acceptable if the
office or file room is locked when staff is not in attendance.
Storage area environment should not cause damage to the records
and should meet accreditation and safety standards.

b. Off- Site Storage.  Off- site storage shall meet the above
standards, be approved by the DMH Privacy Officer and, as
applicable, and have a signed Business Associates agreement with
DMH.  A record tracking system must be in place to identify when
a record has been removed, who took the record and where it is
located.

c. Microfilm.  When a microfilm copy of the original paper record
has been produced, it may be used as a permanent record of the
original.  Duplicate microfilmed records shall be kept by the DMH
locale that created the original with suitable equipment for viewing
and the original microfilm shall be maintained off-site in a
fireproof vault.  A log shall be maintained of all microfilmed
records and cross-indexed, or otherwise linked with a common
identifier. (See 104 CMR 27.17 for special rules for microfilming
facility records.)

2. Electronic PHI.  Electronic storage of records containing PHI must
have a permanent retrievable capability.

3. Medical Devices.  PHI stored in medical devices (e.g., EKG
machines) must be used and secured in the manner similar to paper
PHI and disposed of in a manner similar to electronic PHI.

4. Retention.  Records containing PHI must be retained in accordance
with the applicable DMH record disposal schedules.

J. Off-Site Use of PHI

DMH Workforce Members may take and/or use PHI away from a DMH
location only if necessary to carry out their duties.  If PHI is removed from
a DMH location, then the following procedures shall be followed:
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1. Only that amount of PHI that is necessary to carry out the required job
function shall be removed.

2. The original PHI shall not be removed unless it is necessary to carry
out the required job function.

3. If PHI is lost or stolen, the DMH Workforce Member’s supervisor and
the DMH Privacy Officer shall be notified as soon as possible.

4. PHI that is not in the DMH Workforce Member's direct possession
shall be kept in a secured manner to protect such PHI from being
accessed intentionally or unintentionally.

5. Any documentation or equipment, such as laptops, pagers, beepers,
palm pilots, etc., that contain PHI shall be secured from access by
those without authorization.  The Workforce Members shall take such
precautions at their place of residence as well as at all other locations.

6. All equipment, brief cases, etc., shall be labeled so that they can be
returned to the proper location if lost or misplaced.

K. Use of Portable Electric Devices

Portable Electronic Devices shall be used for creating or maintaining PHI
only if the following criteria and procedures are met.

1. Laptops.  The DMH AIT Department must issue all laptops used for
DMH business. DMH AIT Departments will configure the laptop to
include both a power-on and a BIOS/CMOS setup password.  They
also will encrypt local personal user files that may contain PHI. When
connected to the DMH network, all DMH workstation policies take
effect.  PHI should not be stored on a DMH laptop if it is possible.  If
it is necessary to temporarily store PHI on a laptop, it must be
transferred to the DMH network and deleted from the laptop as soon as
possible.  However, at a minimum, it must be done prior to the laptop
being re-assigned to another DMH Workforce Member.  When a
laptop that has been assigned to a DMH Workforce Member is
returned to the AIT Department, the laptop must be re-imaged before it
is assigned to another DMH Workforce Member.

2. Other Devices. If DMH Workforce Members use other portable
electronic devices, e.g., palm pilots, they must be password-protected
devices.  Only such PHI as is necessary shall be retained in such
devices and, if possible, codes etc., shall be used to prevent wrongful
disclosure of PHI.  No generic logon may be used on the equipment.
The assigned user must have credentials or a local logon account
stored on the equipment.
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3. General Use.  Portable electronic devices shall not be used in
locations where it is possible for unauthorized individuals to view
PHI and when not in use, such devices must be secured from
unauthorized access.

4. Use of PHI Other than at A DMH Location.  If such laptops or
other electronic devices are used at other than DMH locations to
create and/or to maintain PHI, then the rules of Section II. J. apply.
Under no circumstances shall any such device be left unattended in an
unsecured area.

L. Use of Wireless Telecommunication Devices

Wireless, cellular and cordless telephones shall be used for
communicating PHI only if no other means of communicating is available
and the communication is necessary at the time to complete a work-related
function.

M. Remote DMH Data Network Access

DMH Workforce Members requiring remote access (from beyond the
MAGnet firewall) to DMH’s data network and systems, and who have
access to PHI will be authorized only to use “service-based” Virtual
Private Networking (VPN) technology as their remote access
methodology.  VPN is the only technology suited for PHI due to its
incorporation of Triple-DES, IPSec encryption, and is the most secure RA
method currently available to the Commonwealth.  If a DMH Workforce
Member otherwise has remote access, he/she shall not use it to
communicate PHI. Use of VPN will be limited as follows:

1. VPN machines will be DMH-engineered and DMH-issued and VPN
will not be enabled on equipment not owned by DMH.  Use of this
approach and provisions will allow DMH to ensure that the equipment
has been installed and configured according to DMH standards and
controlled through DMH authentication and policy enforcement.

2. VPN enabled equipment also will include power-up and BIOS/CMOS
setup password protection, as well as a data encryption solution for
protection against unauthorized use due to theft.

3. DMH Workforce Members may have access through VPN to all
systems, applications, and databases to which they have access in their
DMH offices or would have access in their DMH offices were they
working at that location.

4. Business Associates may have access through VPN to all databases to
which they need access for the purpose of fulfilling their contractual
obligations to DMH
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5. While using VPN, the user is subject to all DMH privacy policies and
procedures.

N. Electronic Data Interchange (EDI) Including by File Transfer
Protocol (FTP)

PHI exchanged via EDI or FTP must be done only by approved AIT DMH
Workforce Members.

O. Transporting Tape and Other Backup Media with PHI

When tapes or other backup media containing PHI are transported, the
following procedures shall be followed:

1. When tapes from the backups of DMH Data servers containing PHI
are transported to another location, the tapes need to be transported in
a secure fire resistant locking courier bag.

2. Keys for the courier bag must remain at the server room and the
location where the media is stored.  The individual transporting the
media must not have the key.

3. If a DMH Workforce Member becomes aware that PHI was not
delivered or was misdelivered inadvertently, the Workforce Member
must notify his/her or supervisor and the DMH Privacy Officer
immediately so that actions may be taken to recover the PHI.

P. Disposing of Electronic or Paper-Based PHI.  Destruction of PHI in
paper or electronic format shall be carried out pursuant to DMH
Regulations and Disposal Schedules.  Records approved for destruction
must be destroyed so that there is no possibility of the reconstruction of
PHI.

1. Paper Records.  If PHI is in paper form, it can only be disposed by
either shredding it or placing it in locked recycling bins.  Paper to be
shredded must be kept in a secure location.

2. Disk or Cartridge.  If PHI is on a floppy disk, hard disk, tape
cartridge, audio tape, video tape, round reel, compact disk (CD),
digital video disk (DVD) or any other type of electronic/magnetic hard
media, it must be delivered to an AIT Workforce Member for proper
destruction. When electronic records or computerized data are
destroyed, they must be non-retrievable permanently and irreversibly.

3. Hard Drives.  Hard drives that have failed and need to be replaced
cannot be released to the hardware maintenance vendor, but must stay
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in the control of DMH until they can be destroyed physically by AIT
staff.

4. Laptops and Desk Tops. When disposing of older, obsolete desktops
and laptops, the LAN staff must ensure the erasure of all data from
hard drives using the standard DMH data wiping software (i.e.,
Autoclave v0.3).  This should be done before initiation of the
Commonwealth’s standard procedure for disposal of surplus
equipment.  Surplus hard drives that are not currently installed in a
machine should be wiped clean as well.  If that cannot be done, the
drive must be physically destroyed to render it unusable (e.g., use a
power tool and drill a number of holes through the device).

Maintaining the confidentiality of the PHI data on the removed
hardware is the responsibility of the person removing the equipment.

5. Medical Devices.  When disposing of PHI contained in a medical
device, the PHI shall be disposed of in a manner consistent with the
type of electronic PHI storage used by the device.

6. Documentation.  A record of the destruction of PHI maintained in a
DMH Designated Record Set must be retained.  The record must
include: date of destruction; method of destruction; description of
records; inclusive date of records; statement that the records were
destroyed in the normal course of business; the signatures of the
individual supervising and witnessing the destruction.  Destruction
documentation shall be retained permanently by the applicable DMH
Designated Record Set Contact Person.

III. LEGAL REFERENCE AND ATTACHMENT

HIPPA 45 CFR 164.530
104 CMR 27.17
Fax Transmission Cover Sheet – Confidentiality Notice
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CHAPTER 4

NOTICE OF PRIVACY PRACTICES

I. GENERAL RULE

HIPAA requires that DMH provide a Notice of Privacy Practices to each patient
in a DMH facility, DMH Client, and applicant for continuing care services.  This
notice also must be provided to each person who is not a DMH Client who
receives DMH-operated emergency treatment services (emergency services
recipient).  If an individual has a Personal Representative (PR) who can make
health care decisions on his/her behalf, then the notice shall be provided to the PR
rather than to the individual, unless an exception in Section III.A.3 applies.  An
individual with a PR also may be provided with a copy of the notice; however, the
individual must be provided with a copy upon his or her request.

The DMH Notice of Privacy Practices must explain how DMH may use and/or
disclose Protected Health Information (PHI); the rights of an individual (or his/her
PR) regarding his or her PHI held by DMH; and DMH's legal duties with respect
to PHI.  The notice must be provided to each applicable individual receiving
services as of April 14, 2003 by April 14, 2003.  If an individual's first DMH
service delivery is after April 14, 2003, the notice must be provided on the date of
the first service delivery, except in emergency situations, when the notice must be
given as soon as it is clinically reasonable to do so.

DMH is required to abide by the terms of its current Notice of Privacy Practices.
All uses and disclosures of PHI made by DMH must be consistent with its current
notice.  DMH may change its notice at any time; however, a change to its privacy
practices cannot occur until the effective date of the new Notice of Privacy
Practices reflecting the change, unless said change is required by law.  The new
notice must be posted and distributed in accordance with the requirements below.

DMH also is required to obtain a written acknowledgment of receipt from each
individual to whom it is required to provide a Notice of Privacy Practices.  If it
cannot obtain such an acknowledgment, it must document the good faith efforts
that were made to obtain the acknowledgment.  The acknowledgment or
documentation of good faith efforts is to be retained by DMH in accordance with
these procedures.
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II. SPECIFIC REQUIREMENTS

A. Standardized Notice of Privacy Practices and Acknowledgment Form

DMH will develop a standardized DMH Notice of Privacy Practices and
Acknowledgment Form.  The Commissioner or designee will approve all
forms.  Copies of the DMH Notice of Privacy Practices and Notice of
Privacy Practices Acknowledgement Form are included at the end of this
Chapter.

B. Notice of Privacy Practices

1. Required Contents of the Notice of Privacy Practices.  The DMH
Notice of Privacy Practices, developed in accordance with the
procedures set forth below, must be written in plain language and
contain the following elements:

a. This statement must appear in a header or otherwise prominently
be displayed:  "THIS NOTICE DESCRIBES HOW MEDICAL
INFORMATION ABOUT YOU MAY BE USED AND
DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS
INFORMATION.  PLEASE REVIEW IT CAREFULLY."

b. A description, including at least one example, of the types of uses
and disclosures that DMH is permitted to make for purposes of
treatment, payment and health care operations, with sufficient
detail to place an individual on notice of the uses and disclosures
permitted or required.

c. A description of each of the other purposes for which DMH is
permitted or required to use or disclose PHI without an individual's
consent or authorization, with sufficient detail to place an
individual on notice of the uses and disclosures permitted or
required.

d. A statement that other uses or disclosures will be made only with
the individual's written authorization and that the authorization
may be revoked in writing to stop future uses/disclosures except to
the extent that DMH already has undertaken an action in reliance
of the authorization.

e. A separate statement describing that DMH may contact the
individual for appointment reminders, treatment alternatives or
other health-related benefits.
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f. A statement of the individual's rights with respect to his/her PHI,
and a brief description of how the individual may exercise those
rights, including: the right to request restrictions on certain
uses/disclosures of PHI, and the fact that DMH does not have to
agree to such restrictions; the right to receive confidential
communications of PHI; the right to inspect and to copy PHI; the
right to amend PHI; the right to receive an accounting of
disclosures of PHI; and the right to receive a paper copy of the
Notice of Privacy Practices.

g. A statement of DMH's duties with respect to PHI, including
statements that DMH: is required by law to maintain the privacy of
PHI and to provide individuals with notice of its legal duties and
privacy policies; is required to abide by the terms of the currently
effective Notice of Privacy Practices; reserves the right to change
its privacy practices and terms of the notice; and reserves the right
to make the changes apply to all existing and future PHI, with a
description of how DMH will provide individuals with the revised
notice.

h. A statement that individuals may complain to DMH and to the
Secretary of the U.S. Department of Health and Human Services
about privacy rights violations, including a brief statement about
how a complaint may be filed and an assurance that the individual
will not be retaliated against for filing a complaint.

i. The name, or title, and telephone number of the person or office to
contact for further information.

j. The effective date of the notice, which may not be earlier than the
date printed or published.

2. Revisions to the Notice of Privacy Practices.

a. When Required.  DMH must revise its Notice of Privacy
Practices whenever it wants to make a material change
i.  to the way it uses or discloses PHI;
ii.  in the rights of patients, clients, applicants and emergency

services recipients regarding PHI; or
iii.  in DMH's legal duties or other privacy practices stated in its

Notice of Privacy Practices.

b. Process.  To make a change to its privacy practices, DMH must:
i.  revise the notice;
ii.  establish an effective date for the new notice;
iii.  post the new notice as required;
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iv.  distribute the new notice to new applicants and
new recipients of DMH services;

v.  post the new notice on its Internet web site;
vi.  post the new notice in DMH Facilities, Area

and Site offices and DMH-operated programs;
vii.  make the new notice available upon request;

and
viii. remove the old, obsolete notices from DMH

Facilities, Area and Site offices and DMH-
operated programs and its Internet web site.

c. Retroactive Application.   A change to DMH's privacy practices
may be applied retroactively to PHI it already has in its possession
if the prior applicable Notice(s) of Privacy Practices (i) contained a
statement expressly reserving DMH's right to change the terms of
its notice and to make the new notice provisions effective for all
PHI that it maintains; and (ii) described how DMH will provide
individuals with the revised notice.

3. Time of Provision of the Notice of Privacy Practices.  DMH must
provide a Notice of Privacy Practices to each patient in a DMH
facility, DMH Client, applicant for continuing care services and
emergency services recipient by April 14, 2003, or on the first date of
service after April 14, 2003.

4. Posting of the Current Notice of Privacy Practices and the
Availability of Copies upon Request.  Each DMH Facility, Area and
Site office, and DMH-operated program must post copies of DMH's
current Notice of Privacy Practices in clear and prominent locations
where it is reasonable to expect individuals receiving or seeking
services from DMH will be able to read the notice.  Additionally, all
such locations must have copies of DMH's current Notice of Privacy
Practices available for any individual who requests it.

The Notice of Privacy Practices is a public document.

5. Posting the Current DMH Notice of Privacy Practices on the DMH
Web Site.  DMH must post prominently a copy of its current Notice of
Privacy Practices on its Internet web site.

6. Providing a Copy of the DMH Notice of Privacy Practices by E-
Mail.  If an individual is required to be given a Notice of Privacy
Practices, the notice may be given by e-mail only if the individual
agrees to this method.  Additionally, a notice can be given by e-mail
only if it can be documented that the e-mail was received (this
documentation may be used in lieu of the Department’s standardized
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acknowledgment form).  If it is known that the e-mail transmission
failed, a paper copy of the notice must be provided to the individual.

7. Retention of the Notice of Privacy Practices Issued by DMH.  The
DMH Privacy Officer will retain copies of all Notices of Privacy
Practices issued by DMH.  Each copy will be retained in accordance
with DMH record retention schedules, but in all events for a period of
at least six (6) years from the date that the notice expires.

8. Provision of the Notice of Privacy Practices to Personal
Representatives.  If an individual has a Personal Representative (PR),
and the PR status is known to DMH at the time that the Notice of
Privacy Practices is to be given to the individual, the notice must be
given to the PR rather than to the individual, and an acknowledgment
of receipt must be obtained from the PR rather than the individual,
unless an exception in Section III.A.3 applies.  An individual with a
PR also may be provided with a copy of the notice and shall be
provided with a notice on request.

There will be situations where a Notice of Privacy Practices is given to
an individual and it is determined, after the notice is provided, that the
individual has a PR.  Also, there will be situations where a PR is
established for the individual after the individual receives the notice.
In these situations, a Notice of Privacy Practices must be given to the
PR and acknowledgment of receipt obtained from the PR in
accordance with the requirements of this Chapter.  This must be done
immediately upon a determination that the individual has a PR.  An
individual’s Health Care Agent does not become a PR until the
individual has been determined to be incompetent to make health care
decisions, in accordance with applicable legal standards.  If questions
arise, the applicable legal office should be consulted.

C. Acknowledgment of Receipt of Notice of Privacy Practices

1. Acknowledgment of Receipt or Documentation of Good Faith
Efforts to Obtain Acknowledgment.  Except in emergency treatment
situations, as defined in these procedures, DMH must make a good
faith effort to obtain written acknowledgment of receipt of the DMH
Notice of Privacy Practices from each individual to whom it is
required to give a copy.  If acknowledgment of receipt cannot be
obtained, DMH must document its good faith efforts to obtain such
acknowledgment and the reasons why the acknowledgment was not
obtained (e.g., the client refused.)

2. Documentation.  DMH must retain documentation of the individual or
PR’s acknowledgment of receipt of the DMH Notice of Privacy
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Practices, or the good faith efforts to obtain such acknowledgment, in
accordance with applicable DMH record retention schedules.

III. DISTRIBUTION AND ACKNOWLEDGMENT PROCEDURES

A. Distribution of the Notice of Privacy Practices, Obtaining
Acknowledgment of Receipt, and Documentation

1. Required Distributions Prior to April 14, 2003.

a. Patients in a DMH Facility.  Between April 7, 2003 and April 14,
2003, every DMH-operated or contracted Facility (including
IRTPs, BIRTS and DMH units in DPH Hospitals and in Parkview
Hospital) shall provide each patient or his/her PR, if applicable,
with a DMH Notice of Privacy Practices together with a Notice of
Privacy Practices Acknowledgment Form (both included at the end
of this Chapter).  By April 14, 2003, the Facility must obtain a
signed Acknowledgment Form from each patient or PR or
document its good faith efforts to obtain it in accordance with
Section III.B.  The Acknowledgment Form or good faith
documentation shall be retained in the legal section of the patient's
medical record and entered into the Mental Health Information
System (MHIS), if such system is available to the Facility.

b. DMH Client -- Case Managed.  Between March 15, 2003 and
April 14, 2003, each DMH case manager shall give every Client on
his or her caseload or PR, if applicable, a copy of the DMH Notice
of Privacy Practices together with a Notice of Privacy Practices
Acknowledgment Form.  Contact must be made in person, if
possible, or, if not possible, by mail.  The case manager must
obtain acknowledgment of receipt from the DMH Client or PR.  If
the case manager is unable to obtain a signed Acknowledgment
Form for any reason, he/she must follow the instructions in Section
III.B.  The signed Acknowledgment Form, or the documentation
required by Section III.A., shall be retained in the legal section of
the case management record and entered into the MHIS, if
available to such case manager.

c. DMH Client -- Non-Case Managed but receiving a DMH
Service.  Between March 15, 2003 and April 14, 2003, each Area
Office shall ensure that every DMH Client (or PR, if any) who
does not have a DMH case manager but who is receiving a DMH
service as of that date, is given a DMH Notice of Privacy Practices
and DMH Notice of Privacy Practices Acknowledgment Form.
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The Area must obtain from each such DMH Client or PR an
acknowledgment of receipt.

The Notice shall be given in person, if possible, or otherwise by
mail.  The Area shall do telephone follow-up to get verbal or
written acknowledgment if the Acknowledgment Form is not
returned.  If the Area is unable to obtain acknowledgment of
receipt of the Notice of Privacy Practices for any reason, the Area
must document its good faith efforts and the reasons why it was
unable to obtain it in accordance with Section III.B.  The
acknowledgment or the good faith documentation shall be retained
in the DMH Client’s DMH file in accordance with the applicable
DMH record retention schedule.

d. DMH Client -- Non-Case Managed and Not Receiving a DMH
Service.  If an individual has been determined eligible for DMH
services as of April 14, 2003, but is not then receiving a DMH
service, the individual shall be given a Notice of Privacy Practices
in accordance with Section III.A.2.d.

e. Non DMH Client – Receiving Clubhouse Services Only.  An
individual who only receives clubhouse services from a DMH
vendor and who has not applied for and/or who has not been
determined eligible for DMH Continuing Care Services is not
required to receive a DMH Notice of Privacy Practices.  DMH
does not create or maintain PHI about such individuals.

2. Required Distributions on or after April 14, 2003.

a. Patients Admitted to a DMH Facility on or after April 14,
2003.  Each patient (or his/her PR, if any) admitted on or after
April 14, 2003 shall be given a Notice of Privacy Practices
together with a DMH Notice of Privacy Practices
Acknowledgment Form that documents receipt of the notice at the
time of admission.  In emergency situations or where it is not
clinically recommended that a patient then be given a Notice of
Privacy Practices, the patient shall be given the notice and
Acknowledgment Form as soon as it is clinically reasonable to do
so, but no later than at the time of the initial master treatment
planning meeting or discharge, whichever occurs sooner.  The
Facility must obtain acknowledgment of receipt from the patient or
PR, if any, or document receipt in accordance with Section III.B.
This documentation shall be retained in the legal section of the
patient's medical record and entered into the MHIS, if available to
the Facility.
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b. Applicants for Continuing Care Services on or after April 14,
2003.

As of April 14, 2003, the application for adult, child and
adolescent continuing care services shall include, as a separate
attachment, a Notice of Privacy Practices.  Included in the
applicant or PR's signature section of the application is an
acknowledgment of the receipt of the Notice of Privacy Practices.
A current application can be found on either the DMH Internet or
Intranet Web pages by clicking on "Forms."

i. When an application is made directly by an individual, or
his/her PR, if any, the individual or PR shall retain the Notice
of Privacy Practices.

ii. When a Facility or Program submits an application on behalf
of an individual, it is the responsibility of the Eligibility
Determination Specialist (EDS) to give a copy of the Notice
of Privacy Practices to the individual, or PR, if any, on whose
behalf the application has been made.  The EDS must obtain
acknowledgment that the applicant, or PR, received the Notice
of Privacy Practices.  If the EDS is unable to obtain the
acknowledgment of receipt of the Notice, the EDS must
document his/her good faith efforts to obtain it and the reasons
why he/she was unable to obtain it in accordance with Section
III.B.

If the application for DMH eligibility is approved, the application
and, if separate, the acknowledgment of receipt, shall be filed in
the applicant’s DMH file and entered into MHIS.  If the
application for DMH eligibility is denied, the application and, if
separate, the acknowledgment of receipt, shall be retained in the
applicant's eligibility file for at least six years.

c. Individuals Who Receive Services from a DMH-Operated
Emergency Services Program on or after April 14, 2003.

As of April 14, 2003, any individual receiving emergency services
shall be given a copy of the Notice of Privacy Practices and asked
to acknowledge receipt of the Notice of Privacy Practices at the
point of service.  In situations where it is not feasible or clinically
appropriate to give the individual a copy of the Notice of Privacy
Practices, the Emergency Services Program (ESP) shall make a
reasonable effort to follow up with the individual in person or by
mail to give him/her the Notice of Privacy Practices and to obtain
acknowledgment of receipt of the Notice of Privacy Practices.  If
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the ESP is unable to obtain acknowledgment of receipt, then the
ESP must document its good faith efforts to obtain it and the
reasons why it was unable to obtain it in accordance with Section
III.B.  The acknowledgment of receipt or the good faith
documentation shall be retained in the individual's file at the ESP
for at least six years.

d. DMH Clients Who Were Determined Eligible Before April 14,
2003 and Receive Their First DMH Service after April 14,
2003.  When such a DMH Client is assigned to a DMH service, the
Site Office shall ensure that the DMH Client or PR, if any, is given
a Notice of Privacy Practices.  The Site Office also must obtain
from the DMH Client or PR an acknowledgment of receipt.  If the
Site Office is unable to obtain acknowledgment of receipt, then the
instructions in Section III.B. must be followed.  The
acknowledgment or the documentation required by Section III.B.
must be retained in the individual’s DMH file in accordance with
the applicable record retention rule.

e. Non DMH Client – Receiving Clubhouse Services Only.  An
individual who only receives clubhouse services from a DMH
vendor and who has not applied for and/or who has not been
determined eligible for DMH Continuing Care Services is not
required to receive a DMH Notice of Privacy Practices.  DMH
does not create or maintain PHI about such individuals.

3. Exceptions to Giving the Notice of Privacy Practices to PRs.

a. 16 and 17 Year Olds Who Voluntarily Admit Themselves to a
Facility Pursuant to 104 CMR 27.06.  A 16 or 17 year old who
voluntarily admits himself or herself to a Facility pursuant to 104
CMR 27.06 shall be provided with a copy of the Notice of Privacy
Practices and his/her acknowledgment shall be obtained.
However, the PR of the 16 or 17 year old also shall be provided
with a copy of the Notice of Privacy Practices and the PR
acknowledgment shall be obtained when the PR consents to
treatment on behalf of the 16 or 17 year old.  If acknowledgment
cannot be obtained in either instance, the Facility must document
its good faith efforts to obtain it in accordance with Section III.B.
The applicable acknowledgments or documentation must be
retained by the Facility in the legal section of the patient's record
and entered into the Mental Health Information System (MHIS), if
such system is available to the Facility.

b. Minors Who Consent to Treatment.  If a Facility or Program,
after consultation with legal counsel if necessary, determines that a
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minor is able to provide consent to treatment because he/she is an
emancipated minor or the treatment meets a certain legal
exception, the Facility or Program shall give the minor a Notice of
Privacy Practices when he/she actually consents to the treatment.
The Facility or Program must obtain acknowledgment of receipt of
said Notice from the minor, or document receipt in accordance
with Section III.B.  The acknowledgment or documentation of
receipt shall be retained in the legal section of the minor's medical
record if a Facility and in the minor's program file if a Program and
entered into the MHIS, if such system is available.

A minor who consents to treatment has the rights set forth in the
Notice of Privacy Practices regarding PHI, but only to the extent
the PHI is applicable to such treatment.

4. Minors in the Care and Custody of DSS and DYS.  DSS or DYS
must be provided with a copy of the DMH Notice of Privacy Practices
and their acknowledgment of receipt must be obtained for any minor
in their custody for which they may make health care decisions.  DSS
or DYS should be consulted to determine if the agency can make
health care decisions on behalf of the minor and, if not, who is the
minor's PR for this purpose.

B. Documentation Requirements When Unable to Obtain
Acknowledgment

Each Facility, case manager, EDS, ESP, and Area and Site Office must
make a good faith effort to obtain written acknowledgment of receipt of
the Notice of Privacy Practices (e.g., by telephone, mail or face to face
meeting).  If the Facility, case manager, EDS, ESP, or Area or Site Office
is unable to obtain a completed Acknowledgment Form, or any other type
of written acknowledgment for any reason, the good faith effort must be
documented on the Acknowledgment Form, including the reasons why the
acknowledgment was not obtained (e.g., individual refused, did not
respond, could not be located).  This documentation must be signed and
dated and retained in the applicable file as directed above.

IV. LEGAL REFERENCE AND ATTACHMENTS

HIPAA 45 CFR 164.520
DMH Notice of Privacy Practices
DMH Notice of Privacy Practices Acknowledgement Form
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CHAPTER 5

DESIGNATED RECORD SETS

I. GENERAL RULE

An individual, or his/her Personal Representative (PR), if any, has the right
(subject to certain limitations) to access the individual's Protected Health
Information (PHI) and to request amendments to it.  The rights to access and
request amendments are limited to PHI that is contained in a Designated Record
Set (DRS) maintained by or for DMH.  However, not all PHI maintained in a
DRS is subject to access or amendment.  DMH is required to identify its DRSs,
and to provide a mechanism by which allowable access to and amendment of a
DRS can be accomplished. (See Chapters 11 and 13.)  The purpose of this
Chapter is to define "Designated Record Set" or "DRS" and to identifying DMH's
DRSs.

II. SPECIFIC REQUIREMENTS

A. Definitions

1. Designated Record Set means a group of records that is maintained
by or for DMH, that is:

a. the medical records about individuals; or
b. the billing records about individuals; or
c. used, in whole or in part, by or for DMH to make decisions about

individuals.

2. Record means any item, collection, or grouping of information that
includes Protected Health Information and is maintained, collected,
used, or disseminated by or for a Covered Entity.

B. Excluded From Designated Record Set.

1. Forensic Evaluations and Forensic Evaluator's Case Records.
Reports of forensic evaluations conducted pursuant to M.G.L. c. 123,
§§15, 16, 17 or 18, and the case file of the Forensic Evaluator used to
prepare such reports, unless such reports have been released to another
record by the court.

2. Employment Records.  Employment records held by DMH in its role
as employer shall not be considered a DRS.  [Note: an individual, or
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PR, may have the right to access this information through a provision
of law other than this Privacy Handbook.]

3. Records not used to make decisions about individuals.  The
following are examples of DMH records that are not used to make
decisions about individuals.  Consequently, these records, themselves,
do not constitute a DMH DRS.  [Note: if a copy of all or part of one of
these records is inserted into a DMH DRS, such as a medical or case
management record, that copy is part of the DRS into which it has
been inserted.  An individual or PR will have the right to access such
information in the DRS, but will not have the right to amend such
information.]

a. Quality improvement records/utilization review records.

b. Critical incident reports.

c. Investigation records (Although investigation records are not
considered to be a DRS, certain individuals have the right to access
such records (not to amend) in accordance with 104 CMR 32.08.)

d. Peer review records/minutes.

e. Data collected and maintained for research when not treatment
related.

f. Records of restraint and seclusion maintained by DMH Central
Office pursuant to M.G.L. c. 123 §21.

g. Human Rights Officers' files.

h. Legal Office case files.

i. Administrative files.

j. Firearm identification card/License to carry files.

C. Records of a Business Associate.

Business Associate records that meet the definition of a DRS and that are
created or maintained for services rendered on behalf of DMH are DMH
DRSs.  Such records are subject to access and amendment.  If the Business
Associate is a Covered Entity, the Business Associate will be responsible
for providing access and for appropriately amending the PHI contained in
the DRS(s) that they maintain.  If the Business Associate is not a Covered
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Entity, DMH will be responsible for processing requests for access and
amendment to the DRS(s) that the Business Associate maintains.

D. Copies of Records Obtained from Other Sources.

PHI received from a non-DMH Workforce Member that is included in a
DMH DRS will be considered part of the DMH DRSs for purposes of
access, but not for amendment.  However, if information contained in such
record(s) has been incorporated into other parts of the DMH DRSs, and
the individual believes such information to be in error, the individual may
request that such other parts of the DMH DRS be amended.  Additionally,
if the originator of the PHI no longer is available to act on the request, an
individual may have the right to amend the PHI. See Chapter 13, Right to
Request an Amendment of Protected Health Information.

E. Raw Data

Raw data as defined in Section III.A.1.f. is part of a DRS for access
purpose only and not for the right of amendment.

F. Copies of PHI Maintained in Secondary Records

If a record is a secondary record, meaning that it only contains copies of
documents or PHI that is maintained in a DRS, that record, in itself, does
not become a DRS.

III. DMH'S DESIGNATED RECORD SETS AND ADMINISTRATIVE
REQUIREMENTS REGARDING THOSE SETS

DMH maintains many DRSs.  Facility medical records and case management
records constitute the primary DRSs for an individual receiving services from
DMH.  However, there are separate billing records, as well as other records which
contain PHI and that are used, in whole or in part, to make decisions about the
individual and, consequently, are DRSs for the individual.

A. DMH's Designated Record Sets (DRSs)

The records itemized below by DMH location constitute DMH's DRSs.
Each DRS consists of the applicable paper record and a printed copy of
the electronic version of the record, if any.

1. Facilities and Community Mental Health Centers.  DMH's DRSs in
Facilities and Community Mental Health Centers include:
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a. Medical Records.  A Medical Record generally includes the types
of information outlined in this subsection.  (Note: the following is
a description of the types of information that may be contained in a
Medical Record.  How a Medical Record is organized and the
name of forms, assessments, etc. varies from facility to facility.)
In addition, the medical record of a DMH Facility must comply
with the requirements of 104 CMR 27.17(2).

i. Admission data and patient information (e.g., referral form,
patient rights and responsibility forms, DMH Notice of
Privacy Practices Acknowledgment, emergency contact
information, MHIS face sheet, etc.);

ii. Medication and treatment information (e.g., medication
administration record);

iii. Diagnostic tests (e.g., lab reports, EKGs reports, MRI
reports, etc.);

iv Medical information (e.g., physical examination(s));
v. Assessments (e.g., Multidisciplinary admission assessment,

HIV risk assessment, substance use assessment, psychiatric
assessment, occupational therapy assessment, etc.);

vi. Treatment plans and periodic reviews/CERF;
vii. Fiscal evaluation reviews and financial data (e.g.,

application(s) for benefits filed for or by the patient);
viii. Progress/encounter notes;
ix. Consults/Case Conferences (e.g., testing;

psychopharmacology consults; forensic consults, emergency
alerts, etc.);

x. M.D. orders;
xi. Seclusion and restraint information;
xii. AWA information;
xiii. Discharge information (e.g., discharge summary, referrals,

transfer summary);
xiv. Legal information (e.g., guardianship documentation,

commitment orders, record of transfer, informed consents,
health care proxies, advance directives, 3-Day
Notice/retraction, current legal status, etc.);

xv. Correspondence;
xvi. Reports of treatment for accidents, injuries or severe illnesses

while the patient is in the care of the Facility or Mental health
Center;

xvii. Requests for and Authorizations to disclosure of information
from such individual patient record/

b. Billing Records.  Billing Records generally include all claims that
have been filed, account receivables, all correspondence sent or
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received regarding claims or account receivables, appeals
concerning claims and appeals concerning reduction of charges.

c. Contract Records.  Contract Records for DRS purposes include
only contract information (Request for Response, contract,
payment vouchers, etc.) that relates to specific individuals.
Individual specific contract information would include slot
purchases documentation and invoicing documents/payment
vouchers that reference individuals by name or in a manner that
would not qualify as being de-identified.  See Chapter 6, Uses and
Disclosures of Protected Health Information.

d. Client Funds Records.  Client Fund Records are records of funds
received, held and/or disbursed on behalf of individuals (e.g.,
Representative Payee accounts).

e. Pharmacy or Medication Records.  Pharmacy or Medication
Records are records of medications prescribed and/or administered
to an individual that are not otherwise contained within the
Medical Record.

f. Raw Data.  Raw data means unprocessed and unanalyzed
information such as x-rays, laboratory tests, psychological tests
and psychotherapy notes.  Raw data constitutes a separate DRS to
the extent that such data is maintained, contains information that is
not included within the Medical Record, and is used by or for the
Facility or Community Mental Health Center in the process of
making decisions about an individual.

2. Area Offices.  DMH's DRSs in Area Offices include:

a. Eligibility Records. Eligibility Records are a DRS only to the
extent that such records contain PHI that is not contained within
the Case Management Record.  Generally an Eligibility Record
includes: the types of information:

i. DMH applications,
ii. authorizations for eligibility determination and releases of

information;
iii. data collected from service providers and others used by

DMH to determine eligibility, including:
• psycho-social assessments
• diagnostic assessments
• admission and discharge reports
• treatment plans
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• neuropsychology, neurology, psychology and other
testing reports

• documentation of consultation received from DMH
and/or other clinicians

• education records
• other relevant materials;

xi. correspondence related to eligibility determination;
xii. notes documenting activities and communications related to

eligibility determination; and
xiii. information related to appeals of eligibility.

b. Billing Records.  Billing Records generally include all claims that
have been filed, account receivables, all correspondence sent or
received regarding claims or account receivables, appeals
concerning claims and appeals concerning reduction of charges.

c. Contract Records.  Contract Records for DRS purposes include
only contract information (Request for Response, contract,
payment vouchers, etc.) that relates to specific individuals.
Individual specific contract information would include slot
purchases documentation and invoicing documents/payment
vouchers that reference individuals by name or in a manner that
would not qualify as being de-identified.  See Chapter 6, Uses and
Disclosures of Protected Health Information.

d. Housing Data.  Housing Data is data that contains PHI and is used
to: (i) make decisions about housing assistance for individuals, (ii.)
inventory housing needs, and/or (iii.) allocate housing resources,
constitute a DRS.

e. Homeless Data. Homeless Data includes Homeless Outreach
Teams' records and shelter lists.

f. Eligibility and Individual Service Plan (ISP) Appeal Records.
To the extent that the Area Office maintains eligibility and ISP
files that contain PHI, that also are not contained within the
Eligibility or Case Management Records and that are used to make
decisions about individuals, such records constitute a DRS. An
Eligibility or Individual Service Plan Appeal Record generally
includes the appeal, information received in support of the appeal,
the appeal decision and all correspondence regarding the appeal.

g. Service Coordination Records.  Service Coordination Records
are records used by the Area to make decisions about individuals
that include PHI that is not held within another DRS.  Examples of
Service Coordination Records include records relating to interstate



Designated Record Sets
4/14/03

7

compact transfers, Chapter 688 planning records, and child and
adolescent service planning records.

h. Forensic Transition Team (FTT) Case Records.  Are records
maintained by Forensic Transition Teams.  They generally include
the following information:

i. Releases;
ii. Progress notes;
iii. Psychosocial history;
iv. Intake;
v. Assessments;
vi. Treatment Contract;
vii. Termination Summary;
viii. Progress notes (e.g., created by FTT, e-mail communications

and/or MHIS notes);
ix. Copy of MassHealth application;
x. Copies of medical records from prior hospitalization;
xi. Copies of medical records during present incarceration; and
xii. Forensic evaluations, criminal history information,

classification records (All CORI Information should be
stored in a separate file).

3. Site Offices.  DMH's DRSs in Site Offices include:

a. Case Management Records.  Case Management Records
generally include the following information:

i. All information contained in the application for DMH
eligibility;

ii. All documents gathered and generated by the case manager in
the processes of assessing client needs, generating the ISP,
monitoring implementation of the ISP and modifying or
annually reviewing the ISP, including all PSTPs;

iii. Valid authorizations for release of information;
iv. Progress notes describing all substantive contacts between the

case manager and the client, LAR, if any, family member or
service provider;

v. All formal written correspondence between the case manager
and the client, LAR, if any, family member, service provider,
or PCC including PCC annual client update;

vi. Progress reports and discharge summaries from other services,
including medical and psychiatric inpatient stays; and

vii. Legal documents, such as Rogers order, guardianship, etc.
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b. Client Funds Records.  Client Fund Records are records of funds
received, held and/or disbursed on behalf of individuals (including,
without limitations, Representative Payee accounts).

c. Eligibility Records.  Eligibility Records are a DRS only to the
extent that such records contain PHI that is not contained within
the Case Management Record. Generally, an Eligibility Record
includes: the types of information:

i. DMH applications,
ii. authorizations for eligibility determination and releases of

information;
iii. data collected from service providers and others used by

DMH to determine eligibility, including:
• psycho-social assessments
• diagnostic assessments
• admission and discharge reports
• treatment plans
• neuropsychology, neurology, psychology and other

testing reports
• documentation of consultation received from DMH

and/or other clinicians
• education records
• other relevant materials;

xi. correspondence related to eligibility determination;
xii. notes documenting activities and communications related to

eligibility determination; and
xiii. information related to appeals of eligibility.

d. Other Individual's Records.  Other Individual's Records include
child, adolescent or adult records that contain PHI and are used to
make decisions about individuals are DRSs, but only to the extent
that they contain PHI not held within another DRS.  Other
Individual's Records include, but are not limited to, records that are
maintained for the following categories of individuals:

i. Individuals who have been determined eligible for Continuing
Care Services, who are not case managed, but who are
receiving a service from DMH.

ii. Individuals who have been determined eligible for Continuing
Care Services, who are not case managed and who are waiting
to receive a DMH service.

iii. Non-DMH eligible individuals who are receiving a DMH
service.
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4. State-Operated Direct Service Programs (such as: Transitional
Housing, Residential and Clinics).  DMH's DRSs in State-Operated
Direct Service Programs include:

a. Individual Direct Service Records.  Individual Direct Service
Records are records that are maintained by a Program about the
individuals who are receiving services from the Program.  Such
records generally include the following information: referral,
intake information, authorizations and consents, and information
regarding the specific services provided to the individual (e.g.,
type, dates, etc.).

b. Client Funds Records.  Client Fund Records are records of funds
received, held and/or disbursed on behalf of individuals (e.g.,
Representative Payee accounts).

5. Central Office.  DMH's DRSs in its Central Office include:

a. Billing Records.  Billing Records generally include all claims that
have been filed, account receivables, all correspondence sent or
received regarding claims or account receivables, appeals
concerning claims and appeals concerning reduction of charges.

b. Contract Records.  Contract Records for DRS purposes include
only contract information (Request for Response, contract,
payment vouchers, etc.) that relates to specific individuals.
Individual specific contract information would include slot
purchases documentation and invoicing documents/payment
vouchers that reference individuals by name or in a manner that
would not qualify as being de-identified.  See Chapter 6, Uses and
Disclosures of Protected Health Information.

c. Service Coordination Records.  Child, adolescent or adult
records that contain PHI and are used to make decisions about
individuals are a DRS, but only to the extent that they contain PHI
not held within another DRS.  These records for Central Office
include, but are not limited to:

i. Child and Adolescent Services statewide program waiting lists,
program census and clinical determinants for level of care
status.

ii. Closed FTT records; but excluding court ordered evaluations,
which are under the jurisdiction of the court, constitute a DRS
and only to the extent that any records simply are not copies of
PHI that are contained within another DRS.
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iii. Chapter 688 records concerning specific individuals,
constitutes a DRS, but only to the extent that the records
contain PHI or documents that are not contained within another
DRS.

iv. Interstate compact transfer records.

v. Commissioner, or designee, best interests determinations.

d. Eligibility and Individual Service Plan (ISP) Appeal Records.
An Eligibility or Individual Service Plan Appeal Records generally
includes the appeal, information received in support of the appeal,
the appeal decision and all correspondence regarding the appeal.
However, the Central Office records constitute a DRS only to the
extent that such records contain PHI not within the Eligibility or
Eligibility and Individual Service Plan (ISP) Appeal Records
maintained by the Area Offices.

B. Administrative Requirements Regarding DRSs

1. Appointment of DRS Personnel

a. Designated Record Set Contact Person.  For each DRS located
at a DMH location, the Administrator-in-Charge of the location
shall appoint a Designated Record Set Contact Person.  A person
can be a Designated Record Set Contact Person for more than one
DRS.  An Administrator-in-Charge must provide a complete listing
of the Designated Record Set Contact Persons (name, title,
telephone number, and applicable DRS) to the DMH Privacy
Officer and the DMH Privacy Officer shall be notified
immediately of any changes to the list.  Attachment D of this
Privacy Handbook contains a list of all Designated Record Set
Contact Persons.  The Intranet web site versions of the Attachment
D will be updated as needed.  The DMH Privacy Officer is
responsible for updating Attachment D.  The Designated Record
Set Contact Person is responsible for responding to internal and
external inquires regarding the DRS for which he/she is
responsible.  Additionally, the Designated Record Set Contact
Person is responsible for processing requests for access, audit trails
and amendments for the DRS for which he/she is responsible in
accordance with this Handbook.

b. Records Coordinator. At every DMH location that has a DRS,
the Administrator-in-Charge shall appoint a Records Coordinator
(who also may be a Designated Record Set Contact Person).  The
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DMH Privacy Officer must be notified of the appointment of the
Records Coordinator (name, title, and telephone number) and of
any change to the appointment.  Attachment D of this Privacy
Handbook contains a list of all Records Coordinators.  The Intranet
web site versions of the Attachment D will be updated as needed.
The DMH Privacy Officer is responsible for updating Attachment
D.  The Records Coordinator is responsible for coordinating and
responding to requests for access, audit trails and amendments that
involve multiple DMH locations in accordance with this
Handbook.

2. Creation of a New DRS.  The Administrator-in-Charge, or designee,
of each DMH location, is responsible for ensuring that the list of
DMH DRSs applicable to that location is up to date and accurate.
Before creating a paper or electronic data base or new systematic way
for capturing data outside of the existing DRSs (e.g., waitlists, etc.),
the DMH Privacy Officer shall be notified so that a determination can
be made and documented as to whether the data base or information
system constitutes a new DRS.

C. Response to Requests for Access to or Disclosure From a Designated
Record Sets

1. If the request for access or release is for all or a part of a specific DRS
(such as an individual’s case management file or Facility medical
record) or for all of the DRSs concerning an individual at a specific
location (such as a Site office, or a Facility), the request can be
handled at that location by the Designated Record Set Contact Persons
or Records Coordinator, in accordance with Chapter 11, Right of
Individuals or Personal Representatives to Access Protected Health
Information Maintained by DMH.

2. If the request for access or release is for all or part of DRSs located at
more than one identified location (such as a specific Site office and a
Facility), then the Records Coordinator of the location that first
received the request shall communicate with the appropriate Records
Coordinator(s) of the other DMH location(s), and shall coordinate the
response in accordance with Chapter 11, Right of Individuals or
Personal Representatives to Access Protected Health Information
Maintained by DMH.

3. If it is not clear what DRSs should be reviewed for PHI that an
individual has asked to access (e.g., the individual has not indicated
where he or she received DMH services), the request should be
referred to the DMH Privacy Officer.  The Privacy Officer will attempt
to identify the proper DRSs and will coordinate the response with the
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appropriate Record Coordinator(s) or Designated Record Set Contact
Person(s)

D. Response to Requests to Amend PHI in Designated Record Sets

A request to amend PHI in a DRS shall be processed by the DMH Privacy
Officer or by the DMH Records Coordinator, or their designees, who first
receives the request.  Nothing in this Chapter precludes the Administrator-
in-Charge from processing a request to amend PHI that is received by
his/her respective Area, Site, Facility or Program and/or from designating
another to do so.  The processing and response to a request to amend PHI
must be done in accordance with Chapter 13, Right to Amend Protected
Health Information.
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IV. LEGAL REFERENCE

HIPAA 45 CFR 164.502
            45 CFR 164.524

45 CFR 164.526
104 CMR 27.17(2)
104 CMR 32.08
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CHAPTER 6

USES AND DISCLOSURES OF
PROTECTED HEALTH INFORMATION

I. INTRODUCTION

There are many federal and state laws, regulations and orders governing the use
and disclosure of Protected Health Information (PHI) that impact DMH and its
Workforce Members.  These include, but are not limited to, the following:

· Health Insurance Portability and Accountability Act (HIPAA), Public Law
No. 104-191, and the regulations developed thereunder, 45 CFR 160 and
164;

· Massachusetts Fair Information Practices Act (FIPA), M.G.L. c.66A; and
· Massachusetts Executive Order No. 412.

In addition, there are laws and regulations that specifically govern PHI that is
created, received and/or retained by DMH.  These include, but are not limited to:

· M.G.L. c.123, §§36, 36A, 36B;
· 104 CMR 27.17; and
· 104 CMR 28.09.

In some situations, one of the more general laws, such as those listed above, may
permit a use or disclosure of PHI that is prohibited by one of the laws that
specifically governs DMH use or disclosure of PHI.  The laws themselves give
some guidance on which law controls when there is a conflict.  The purpose of
this Chapter of the Privacy Handbook is to fully articulate when and how PHI can
be used internally within DMH and when PHI can be disclosed by DMH to
others.  It also clarifies how PHI can be de-identified so that it no longer is PHI.

II. GENERAL RULES FOR REQUESTING, CREATING, USING OR
DISCLOSING PHI

When requesting, creating, using or disclosing PHI, DMH Workforce Members
must observe the rules as set forth in this Section II.

A. Protecting the Confidentiality of Individuals

DMH and its Workforce Members shall respect and protect information
about, and the records of, applicants and recipients of DMH services
and/or case management.
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B. Use and Disclosure of PHI Only as Permitted

DMH and its Workforce Members may use or disclose PHI only as
permitted by this Chapter.

C. Limiting the Collection of PHI

DMH and its Workforce Members shall use reasonable efforts to collect
PHI only when such collection is necessary to provide services or to
otherwise to further the mission of DMH.

D. Using and/or Disclosing PHI Only for the Purpose(s) for which it was
Collected

DMH and its Workforce Members shall limit use and/or disclosure of PHI
to those purposes for which the PHI was collected; for such other purposes
that are Required by Law or further the mission of DMH; or as is
authorized by the individual, or his/her Personal Representative, if any.

E. Requesting, Creating, Using and Disclosing Only that Amount of PHI
that is Necessary

When requesting, creating, using or disclosing PHI, DMH and its
Workforce Members shall make reasonable efforts to limit the amount of
PHI requested, created, used or disclosed, to the minimum necessary to
accomplish the purpose for which the PHI is being requested, created,
used or disclosed.  De-identified health information should be used or
disclosed to the extent possible.  (See Chapter 9, Minimum Necessary
Rule.)

F. Administrative, Technical and Physical Safeguards

DMH Workforce Members must follow the administrative, technical and
physical safeguards that DMH develops to reasonably protect PHI from
unauthorized use or disclosure.  See Chapter1, Administrative
Requirements, Chapter 2, Workforce Members' Responsibilities, Chapter
3, Physical and Technical Safeguards, Chapter 9, Minimum Necessary
Rule and Chapter 10, Verification of the Identity and Authority of the
Requester.

G. Data Integrity

DMH and its Workforce Members shall work to ensure the quality,
accuracy, and reliability of the PHI under their control, whether contained
in written, electronic, or other format.  DMH Workforce Members must
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ensure that PHI is protected from unauthorized modification or
destruction.  DMH will establish, where appropriate, mechanisms
allowing individuals, and/or their Personal Representatives, to have the
opportunity to review and amend their PHI, as required by state and
federal law.  See Chapter11, Right of Individuals or Personal
Representatives to Access Protected Health Information Maintained by
and Chapter 13, Right to Amend Protected Health Information.

H. Reports and Publications Based on PHI

No report or publication created or published by DMH or a DMH
Workforce Member (including students and residents) that originally is
based on PHI shall contain any PHI or information that could lead to the
identification of an individual.  All reports and publications shall be de-
identified and/or contain only aggregate data.  (See Section VIII on de-
identification and aggregate data.)  The only exceptions to this rule are (1)
reports or publications that fall within one of the categories of disclosures
that can be made without Authorization as set forth in Section V and (2)
reports and publications for which Authorizations were obtained.

I. Research Studies

DMH Workforce Members and others who want to conduct research that
requires access to PHI held by DMH shall consult with the Research
Office of the Division of Clinical and Professional Services and the
Central Office Research Review Committee (CORRC) to determine what
procedures apply for such access and if appropriate, to ensure that required
research protocols are being followed.

J. Data Linkage

If PHI is used for data linkage (a method of assembling data contained in
two or more different files or records to relate significant health or other
events for the same individual, organization, community, or other unit of
analysis), the linked data set shall be stripped of personal identifiers and
all identifiers shall be destroyed, unless there is a legitimate purpose for
retaining such identifiers.  When such projects involve individuals who are
not DMH Workforce Members, DMH Workforce Members shall conduct
the data linkage process and release only the linked data set without
personal identifiers, other than a unique identification number.  If,
however, the project involves research, the Deputy Commissioner for
Clinical and Professional Services, or designee, and the Central Office
Research Review Committee (CORRC) may, in certain circumstances,
permit a non-Workforce Member to do the data linkage (when
Authorization can be waived by CORRC).
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K. Uses and Disclosure of Decedents' Records

Generally, the PHI of a decedent is to be treated the same as when the
individual was alive.  After the death of an individual, the administrator,
executor, or other person authorized by law to act on behalf of the
decedent may exercise the rights of the decedent with respect to the
decedent's PHI (i.e., the right to authorize its use or disclosure, the right to
access the PHI and/or to request an audit trail of disclosures made by
DMH, the right to request a confidential communication and/or to restrict
the use or disclosure of PHI).

III. PROHIBITED USES AND DISCLOSURES OF PHI

A. Marketing

Neither DMH nor its Workforce Members shall use or disclose PHI for
any marketing purposes as that term is defined below.  Selling lists of
clients'/patients'/applicants' and/or service recipients' names or disclosing
PHI to a third party for that party's marketing activities strictly are
prohibited.

Marketing for this purpose means:

1. To make a communication about a product or service that encourages
recipients of the communication to purchase or use the product or
service unless the communication is made (a) to describe a health-
related product or services (or a payment for such product or service)
that is provided by DMH and DMH is making the communication; (b)
for treatment of the individual; (c) for case management or care
coordination for the individual; or (d) to direct or recommend
alternative treatment from another health care provider, or care setting
to the individuals.

2. An arrangement between a Covered Entity and any other entity
whereby the Covered Entity discloses PHI to the other entity in
exchange for direct or indirect remuneration to permit the other entity
or its affiliates to make a communication about its own product or
service encouraging recipients of the communication to purchase or
use that product or service.

B. Fund Raising

Neither DMH nor DMH Workforce Members shall use or disclose PHI for
the purpose of raising funds for DMH's or any other person’s or entity's
own benefit.
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C. Directories

DMH Facilities or Programs shall not maintain directories for the purpose
of providing information to non DMH-Workforce Members.

IV. INTERNAL USE OF PROTECTED HEALTH INFORMATION BY DMH
WORKFORCE MEMBERS

A. Uses Not Requiring an Authorization.

Without obtaining an Authorization from the individual who is the subject
of the PHI, or the individual's Personal Representative, DMH and its
Workforce Members may use the PHI internally within DMH for one or
more of the purposes stated in this Section IV.  However, in using PHI for
one of these purposes, the rules as set forth in Section II must be followed.
This Section IV does not address disclosures of PHI to non-DMH
Workforce Members.  Such disclosures are discussed in Section V.

NOTE:  The Privacy Handbook and this Chapter only address when PHI
may be used or disclosed and do not address when informed consent for
treatment needs to be obtained.

PHI may be used internally without obtaining an Authorization for one or
more of the following purposes:

1. Treatment. Treatment means the provision, coordination or
management of health care and related services; consultation
between Health Care Providers who are DMH Workforce Members
and the referral of an individual to another DMH Workforce
Member for health care services.

2. Payment.  Payment means activities between DMH Workforce
Members undertaken to obtain or provide reimbursement for health
care, including determinations of eligibility or coverage; billing,
claims management, collection activities and related health care data
processing; review of health care services with respect to medical
necessity, coverage under a health plan, appropriateness of care, or
justification of charges; utilization review activities; and collection
activities.

3. Health Care Operations.  Health Care Operations mean activities
related to DMH's health care functions, including, but not limited to,
quality assessment and improvement activities; reviewing
competence or qualifications of health care professionals; conducting
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training programs in which students and trainees learn under
supervision to practice or improve their skills; accreditation,
certification, licensing or credentialing activities; conducting or
arranging for medical review; legal services and auditing functions,
including fraud and abuse detection; compliance programs; business
planning and development and; business management and general
administrative activities.

4. Research.  Research means a systematic investigation, including
research development, testing and evaluation, designed to develop or
contribute to generalizable knowledge. (See 104 CMR 31.02).  PHI
may be used for research purposes without an Authorization only in
very limited circumstances.  DMH's Central Office Research Review
Committee (CORRC) officially must waive the Authorization
requirement as part of its approval of a research protocol (the
CORRC approval letter must document that it determined that the
alteration or waiver of Authorization satisfies certain criteria as set
forth at 45 CFR 164.512, 104 CMR 31.05 and CORRC Operating
Procedures).

5. Required By Law.  "Required by Law" means a mandate contained
in law that compels an entity to make a use of PHI that is
enforceable in a court of law.  Required by Law includes but is not
limited to, court orders; Medicare conditions of participation with
respect to Health Providers participating in the program; and statutes
or regulations that require the production of information, including
statutes or regulations that require such information if payment is
sought under a government program providing public benefits.

NOTE: A subpoena requiring the production of records is not
sufficient authority to release PHI.  If a subpoena for PHI is
received, the Legal Office should be notified.

6. Cadaveric Organ, Eye or Tissue Donation.  Pursuant to
Commissioner Directive #10, PHI may be used or disclosed to organ
procurement organizations or other entities engaged in procurement,
banking, or transplantation of cadaveric organs, eyes, or tissue for
the purpose of facilitating organ, eye or tissue donation or
transplantation.

7. To Avert a Serious Threat to Health and Safety.  DMH,
consistent with applicable law, may use or disclose PHI if DMH
believes in good faith that the use or disclosure is necessary to
prevent or lessen a serious and imminent threat to the health or
safety of an individual or the public and the disclosure is made to a
person or persons reasonably able to prevent or lessen the threat.
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8 Limited Data Set.  DMH may create, use or disclose a limited data
set containing PHI if the requirements as set forth in Section VIII are
met.

9. Health Oversight Activities. See Section VII.

10. Clergy.  If an individual or his/her Personal Representative agrees
verbally or in writing, a limited amount of PHI (i.e., name, address
and religious affiliation) may be shared with clergy who are DMH
Workforce Members.  NOTE: an Authorization is not required.

11. Appointment Reminders/Treatment Alternatives.  DMH may use
PHI to remind individuals or their Personal Representatives of
appointments and/or to provide them with information about
treatment alternatives or other health-related benefits and services.

12. Incidental Uses.  Incidental uses are uses of PHI that are secondary,
that cannot reasonably be prevented, that are limited in nature and
that occur as a byproduct of an otherwise permitted use.  (For
example, use of a waiting room sign-in sheet that lists only names.)

B. Uses Requiring an Authorization

An Authorization is required for a use of PHI that is not specified in
Section IV.A.  See Chapter 8, Authorization for the Use and Disclosure of
Protected Health Information.

V. DISCLOSING PHI OUTSIDE OF THE DMH WORKFORCE

A. State Law and HIPAA Preemption Issues

In many situations, state laws and regulations that apply to DMH are more
restrictive than HIPAA in allowing disclosure of PHI.  Under HIPAA, the
more restrictive state law will govern if it provides more protection to the
PHI or greater rights to the individual who is the subject of the PHI.

Similarly, 45 CFR 160.203(c) states that HIPAA will not preempt any
“provision of State law, including State procedures established under such
laws, as applicable, [that] provides for the reporting of disease or injury,
child abuse, birth, or death, or for the conduct of public health
surveillance, investigation or intervention.”

Therefore, care needs to be taken by a DMH Workforce Member when
responding to a request for PHI from a person or entity that only cites
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HIPAA as the authority for releasing the PHI without an Authorization.
The DMH Workforce Member must determine whether state law also
permits the release of PHI.  For example, HIPAA generally allows for the
release of PHI for Treatment, Payment and Healthcare Operations without
an Authorization, whereas, M.G.L. c.123, §36 governing records of the
admission, treatment and periodic review of persons admitted to DMH
facilities would not permit disclosures for such purposes without an
Authorization, unless a best interest determination is made pursuant to
DMH regulations.

B. Permitted Disclosures Not Requiring an Authorization

The following disclosures of PHI can be made without obtaining an
Authorization from the individual who is the subject of the PHI or his/her
Personal Representative, if any.

1. Disclosure to the Individual who is the Subject of the PHI or
his/her Personal Representative, if any.  PHI may be disclosed at
any time by DMH to the individual who is the subject of the PHI or, if
he/she has a Personal Representative, to his/her Personal
Representative, or, if the individual is deceased, to the administrator or
executor of the individual's estate.  Even if a Minor has a Personal
Representative, the Minor rather than the Personal Representative has
the right to and control over access to PHI related to a treatment to
which, by law, the Minor could and did consent (e.g., HIV testing).
Additionally, both a Minor and his/her Personal Representative have
the right to and control over access to PHI relating to the admission
only to a DMH Facility when the Minor voluntarily admitted himself
or herself to a DMH Facility pursuant to M.G.L. c.123, §§10 and 11
and 104 CMR 27.06.

Chapter 10, Verification of the Identity and Authority of the
Requester, outlines when a parent, guardian, Rogers monitor, Health
Care Agent, DYS or DSS is considered a Personal Representative.

DMH, under certain circumstances, may limit the right of individuals
and/or Personal Representatives to access PHI.  See Chapter 11, Right
of Individuals or Personal Representatives to Access Protected Health
Information Maintained by DMH.

2. Disclosure to the Attorney of an Individual who is the Subject of
PHI.  See Chapter 10, Verification of the Identity and Authority of the
Requester, for a discussion on determining who is the individual's
attorney.
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3. Disclosures Made Pursuant to a Judicial Order.  PHI may be
disclosed pursuant to a proper judicial order.  "A proper judicial order"
means an order signed by a justice or special justice of a court of
competent jurisdiction, or a clerk or assistant clerk of such court acting
upon instruction of such a justice.  A subpoena is not deemed a
"proper judicial order."  Whenever possible, an individual or the
individual's Personal Representative, if any, shall be informed of a
court order commanding production of the individual's records prior to
the production of the records, unless it is clear from the judicial order
that the individual or Personal Representative was given notice of the
judicial proceedings which issued the order and an opportunity to
object to the issuance of the order.

4. Disclosure Made Pursuant to a Best Interest Determination.

a. Determination by the Commissioner or Designee.

i. The Commissioner or designee, in his/her discretion, may
permit the release of PHI, where the Commissioner or designee
has made a determination that such disclosure would be in the
best interest of the individual who is the subject of the PHI.
The disclosure, however, must be of the type that is permissible
under HIPAA without an Authorization.  The applicable
federal regulations are:

· Disclosures to carry out Treatment, Payment or Health
Care Operations. 45 CFR 164.506

· Disclosures to persons involved in the individual's care. 45
CFR 164.510(b).

· Disclosure for Public Health Activities. 45 CFR
164.512(b).

· Disclosure about victims of abuse, neglect or domestic
violence. 45 CFR 164.512(c).

· Disclosure for Health Oversight Activities. 45 CFR
164.512(d).

· Disclosures for judicial and administrative proceedings. 45
CFR 164.512(e).

· Disclosure for certain law enforcement purposes.  45 CFR
164.512(f).

· Disclosures about decedents to coroners and/or funeral
directors. 45 CFR 164.512(g)

· Disclosure to avert a serious threat to health or safety.  45
CFR 164.512(j).

· Disclosure for certain specialized government functions. 45
CFR 164.512(k).

· Disclosures for workers' compensation. 45 CFR 164.512(l).
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ii. In making a best interest determination, the Commissioner or
designee, must conclude that it is not possible or practical to
obtain the Authorization if the individual, if competent, or the
individual's Personal Representative.

iii. All best interest determinations made by the Commissioner or
designee that are not categorical best determination as
described in Section V.A.4.b., below, shall be documented in
writing and shall be maintained in the Commissioner's Office
pursuant to the applicable DMH Record Disposal Schedule.

iv. If the disclosure is made for other than Treatment, Payment, or
Health Care Operation purposes, it may need to be logged for
audit trail purposes.  See, Chapter 12, Right to an Audit Trail
of Certain Disclosures of Protected Health Information.

v. Any disclosure of PHI made pursuant to a best interest
determination shall be limited to the minimum PHI necessary
to achieve the purpose of the disclosure.

b. Categorical Best Interest.  Without limiting the discretionary
authority of the Commissioner or designee to identify other
situations where inspection or disclosure is in an individual's best
interest, PHI may be disclosed in an individual's best interest in the
following cases:

i. Disclosure from a sending to a receiving facility for purposes
of transferring the individual pursuant to M.G.L. c.123, §3;

ii. Disclosure to a physician or other health care provider who
requires such records for the treatment of a medical or
psychiatric emergency; provided, however, that the
individual, or the individual's PR, is given notice of the
disclosure as soon as possible;

iii. Disclosure to a medical or psychiatric facility currently
caring for the individual, when the disclosure is necessary for
the safe and appropriate treatment and discharge of the
individual;

iv. Disclosure between DMH and a contracted vendor regarding
individuals being served by the vendor for purposes related to
services provided under the contract;
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v. A disclosure to enable the individual, or someone acting on
his/her behalf, to obtain benefits or third party payment for
services rendered to such individual;

vi. Disclosures to persons conducting an investigation involving
the individual pursuant to 104 CMR 32.00;

vii. Disclosures to persons engaged in research, if such access is
approved by DMH pursuant to 104 CMR 31.00; and

viii. Disclosures to persons authorized by DMH to monitor the
quality of services being offered or provided to the
individual;

ix. Disclosure to the Joint Commission on Accreditation of
Healthcare Organizations (JCAHO) or other accrediting
bodies;

x. Disclosure to report communicable and other infectious
disease to the Department of Public health and/or local board
of health consistent with 105 CMR 300.000 et. seq.; and

xi. Disclosure to coroners, medical examiners or funeral home
directors.

Subject to the following requirements, the Administrator-in-
Charge of the applicable DMH location shall establish for his/her
location how and who may decide that the conditions of a
categorical best interest determination are met with regard to a
particular disclosure:

· A decision that the conditions of the categorical best interests
determinations set forth in Section V.B.4.b.(i), (ii) or (iii)
(disclosure from a sending to a receiving facility, disclosure to
a physician or other health care provider for emergency
treatment; and disclosure to a medical or psychiatric facility for
treatment and discharge purposes) have been met can be made
only by the Administrator-in-Charge or a licensed Health Care
Professional(s) that he/she designates.

· To make a decision that a one of the categorical best interest
determinations is applicable, the Administrator-in Charge or
his/her designee(s) must also conclude that it is not possible or
practical to obtain the Authorization if the individual, if
competent, or the individual's PR.



Uses and Disclosures of Protected Health Information
Chapter 6 amended in full 1/1/05

12

Any disclosure of PHI made pursuant to a categorical best interest
determination shall be limited to the minimum PHI necessary to
achieve the purpose of the disclosure.

If the disclosure is made for other than Treatment, Payment, or
Health Care Operation purposes, it may need to be logged for audit
trail purposes.  See, Chapter 12, Right to an Audit Trail of Certain
Disclosures of Protected Health Information.

5. Disclosures Required By Law.  "Required by Law," means a
mandate contained in law that compels an entity to make a disclosure
of PHI that is enforceable in a court of law.  Required by Law
includes, but is not limited to, court orders, Medicare Conditions of
Participation with respect to Health Care Providers participating in the
Medicare program, and statutes or regulations that require the
production of information, including statutes or regulations that
require such information, if payment is sought under a government
program proving public benefits.  Disclosures that DMH or its
Workforce Members are required to make include, but are not limited
to, the following:

a. Crimes Committed Upon Persons in care of Mental Health
Facilities.  MGL c.19, §10

b. Transfer Notices.  M.G.L. c.123, §3
c. Periodic Review Notices.  M.G.L. c.123, §4
d. Commitment Petitions/Appeals.  M.G.L. c.123, §§7, 8, 9, 15 and

16
e. Petition for Medical Treatment Orders.  M.G.L. c.123, §8B
f. Emergency Hospitalizations.  M.G.L. c.123, §12
g. Forensic Reports. M.G.L. c123, §§15,16, 17, 18
h. Guardian or Conservator Appointments.  M.G.L c.123, §25 and

M.G.L. c.201, §§6, 6A, 6B, 7, 14, 16B, 17, 21
i. Unclaimed Funds Notice.  M.G.L c.123, §26
j. Administration of estate of deceased inpatient or resident by DMH.

M.G.L. c.123, §27
k. Violent or Unnatural Death of DMH Clients.  M.G.L c.123, §28
l. Unauthorized Absence of DMH Clients.  M.G.L. c.123, §30
m. Gun Licensing Authority Access to Mental Health Records.

M.G.L. c.140, §§129B and 131
n. Mental Health Legal Advisor's Committee access to records.

M.G.L c.221, §34E
o. Medication Communications.  104 CMR 28.06
p. Abuse of Elderly Person.  M.G.L. c.19A, §15, 104 CMR 32.06
q. The Disabled Person Protection Commission.  M.G.L. c.19C, §15,

104 CMR 32.06
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r. DSS-Persons required to report Cases of Injured, Abused or
Neglect Children.  M.G.L c.119, §51A

s.   Persons Having Knowledge of Death to Notify Medical Examiner.
M.G.L. c.38, §13, 104 CMR 32.06

t. Sex Offender Registry Law.  M.G.L. c.6, §§178C through 178O
u. Disclosures to the U.S. Secretary of Health and Human Services, if

required by the Secretary in investigating DMH's compliance with
HIPAA.  45 CFR 164.505(a)(2)

v. Protection and Advocacy. 42 USC 10806
w. Executive Office of Health and Human Services and its agencies if

for a purpose specified in 101 CMR 16.00.  See Section V.B.6.,
below.

NOTE: a subpoena requiring the production of records is not
sufficient authority to release PHI.  If a subpoena for PHI is received,
the Legal Office should be notified.

6. Disclosures to, and Request of, the Executive Office of Health and
Human Services (EOHHS) and/or its Agencies for a Purpose
Specified in 101 CMR 16.00.

a. Disclosures to EOHHS or an EOHHS Agency.  If EOHHS or an
EOHHS agency makes a request for PHI and the only applicable
authority for disclosing the PHI under Section V.B of this Chapter
appears to be 101 CMR 16.00, the request shall be processed as set
forth in this Subsection V.B.6.

Note: if an authorization accompanies the request, then the
procedures set forth in Chapter 8 should be followed.  If the
requesting agency is the PR of the individual, then the procedures
set forth in Chapter 10 should be followed.  If a statute, or a
regulation other than 101 CMR 16.00, requires that the PHI be
released to the requesting agency, then that amount of PHI
specified in Appendix C for the particular type of disclosure should
be released.

b. General Rule.  Pursuant to EOHHS regulation 101 CMR 16.00
(attached at the end of this Chapter), DMH is required to disclose
PHI to EOHHS and/or its agencies if requested to do so and the
disclosure is directly connected to the administration an agency's
program.  Activities directly related to the administration on an
agency's program include, but are not limited to:

i. eligibility determinations,
ii. determination of benefit amounts,
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iii. provision of services if the disclosure of PHI will assist the
individual who is the subject of the PHI in accessing needed
medical, social, education or other services, or will improve the
coordination or management of service provided to the
individual, or

iv. quality assurance activities; and
v. other activities as the Secretary of EOHHS or his designee may

determine consistent with 101 CMR 16.00, including those
required or permitted by federal and state law.

In addition, the disclosure cannot be inconsistent with federal or
state law.  Disclosures under 101 CMR 16.00 are considered to be
"required by law" and thus permissible under HIPAA.  Likewise,
disclosures for the purposes outlined above i-iv, above, are
considered to be in the best interest of the individual and thus
permitted under M.G.L. c.123, §36 and 104 CMR 27.17 and 28.09.
Disclosures under v. above for a purpose specified by the Secretary
of EOHHS, or his designee, may be determined to be in the best
interest of the individual, depending on the specific purpose.
There are, however, state laws and federal laws that apply to
specific circumstances, such as privileges and HIV status, or
substance abuse and alcohol treatment, that prohibited release
without an authorization.

c. Procedures for processing an EOHHS or an EOHHS Agency's
request for PHI pursuant to 101 CMR 16.00.

i. Determination that the Requirements of 101 CMR 16.00
Are Met.

(a) Responsible DMH Staff Members.  Prior to a disclosure
being made under the authority of 101 CMR 16.00, the
DMH staff member specified below must determine if the
requirements of 101 CMR 16.00 are met.

(1) The DMH Privacy Officer.  The DMH Privacy
Officer, or designee, must determine if the requirements
of 101 CMR 16.00 are met if the request is:

· for PHI concerning multiple clients and/or to do
computer matches; or

· for an individual's entire DMH record; or
· being made for a purpose other than for determining

an individual's eligibility for benefits or services or
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benefit amounts from the requesting agency (e.g.,
for quality assurance purposes).

(2) The Administrator-in-Charge.  The Administrator-in-
Charge of the DMH location where the PHI is
maintained, or designee, must determine if the
requirements of 106 CMR are met in all other
situations.  If the PHI is maintained in more than one
DMH location, there must be a consensus among the
Administrators-in-Charge, or designees, as to whether
the requirements of 101 CMR 16.00 are met.  If the
Administrators-in-Charge, or designee, can not agree,
the matter shall be referred to the DMH Privacy
Officer, or designee, who shall make the final decision.

(b) The Determination.  The DMH staff member designated
above, must verify that:

(1) the request is being made by EOHHS or an EOHHS
agency (a list of current EOHHS agencies is attached to
the end of this Chapter); and

(2) EOHHS or the EOHHS agency is requesting the PHI
for a purpose specified in 101 CMR 16.00 (see Section
V.B.6.a., above for a list of purposes); and

(3) the disclosure is not inconsistent with federal or state
law.  See Section V.B.6.a., above.  For request made for
"other activities as the Secretary of EOHHS or his
designee may determine consistent with 101 CMR
16.00, including those required or permitted by federal
and state law" the DMH Privacy Officer will need to
assess if a Commissioner's Best Interest determination
is needed.

If clarification is needed to be able to make the above
determination, the applicable DMH staff member shall
work with EOHHS or the requesting EOHHS agency to
obtain the necessary clarification and/or documentation.

Access shall be provided to the extent required by the
regulation.  In some instances, it will be necessary to redact
portions of the record that is being requested, e.g., the
portion containing privileged PHI, etc.
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(c) Minimum Necessary.  If the DMH staff member
designated above determines that the requirements of 101
CMR 16.00 are met, the DMH staff member must then
apply the Minimum Necessary principles of Chapter 9,
Section III.C. to determine the amount of PHI that needs to
be disclosed to accomplish the purpose of the disclosure.

(d) Audit Trail and Record of Determination.  If it is
determined that the requirements of 101 CMR 16.00 are
met and a disclosure is made, then an audit trail must be
made of the disclosure pursuant to Chapter 12, Section III.
The applicable audit trail log entry must include the date of
the disclosure, a description of the PHI disclosed, the
agency to which the PHI was disclosed, the fact that the
disclosure was being made pursuant to 101 CMR 16.00, the
name of the DMH staff member who made the
determination that the requirements of 101 CMR 16.00
were met, and the reason for the disclosure.  If the request
for a disclosure was received in writing, the request shall be
kept in the applicable DMH record and the above
information shall also be recorded on or attached to the
request.

iii. Authorization Alternative.  If the DMH staff member
responsible for processing a request in his/her discretion
believes that it is preferable and practicable to obtain an
Authorization from the applicable individual or the individual's
PR and an Authorization is obtained, then the Authorization
rules, rather that the provisions of this section, apply.

d. Request by DMH for PHI from EOHHS or EOHHS Agency
Pursuant to EOHHS Regulation 101 CMR 16.00.  If DMH
needs PHI about an individual from EOHHS or an EOHHS agency
for a purpose specified in 101 CMR 16.00, the request shall be
approved by the Administrator-in Charge of the DMH location
seeking the PHI, or his/her designee.  If the PHI is needed for the
purpose of doing a match involving more than one individual, the
DMH Privacy Officer, or his/her designee, shall approve the
request.  The Administrator-in-Charge, Privacy Officer, or
designee, must determine that the proposed request meets the
requirements of 101 CMR 16.00, and if so, the proper amount of
PHI to be requested.  Reasonable efforts shall be made to limit the
amount of PHI requested to only that which is needed.  If the
Administrator-in-Charge or the Privacy Officer responsible for
processing a proposed request believes that it preferable and
practicable to an obtain an Authorization for the release of PHI to
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DMH, he/she may require that an Authorization be used in lieu of
101 CMR 16.00.  To the extent reasonable and practicable, a
request to EOHHS and/or to an EOHHS agency for PHI shall be
made in writing and state the purpose for the request.

7. Disclosures for Research.  Research means a systematic
investigation, including research development, testing and evaluation,
designed to develop or contribute to generalizable knowledge. (See
also 104 CMR 31.02).  PHI may be used for research purposes without
an Authorization only in very limited circumstances.  DMH's Central
Office Research Review Committee (CORRC) officially must waive
the Authorization requirement as part of its approval of a research
protocol (the CORRC approval letter must document that it
determined that the alteration or waiver of Authorization satisfies
certain criteria as set forth in 45 CFR 154.512, 104 CMR 31.05 and
CORRC Operating Procedures).

8. Limited Data Set.  DMH may create, use or disclose a limited data set
containing PHI if the requirements as set forth in Section VIII are met.

9. Disclosures for Health Oversight Activities. See Section VII.

10. Disclosures to Clergy.  If an individual or his/her Personal
Representative agree verbally or in writing, a limited amount of PHI
(e.g., name, address and religious affiliation) may be shared with non-
DMH Workforce Member Clergy.  NOTE: an Authorization is not
required.

11. Disclosures to Persons Involved in the Care of the Individual.  If
the individual or his/her Personal Representative obtains the
individual's agreement, whether verbally or in writing, or provides the
individual with the opportunity to object to the disclosure, and the
individual does not express an objection, PHI may be disclosed to a
family member, other relative, or any other person identified by the
individual if the PHI directly is relevant to the person's involvement
with the individual's care or payment related to the individual's care.

12. Disclosures Pursuant to MGL. c. 123, §36B Duty to Protect and/or
Warn.  Disclosures Pursuant to this Statue may be made only by
licensed health care professionals and only if the conditions as set out
in the statute are met.

13. Disclosure by Whistleblowers and Workforce Members Who are
Crime Victims.  DMH will not be considered to have violated the
disclosure restrictions as set forth in this Section if a Workforce
Member or a Business Associate discloses PHI for whistleblowing or
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reporting a crime if (1) the disclosure of PHI is necessary to
accomplish the intended purpose (e.g., the report could not be
accomplished with the use of de-identified information or the use of a
code); (2) the amount of PHI that is used is limited only to the amount
that is necessary for the intended purpose; and (3) the requirements
below are met.

a. Whistleblowers.  The Workforce Member or Business Associate
must believe in good faith that DMH has engaged in conduct that
is unlawful or otherwise violates professional or clinical standards
or that the care, services or conditions provided by DMH
potentially endangers one or more individuals and the disclosure is
made to (i) a public health authority, health oversight agency, or
healthcare accreditation organization authorized to investigate or
oversee the conduct at issue, or (ii) an attorney retained by the
Workforce Member or Business Associate for the purpose of
determining legal options of the Workforce Member or Business
Associate with regard to said conduct.

b. Workforce Members Who are Crime Victims.  A Workforce
Member, who is an alleged victim of a criminal act, may disclose
PHI about the alleged perpetrator to a law enforcement officer.
The PHI disclosed must be limited to the following information for
the purpose or identifying or locating a suspect, material witness,
or missing person.

i. name and address;
ii. date and place of birth;
iii. Social security number;
iv. blood type (A/B/O) and Rh factor;
v. type of injury;
vi. date and time of treatment;
vii. date and time of death, if applicable; and

viii. a description of distinguishing physical characteristics,
including, but not limited to, height, weight, gender, race, hair,
eye color, and the presence or absence of facial hair (beard or
moustache) scars, and tattoos.

14. Incidental Disclosures.  Incidental disclosures are disclosures of PHI
that are secondary, that reasonably cannot be prevented, that are
limited in nature, and that occur as a byproduct of an otherwise
permitted disclosure.  (For example, use of a waiting room sign-in
sheet that lists only names).
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Questions as to whether a category of Section V.B is applicable to a
particular disclosure must be addressed to the DMH Privacy Officer or
Legal Office.

C. Disclosures Requiring an Authorization

A disclosure of PHI not specified in Section V.B., requires an
Authorization.

D. DMH Routine Disclosures - Appendix C of the Handbook

Appendix C of the Handbook lists the routine disclosures of PHI made by
DMH and its Workforce Members, with the exception of disclosures made
to an individual who is the subject of the PHI and/or his/her Personal
Representative.  For each disclosure listed, the following information is
provided: (a) the person or entity to whom the disclosure can be made; (b)
the purpose of the disclosure; (c) whether an Authorization, or a best
interest determination, is required for the disclosure; (d) the maximum
amount of PHI that should be released; and (e) any special requirements
regarding the disclosure.  In making any of the disclosures listed in
Appendix C, DMH Workforce Members are responsible for ensuring that,
if required for the disclosure, an Authorization is obtained or a best
interest determination has been made and that only the authorized amount
of PHI is disclosed.

E. General Rules Regarding Disclosing PHI Created or Maintained by
DMH

1. Verification.  Prior to disclosing PHI, the identity of the person or
entity to which the PHI is to be disclosed and the authority of that
person or entity to receive information must be verified, if they are not
known, in accordance with Chapter 10, Verification of the Identity and
Authority of the Requester.

2. Restrictions.  Prior to making a disclosure, a DMH Workforce
Member must determine if DMH has granted a request to restrict PHI
that would preclude such a disclosure.  See Chapter 15, Right to
Request Restrictions on the Use and/or Disclosure of Protected Health
Information.

3. Authorization.  If this Chapter or Appendix C requires that an
Authorization be obtained, the following applies:

a. The Authorization must contain the required elements as specified
in Chapter 8, Authorization for Use and Disclosure of Protected
Health Information.
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b. The Authorization must be signed by the individual who is the
subject of the PHI; provided, however, that if the individual has a
Personal Representative, the Authorization must be signed by the
Personal Representative unless the individual is a Minor (i) who by
law voluntarily admitted him or herself to a DMH Facility pursuant
to 104 CMR 27.06, or (ii) who by law consented to treatment (e.g.,
HIV testing) and the Authorization for the disclosure of PHI is
related directly to the admission or to the treatment that said
Minor authorized.  If the individual is deceased, the administrator
or executor of the individual's estate must sign the Authorization.

c. The disclosure made must be consistent with the terms of the
Authorization.

VI. SPECIAL RULES REGARDING THE REPORTING OF ADULT ABUSE,
NEGLECT OR DOMESTIC VIOLENCE

If a DMH Workforce Member makes a report of abuse, neglect or domestic
violence regarding an adult, the adult who is the victim of the abuse, neglect or
violence, or his/her Personal Representative, if applicable, must be notified
promptly that the report has been made unless one of the following determinations
is made:

A. That informing the individual would place the individual at risk of serious
harm; or

B. That the individual's Personal Representative is responsible for the abuse,
neglect, or other injury, and that informing such person would not be in
the best interest of the individual.

These determinations may be made only by a DMH Workforce Member who is a
licensed health care professional exercising his/her professional judgement.
Therefore, if the reporter is not a licensed health care professional, he/she must
notify the Administrator-in charge, or his/her designee, who will assign a licensed
Health Care Professional to review the matter and to make a determination with
regard to giving notice.  The decision shall be documented in the appropriate
DMH record.

VII. ACCESS TO AND USE OF PHI BY DMH AS A HEALTH OVERSIGHT
AGENCY

A Health Oversight Agency means an agency with authority of a state, "including
the employees or agents of such public agency or its contractors or persons or
entities to whom it has granted authority, that is authorized by law to oversee the
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health care system (whether public or private) or government programs in which
health information is necessary to determine eligibility or compliance, or to
enforce civil rights laws for which health information is relevant" 45 CFR
164.501.

DMH is a Health Oversight Agency with respect to those psychiatric facilities and
residential programs that it licenses.  It is authorized by statute and regulation to
review the performance of licensees in the conduct of its health oversight
activities.  In its role as a Health Oversight Agency, DMH is not required to
obtain an individual's Authorization to lawfully receive, use or disclose, or
exchange PHI and/or to require others to disclose or exchange PHI with it.  Such
access, disclosures and exchanges are required by law.  104 CMR 27.03(15), 104
CMR 27.17(5), 104 CMR 28.13(6) and (7).  DMH must safeguard PHI that it
obtains during health oversight activities in a manner consistent with federal and
state laws and regulations, and DMH policies and procedures relating to PHI.

VIII. DEFINITIONS AND RELATED PROCEDURES FOR NON PROTECTED
HEALTH INFORMATION.

A. De-Identified Health Information

1 Definition.  De-identified Health Information is health information
that does not identify an individual and where there is no reasonable
basis to believe that the information can be used to identify an
individual.  Once PHI is de-identified, it no longer is considered PHI
and is not subject to DMH policies and procedures regarding PHI.

2. How PHI can be De-identified.  PHI is considered de-identified only
if one of the following two standards is met:

a. Elimination of 18 Specific Identifiers.  The first standard is the
deletion from the PHI of eighteen (18) specific identifiers relating
to the individual or relatives, employers, or household members of
the individual.  They are:

i. Names;
ii. All geographic subdivisions smaller than a state, including

street address, city, county, precinct, zip code, and their
equivalent geocodes, except for the initial three digits of a
zipcode, if according to the current publicly available data
from the Bureau of the Census:

· the geographic unit formed by combining all zip
codes with the same three initial digits contain more
than 20,000 people and;
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· the initial three digits of a zip code for all such
geographic units containing fewer than 20,000 people
is changed to 000  (for Massachusetts zip code
information, see Appendix F);

iii. All elements of dates (except year) for dates directly related
to an individual, including date of birth, admission date,
discharge date, date of death; and all ages over 89 (unless
aggregated into a single category of age 90 and older);

iv. Telephone numbers;
v. Fax numbers;
vi. Electronic mail addresses;
vii. Social Security numbers;
viii. Medical record numbers;
ix. Health Plan beneficiary numbers;
x. Account numbers;
xi. Certificate or license numbers;
xii. Vehicle identifiers and serial numbers, including license plate

numbers;
xiii. Device identifiers and serial numbers;
xiv. Web Universal Resource Locators (URLs);
xv. Internet Protocol (IP) address numbers;
xvi. Biometric identifiers, including finger and voice prints;
xvii. Full face photographic images and comparable images; and
xviii. Any other unique identifying number, characteristic, or code

(except a code to allow re-identification under certain
requirements).

For PHI to be considered de-identified under this method, DMH
cannot have actual knowledge that the de-identified information
could be used alone or in combination with other information to
identify an individual.

A code or other mechanism may be created for the purpose of
being able to re-identify the de-identified PHI.  However, the code
cannot be derived from, or related to, information about the
individual and it otherwise must not be translatable so as to
identify the individual.  Additionally, the code cannot be provided
to anyone outside of DMH.  If de-identified PHI is re-identified,
such information then is PHI and must be treated as such.

b. Use of a Statistician.  Under the second standard, a statistician (a
person with appropriate knowledge of and experience with,
generally acceptable statistical and scientific principles and
methods for rendering information not individually identifiable)
apply such principles and methods to the PHI, so that it is unlikely
that anyone could use the information, alone or with other
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reasonably available information, to identify the individual who is
the subject of the information.

B. Aggregate Data

1. Definition.  Aggregate data is data collected from specific individuals'
records containing PHI that have been combined for statistical or
analytical purposes and that are maintained in a form that does not
permit the identification of individuals.

2. De-identifying Aggregate Data.  In determining if the de-
identification standards are met with regard to aggregate data, the
Aggregate Data Release Standards developed by the Department of
Public Health as set forth in Appendix F should be followed.  The
DPH standards are based on cell size suppression.  This is a statistical
method used to report aggregate data by restricting or suppressing
disclosures of subsets of aggregate data based on size, so as to avoid
the risk of identifying individuals in small populations.

C. Limited Data Set

1. Definition.  A limited data set is information from which “facial”
identifiers have been removed.  Specifically, because they relate to the
individual or his/her relatives, employers, or household members, all
of the following identifiers must be removed in order for PHI to be a
limited data set:

a. Names;
b. Street addresses (other than town, city, state and zip code);
c. Telephone numbers;
d. Fax numbers;
e. E-mail addresses;
f. Social Security numbers;
g. Medical records numbers;
h. Health plan beneficiary numbers;
i. Account numbers;
j. Certificate license numbers;
k. Vehicle identifiers and serial numbers, including license plates;
l. Device identifiers and serial numbers;
m. Web Universal Resource Locators (URLs);
n. Internet Protocol (IP) address numbers;
o. Biometric identifiers (including finger and voice prints); and
p. Full face photos (or comparable images).

In comparison with de-identified PHI, the following information may
be included in a limited data set:
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i. Dates such as admission, discharge, date(s) of service, date of
birth, date of death;

ii. City, state, five digit or more zip code; and
iii. Ages in years, months, days or hours.

A limited data set is PHI because it has not been fully de-identified.
However, a limited data set may be used without obtaining an
Authorization if the conditions as set forth in Section VIII.C. are met.

2. Uses and Disclosures.  DMH may use or disclose a limited data set
only for the purposes of Research, Public Health or Health Care
Operations.  (See the Glossary for the definitions of these terms.)

3. Data Use Agreement. DMH must enter into a Data Use Agreement
with the party who is to receive a limited data set.  The Data Use
Agreement must:

a. establish the permitted uses and disclosures of the limited data set;
b. identify who may use or receive the information;
c. prohibit the recipient from using or further disclosing the

information, except as permitted by the agreement or as required
by law;

d. require the recipient to use appropriate safeguards to prevent a use
or disclosure that is not permitted by the agreement;

e. require the recipient to report to DMH any unauthorized use or
disclosure of which it becomes aware;

f. require the recipient to report to DMH any unauthorized use or
disclosure of which it becomes aware;

g. require the recipient to ensure that any agents (including a
subcontractor) to whom it provides the information will agree to
the same restrictions as provided in the agreement;

h. prohibit the recipient from identifying the information or
contacting the individuals; and

i. require that reasonable steps are taken to cure any breach by a
recipient of the Data Use Agreement.

4. Creating the Limited Data Set. A DMH Workforce Member shall be
responsible for creating a limited data set from PHI maintained by
DMH.  If, however, the project involving the limited data set is
Research, the Deputy Commissioner for Clinical and Professional
Services, or designee, and the Central Office Research Review
Committee (CORRC), in certain circumstances, may permit a non-
DMH Workforce Member to create the limited data set (situations
when an Authorization may be waived by the CORRC).
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IX. LEGAL REFERENCE AND ATTACHMENTS

HIPAA

45 CFR 164.501 (Definition of Disclosure, Health Care Operations, Health
Oversight Agency, Marketing, Payment, Required By Law, Treatment,
Use)

45 CFR 164.502(a) (Permitted Uses and Disclosures)
45 CFR 164.502(d) (De-identified PHI)
45 CFR 164.502(f) (Standard: deceased individuals)
45 CFR 164.502(g) (Standard: Personal Representative)
45 CFR 164.502(j) (Whistleblowers and Victims of a Crime)
45 CFR 164.506 (Uses and Disclosures to Carry Out Treatment, Payment, or

Health Care Operations)
45 CFR 164.508 (Uses and Disclosures for Which an Authorization is

Required)
45 CFR 164.510 (Uses and Disclsoures Requiring an Opportunity for the

Individual to Agree or to Object)
45 CFR 164.512 (Uses and Disclsoures for Which an Authorization or

Opportunity to Agree or Object is Not required.)
45 CFR 164.514 (b) and (c) (Standard: De-identification and Specifications:

re-identification)
45 CFR 164.514(e) (Standard: Limited Data Set)
45 CFR 164.514(f) (Fundraising)

M.G.L. c.123, §§36, 36A, 36B
101 CMR 16.00
104 CMR 27.03
104 CMR 27.17
104 CMR 28.09
104 CMR 28.13
104 CMR 31.05
Commissioner Directive # 10
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EOHHS PRIVACY REGULATIONS -UNOFFICIAL VERSION

101 CMR 16.00:  Personal Data Use and Permitted Disclosures By and
Among EOHHS and Its Agencies

16.01:  Applicability

101 CMR 16.00 applies to the Executive Office of Health and Human Services (EOHHS) and to
all other agencies as the term is defined in 101 CMR 16.03.

16.02:  Purpose

(1)  101 CMR 16.00 is promulgated pursuant to M.G.L. c. 6A, § 16 and in conformance
with M.G.L. c. 66A, § 2(c) to authorize the sharing of data, including personal data by
and among EOHHS and its agencies, subject to the appropriate protections for the
confidentiality of client data.

(2)  101 CMR 16.00 governs the use and disclosure of personal data by EOHHS and
among the agencies with in it.  It prescribes circumstances in which personal data shall or
may be used and disclosed by and among EOHHS and EOHHS agencies.

(3)  Nothing herein is intended to limit or prohibit the Secretary or agencies from using
and disclosing personal data where otherwise permitted or required by federal and state
law.

16.03:  Definitions

The following terms used in 101 CMR 16.00 have the meanings given in 101 CMR 16.03 unless
the context clearly requires another meaning.

Agency — the Executive Office of Health and Human Services (EOHHS) or any
department, agency, commission, office, board, division, or any other body within
EOHHS as set out in M.G.L. c. 6A, § 16, including the Executive Office of Elder Affairs.

Client — an applicant for, or recipient of, agency benefits or services, including services
provided by the Department of Social Services or the Department of Youth Services.

Personal Data — has the same meaning as used in M.G.L. c. 66A, and includes
“individually identifiable health information” within the meaning of the Health Insurance
Portability and Accountability Act, 42 U.S.C. 1320d et seq.

Program Providing Benefits or Services — a state-funded program that provides cash
assistance, services, or other benefits including payment for or access to services, or a
program that is federally funded or federally assisted, including, but not limited to, the
Food Stamp Program, 7 U.S.C. § 2011 et seq., the Temporary Assistance to Needy
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Families Program, 42 U.S.C. § 601 et seq., Medical Assistance to the States, 42 U.S.C. §
1396 et seq., the State Children’s Health Insurance Plan, 42 U.S.C. § 1397aa et seq., the
Child Welfare and Adoption Assistance Program, 42 U.S.C. § 671 et seq., programs
funded under the Older Americans Act, 12 U.S.C. 3508g, and programs funded under the
Rehabilitation Act.

Secretary — the Secretary of the Executive Office of Health and Human Services who is
the executive head of all EOHHS agencies pursuant to M.G.L. c. 6A, § 16.

16.04:  Use or Disclosure of Personal Data by EOHHS

(1)  EOHHS shall hold data, including, but not limited to, the names, addresses, and dates
of birth of agency clients, as well as any other personal data or identifying information
the Secretary shall determine necessary to carry out the responsibilities assigned to the
Secretary and EOHHS under M.G.L. c. 6A, § 16.  EOHHS shall develop policies and
guidelines regarding use, disclosure, and maintenance of such data by agency employees
to safeguard the confidentiality of such information.

(2)  As executive head of all agencies under M.G.L. c. 6A, § 16, the Secretary shall have
access to personal data of agency clients held by such agencies.  The Secretary may
designate others who shall be authorized to access data in the same manner and to the
same extent as the Secretary.  The Secretary or his designee shall use or disclose such
data only in a manner consistent with applicable federal laws, 101 CMR 16.00, and other
state laws.  A designee shall include, but is not limited to, an agency employee or
contractor engaged in evaluative and other quality assurance activities involving agency
programs and services.

16.05:  Use or Disclosure of Personal Data Between and Among Agencies

Upon request of an agency or if otherwise required by law, agencies administering
programs providing benefits or services shall use or disclose information regarding
clients to other agencies when the use or disclosure is directly connected to the
administration of an agency’s program and the use or disclosure is not inconsistent with
federal or state law.  Activities directly connected to the administration of such programs
include, but are not limited to:

(1)  eligibility determinations;

(2)  determination of benefit amounts;

(3) provision of services, insofar as the use or disclosure of personal data will assist the
individual(s) who is the subject of the personal data in accessing needed medical,
social, education, or other services, or will improve the coordination or management
of services provided to the individual(s);

(4) quality assurance activities; and
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(5)  other activities as the Secretary or his designee may determine consistent with
this provision, including those required or permitted by federal and state law.

16.06:  Use and Disclosure Only Within EOHHS Agencies

Nothing herein shall be read to authorize the disclosure of personal data to entities or
individuals that do not meet the definition of “agency” set forth in 101 CMR 16.03,
without the written consent of the client or his legally authorized representative, except as
otherwise required or permitted by federal and state law.

16.07:  Safeguarding Personal Data

(1)  An agency that receives personal data as a result of a disclosure authorized by 101
CMR 16.00 shall use and hold the data in a manner consistent with federal and state laws,
and shall not disclose it to another party unless legally authorized.

(2)  Reasonable efforts shall be made to limit the access to and use and disclosure of
personal data authorized by 101 CMR 16.00 to the minimum necessary to accomplish the
purpose for which the access, use, or disclosure is required and permitted.

REGULATORY AUTHORITY

101 CMR 16.00:  M.G.L. c. 6A, § 16
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CURRENT EOHHS AGENCIES

The current EOHHS agencies by cluster are:

Office of Children, Youth and Families:

· Children's Trust Fund
· Department of Social Services
· Department of Transitional Assistance
· Department of Youth Services
· Office of Refugees and Immigrants
· Office of Child Care Services

Office of Disabilities and Community Services:
· The Soldiers' Home of Chelsea
· Department of Mental Retardation
· The Soldiers' Home of Holyoke
· MA Commission for the Blind
· MA Commission for the Deaf and Hard of Hearing
· MA Rehabilitation Commission
· MassHealth Office of Long Term Care

Office of Health Services
Department of Mental Health
· Department of Public Health
· Division of Health Care Finance and Policy
· MassHealth Office of Acute and Ambulatory Care

Department of Elder Affairs
· Executive Office of Elder Affairs
· MassHealth Office of Long Term Care

Department of Veterans' Services
· Department of Veterans' Services
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CHAPTER 7

BUSINESS ASSOCIATES

I. GENERAL RULE

DMH may disclose Protected Health Information (PHI) to a Business Associate
or allow it to create or receive PHI on DMH's behalf only if DMH obtains
satisfactory assurances from the Business Associate with regard to three items
listed below:

1. The Business Associate will limit its use and disclosure of PHI
that it receives or creates to the purposes for which it was
engaged by DMH.

2. The Business Associate will safeguard the PHI that it receives
or creates from misuse in compliance with state and federal
privacy laws and regulations.

3. The Business Associate will assist DMH in meeting its
responsibilities to provide individuals with access to their PHI
and Audit Trails of disclosures in accordance with DMH
policies and procedures.

DMH must document the assurances either in a written contract or in another
similar written agreement with the Business Associate.  This written contract or
agreement does not have to be a stand-alone document; it can be part of a broader
contract or agreement (e.g., the service contract).

DMH shall disclose PHI to a Business Associate only for the purpose of assisting
DMH in fulfilling its statutory obligations and not for independent use by the
Business Associate.

The Business Associate requirements do not apply to disclosures made by DMH
to a Health Care Provider for treatment purposes only.

II. SPECIFIC REQUIREMENTS

A. Definition of Business Associate

A Business Associate is a person or entity, other than a DMH Workforce
Member, who, on behalf of DMH, performs or assists in the performance
of (1) a function or activity involving the use or disclosure of PHI,
including claims processing or administration, data analysis, utilization
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review, quality assurance, billing, benefits management, practice
management and re-pricing; or (2) any other function or activity regulated
by HIPAA; or (3) provides legal, actuarial, accounting, consulting, data
aggregation, management, administrative, accreditation or financial
services.

The following are examples of Business Associate relationships: Joint
Commission for Accreditation of Healthcare Organizations (JCAHO) for
purposes of accrediting a DMH facility; a vendor providing residential
services to DMH clients; a vendor processing claims information for a
DMH facility or Area; and a contracted hearing officer.

NOTE:  DMH may be a Business Associate for another Covered Entity if
it performs services on behalf of that Covered Entity (e.g., when a
Covered Entity purchases services from DMH.).  (See Section III.F.)
However, although many of DMH’s service vendors are Covered Entities,
DMH in most instances is not their Business Associate, because DMH
does not perform a function, activity or service on their behalf.

B. Required Terms and Conditions of a Business Associate Contract or
Agreement

The written agreement between DMH and a Business Associate must meet
the following requirements as are applicable:

1. Establish the permitted and required uses/disclosures of PHI by
the Business Associate.

2. Limit the independent use of PHI by the Business Associate.  The
agreement may not authorize the Business Associate to use or disclose
PHI received from or on behalf of DMH for its own purpose except as
follows:

a. It may permit the Business Associate to use the PHI if necessary
for the proper management and administration of the Business
Associate or to carry out its legal responsibilities.

b. It may permit the Business Associate to disclose PHI if the
disclosure is Required by Law or if the Business Associate obtains
reasonable assurances that the confidentiality of the PHI will be
maintained.

Notwithstanding Subsections II.B 1 and 2, the Business Associate
cannot use or disclose PHI if the use or disclosure would violate
HIPAA if done by DMH or if the use or disclosure would conflict with
a statement made in the Department's Notice of Privacy Practices.
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3. Include the following Business Associate Responsibilities.  The
agreement must provide that the Business Associate will:

a. not use or disclose PHI, except as authorized under the agreement
or as required by law.

b. use appropriate safeguards to prevent unauthorized use or
disclosure of PHI.

c. report to DMH immediately any unauthorized use or disclosure of
which it becomes aware.

d. report to DMH immediately any instance where PHI is requested,
subpoenaed, or becomes the subject of a court order,
administrative order or other legal process.   Note: a subpoena is
not sufficient, in and of itself, for the release of PHI.

e. ensure that any agents or subcontractors to whom it provides such
PHI agree to the same restrictions and conditions that apply to it
under the agreement.

f. make PHI available for access by the individual or his/her Personal
Representative in accordance with DMH policy and procedures
and/or provide DMH with such PHI in a timely fashion to allow
DMH to provide such access. (See Section III.D.)

g. accept and process requests from individuals for amendment, and
incorporate approved amendments, statements of disagreements,
rebuttals, etc., in the PHI, and/or or make PHI available to DMH to
process and incorporate documents related to such requests, in
accordance with DMH policy and procedures.  (See Section III.D.)

h. maintain or make information available, to individuals and/or
DMH, for the provision of an Audit Trail of disclosures in
accordance with DMH policy and procedures. (See Section III.D.)

i. make its internal practices, books and records relating to its receipt
or creation of PHI on behalf of DMH available to DMH and/or the
Office of the U.S. Secretary of Health and Human Services for
purposes of determining its compliance with the agreement and
federal requirements.

j. if feasible, give to DMH, or destroy, all PHI upon termination of
the agreement; or, if PHI is retained, continue to extend to the PHI
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the full protections specified in the agreement for so long as the
PHI is maintained.

4. Termination.  The agreement must authorize termination of the
agreement by DMH upon material breach by the Business Associate of
the terms of the agreement relating to use/disclosure and/or
safeguarding of PHI.  This element of the agreement may be omitted if
the Business Associate is another governmental entity and the
termination would be inconsistent with the statutory obligations of the
entity.

C. Required Terms of a Business Associate Contract or Agreement if the
Business Associate  is Another Governmental Entity

The written agreement does not need to contain specific provisions as
required under Sections II.B.2. and 3, if other law or regulations contain
requirements applicable to the Business Associate that accomplish the
same objective.

D. DMH Oversight and Other Responsibilities Regarding Business
Associates

DMH responsibilities in Business Associate relationships include the
following:

1. Applying the Minimum Necessary Rule to all disclosures to a Business
Associate.  (See Chapter 9, Minimum Necessary Rule.)  This means
that DMH Workforce Members must make all reasonable efforts not to
use or disclose more than the minimum amount of PHI necessary to
accomplish the intended proposes of the disclosure or use.

2. Providing the Business Associate with the necessary information and
documentation to assure that the Business Associate complies with
DMH privacy policies and procedures.

3. If DMH becomes aware of a material breach of the Business Associate
agreement by the Business Associate, it must take action to cure the
breach or to otherwise end the violation, and, if the attempt to cure or
end the violation is unsuccessful, it must terminate the agreement.  If
termination is not feasible, DMH must report the problem to the U.S.
Secretary of Health and Human Services.

4. Receiving, logging and following-up complaints regarding the use and
disclosure of PHI by Business Associates.
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E. Functions or Activities Required By Law

If a Business Associate is required by law to perform a function or activity
on behalf of DMH, or to provide a service to DMH (e.g., the Attorney
General's Office), DMH may disclose PHI to the Business Associate to the
extent necessary to enable compliance with the legal requirement, without
a written contract or agreement, if:

1. DMH attempts in good faith to obtain satisfactory assurances from the
Business Associate that the Business Associate will protect PHI to the
extent specified in Section II.B.2 and 3; and

2. If such attempt fails, DMH documents the attempt and the reasons that
such assurances cannot be obtained.

III. DMH PROCEDURES FOR IDENTIFYING AND MANAGING BUSINESS
ASSOCIATES

A. Boilerplate Business Associate Language

1. Development.  DMH shall develop and update as necessary Business
Associate language (Meeting the requirements of Section II.B.) that
will be included in every contract, Interdepartmental Service
Agreement (ISA) and Memorandum of Understanding (MOU)
between DMH and a Business Associate.  Similarly, DMH will
develop appropriate language to be included in all Requests for
Response (RFR) and Requests for Proposal (RFP) that could result in a
Business Associate relationship.  It also shall develop guidelines for
those portions of the boilerplate that will require language to be
inserted to individualize the relevant document.  The DMH Privacy
Officer shall approve all boilerplate language and guidelines.

2. Implementation.  The DMH Division or Area that issues a RFR or
RFP that has been identified as one that could result in a Business
Associate relationship (Section III.B.) and/or who enters into a
contract, ISA or MOU with an individual or entity that has been
identified as a DMH Business Associate (Section III.B.), must include
in the applicable RFR, RFP, contract, ISA or MOU the Business
Associate boilerplate language that has been approved by the DMH
Privacy Officer.  No changes or modifications shall be made to the
boilerplate language unless approved by the DMH Privacy Officer, or
designee, in consultation with the Legal Office.
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B. Identifying DMH Business Associates

1. RFRs and RFPs issued on or after April 14, 2003.  Prior to issuing a
RFR or RFP to procure a good or service, the DMH Division or Area
responsible for the RFR or RFP shall submit to the DMH Privacy
Officer a written analysis concerning whether or not the winning
vendor(s) will be a Business Associate of DMH.  The DMH Privacy
Officer, in consultation with the Legal Office, shall make the final
determination of any potential vendor's status as a Business Associate
and shall notify the Central Office Division or Area and the Central
Office Contracts Unit of such determination in writing.  If the DMH
Privacy Officer determines that any potential vendor will be a
Business Associate, the Business Associate language must be included
in the RFR or RFP. (See Section III.A.)

2. Contracts, ISAs and MOUs executed on or after April 14, 2003.
Unless the RFR and RFP process outlined above in Section III.B.1.,
was followed, a Central Office Division, or Area, prior to executing a
contract, ISA or MOU on or after April 14, 2003, must submit to the
DMH Privacy Officer a written analysis as to whether or not the other
contracting entity or person will be a Business Associate of DMH.
The DMH Privacy Officer, in consultation with the Legal Office, shall
make the final determination and notify the Division or Area and the
Central Office Contracts Unit of its decision in writing.  If the DMH
Privacy Officer determines that the contract, ISA or MOU will result
in the other entity or person being a DMH Business Associate, then the
Business Associate language must be included in the applicable
contract, ISA or MOU. (See Section III.A.)

3. Contracts, ISA and MOUs executed prior to April 14, 2003.  The
DMH Privacy Officer, working with the Legal Office, the Mental
Health Services Division, and the Central Office Contracts and
Accounting Units will review all contracts, ISAs and MOUs that were
executed prior to April 14, 2003, and that are expected to continue in
existence after April 14, 2003, to determine which, if any, create DMH
Business Associates.  A list of such contracts, ISAs and MOUs will be
developed and circulated to all relevant DMH Divisions and Areas.
The DMH Division or Area responsible for the contracts, ISAs and/or
MOUs that are so identified, must add Business Associate boilerplate
language to such documents.  The language must be added when the
contract, ISA or MOU is first amended or renewed after April 14,
2003, but in all events prior to April 14, 2004.  However, pursuant to
the transitional rules under HIPAA, if a contract, ISA or MOU was
executed on or after October 15, 2002, or if a contract, ISA or MOU
substantially was amended after October 15, 2002 (resulting in a
change in program scope), the contract, ISA or MOU must be
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amended to include Business Associate language by April 14, 2003 or
as soon thereafter as is feasible.

4. Documentation.  The DMH Central Office Contracts Unit shall keep
an updated list of all DMH Business Associates that result from
contracts and the DMH Central Office Accounting Unit shall keep a
list of all DMH Business Associates resulting from ISAs and MOUs.

C. Monitoring Business Associates

1. General. The Central Office Division or Area Workforce Member(s)
responsible for monitoring performance under the contract, ISA and
MOU with a DMH Business Associate also shall be responsible for
monitoring compliance with Business Associate terms of that contract,
ISA and MOU.  The DMH Privacy Officer shall be available to assist
such Workforce Members as is necessary and shall develop and help
implement monitoring guidelines.

2. Breach by a Business Associate.  If the Central Office or Area DMH
Workforce Member responsible for a contract, ISA, or MOU with a
Business Associate becomes aware of a practice or pattern of the
Business Associate that constitutes a material breach or violation of
the Business Associate terms as set forth in the contract, ISA or MOU,
the Workforce Member must notify the DMH Privacy Officer.  Efforts
to cure the breach or end the violation must be coordinated with the
DMH Privacy Officer.  If efforts to cure the breach or violation fail, as
determined by the DMH Privacy Officer in consultation with the Legal
Office, the contract, ISA or MOU must be terminated if feasible, and,
if not feasible, reported in accordance with Section II.D.

D. Assess to Records and Audit Trail Information

Business Associate records that meet the definition for Designated Record
Set (DRS) and are created or maintained for services rendered by or on
behalf of DMH are DMH DRS(s).  Such records are subject to access and
amendment by the individual who is the subject of the PHI and/or his/her
Personal Representative, if any.  If the Business Associate also is a
Covered Entity, the Business Associate will be responsible for providing
access and for appropriately amending the PHI contained in any DRS that
it maintains.  If the Business Associate is not a Covered Entity, DMH will
be responsible for processing requests for amendment and for access.
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E. Complaints Regarding a DMH Business Associate's
Use/Disclosure/Maintenance of PHI and/or Policies Regarding PHI

If a DMH Work Force Member receives a complaint or a report from any
source about inappropriate use or disclosure of PHI by a Business
Associate, the Workforce Member will report such information to the
DMH Privacy Officer and the applicable Area or Central Office Contract
Office.  The DMH Privacy Officer will document the report or complaint
in the Privacy Complaint Log (See Chapter16, Privacy Complaint Process)
and the Contracts Office must document the report or complaint in the
applicable contract, ISA or MOU file.

The DMH Privacy Officer, in coordination with the DMH Workforce
Member responsible for monitoring performance under the contract, ISA
or MOU, will take the following steps, as appropriate:

1. Request the Business Associate to review the circumstances related to
the applicable complaint and to file a written response.

2. Develop a corrective action plan with the Business Associate that
includes how the effects of the inappropriate use or disclosure will be
mitigated.

3. Terminate the contract, ISA, or MOU if compliance cannot be
obtained and termination is feasible, or report the problem to the U.S.
Secretary of Health and Human Services in accordance with Section
II.B.

4. Log the findings and action taken in the Privacy Complaint log and the
applicable contract, ISA or MOU.

F. When DMH is identified as a Business Associate

If an entity (or person) determines that DMH is its Business Associate,
then the DMH Privacy Officer, in consultation with the Legal Office, must
review and approve the Business Associate terms that are part of any
agreement that the entity (or person) wants DMH to sign.

IV. LEGAL REFERENCE

HIPAA 45 CFR 160.103
 45 CFR 164.502(e)
 45 CFR 164.504(e)
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CHAPTER 8

AUTHORIZATION FOR USE AND DISCLOSURE
OF PROTECTED HEALTH INFORMATION

I. GENERAL RULE

An Authorization is the permission that an individual, or his/her Personal
Representative (PR), if any, gives to another person or entity, to allow that person
or entity to use or disclose the individual's Protected Health Information (PHI).
An Authorization for the use or disclosure of PHI should not be confused with
informed consent for treatment.  Additionally, it should not be confused with a
request by an individual, or his/her PR, if any, to access or receive copies of the
individual's PHI. (See Chapter 11, Right of Individuals or Personal Representative
to Access Protected Health Information Maintained by DMH.)

An Authorization must be written in plain language and contain the eight core
elements set forth in Section II.A.

When an Authorization is required, only the specific PHI referenced in the
Authorization may be used or disclosed, and then only by or to the person(s) or
entity(ies) that are identified in the Authorization.  Any restrictions set forth in the
Authorization must be followed.

For a discussion of when an Authorization is needed to disclose or use PHI, see
Chapter 6,  Uses and Disclosures of Protected Health Information, and Appendix
C, Routine Disclosures and Requests.

II. SPECIFIC REQUIREMENTS

A. Core Elements

Beginning on April 14, 2003, each Authorization for the use or disclosure
of an individual's PHI must be written in plain language and include the
following eight core elements.  An Authorization may contain more
elements, provided that they are not inconsistent with the required ones.

1. The signature of the individual, or PR, and the date.  If the individual's
PR signs the Authorization, the Authorization must include a
description of the PR's authority to act for the individual.  If an
individual has a PR, the PR rather than an individual must sign the
authorization unless an exception set forth in Section II.F. is
applicable.
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2. The name or other specific identification of the individual or class of
individual(s) or Covered Entity(ies) authorized to make the requested
use or disclosure.

3. The name or other specific identification of the individual, or job title
of individual(s) (e.g., social worker, medical records), or entity to
whom the requested use or disclosure may be made.

4. A specific and meaningful description of the PHI to be used and/or
disclosed.

5. A description of each purpose of the requested use or disclosure.  The
statement "at the request of the individual" is sufficient if the
individual initiates the Authorization.

6. An expiration date or an event that will trigger the expiration of the
Authorization.

7. A statement of the individual's right to revoke the Authorization in
writing, exceptions to the right to revoke, if any, and a description of
how the individual may revoke the Authorization.

8. A statement acknowledging that the PHI may be subject to re-
disclosure and no longer protected by federal or state privacy laws or
regulations.

Additionally, if the Authorization is requested by a Covered Entity, the
Authorization, to be valid, must contain a statement that treatment,
payment, enrollment or eligibility for benefits are not conditioned on the
individual or his/her PR, if any, signing the Authorization or if signing is a
condition, a statement about the consequences of refusing to sign the
Authorization.

B. Combining an Authorization with Another Authorization or
Document

An Authorization for the use or disclosure of PHI may not be combined
with any other document (e.g., consent form), except in the following
limited circumstances:

1. With Another Authorization.  An Authorization may be combined
with another Authorization with the following limitations:

a. Psychotherapy Notes.  An Authorization for the use or disclosure
of psychotherapy notes may be combined only with another
Authorization for the use or disclosure of psychotherapy notes.



Authorization for Use and Disclosure of
Protected Health Information

4/14/03
3

Psychotherapy notes mean notes recorded in any medium by a
Health Care Provider who is a mental health professional
documenting or analyzing the contents of a conversation during a
private counseling session or a group, joint, or family counseling
session and that are separated from the rest of the individual's
medical record.  Psychotherapy notes exclude medication
prescription and monitoring, counseling session start and stop
times, the modalities and frequencies of treatment furnished,
results of clinical tests, and any summary of the following items:
diagnosis, functional status, the treatment plan, symptoms,
prognosis, and progress to date.

b. Pre-condition to Treatment, Payment, etc. An
Authorization that a Covered Entity has required as a
condition for treatment, payment, eligibility for benefits, or
enrollment in a Health Plan (see, Sections II.A and II.D.)
cannot be combined with another Authorization.

2. Authorization for Research.  An Authorization for the use or
disclosure of PHI for research may be combined with any other type of
written permission for the same research study.

C. Special Rules for Authorization Concerning AIDS, HIV and/or
Treatment for Drug or Alcohol Abuse PHI

1. Alcohol or Drug Treatment Records.  If the PHI concerns alcohol or
drug treatment that is protected by Federal Regulations at 42 CFR, Part
2, a separate signature (or initials) which specifically authorizes the
use and/or disclosure of such PHI is required.

2. HIV/AIDS Testing and Treatment Records.  If the PHI concerns
HIV/AIDS testing, diagnosis or treatment that is protected by M.G.L.
c. 111, §70F, a separate signature (or initials) which specifically
authorizes the use and/or disclosure of such information is required.

D. When Treatment or Payment for Health Care Services Can Be
Conditioned on an Authorization

Treatment and payment for health care services cannot be conditioned on
an individual providing a Covered Entity with Authorization for the use or
disclosure of PHI unless one of the following situations applies:

1. Research-related treatment by a Health Care Provider (e.g., DMH)
may be conditioned on the obtaining of an Authorization for the use or
disclosure of PHI for the research.
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2. Enrollment or the determination of eligibility for benefits by a Health
Plan may be conditioned on obtaining a pre-enrollment Authorization
for risk-rating or underwriting determinations.

3. The provision of health care that is solely for the purpose of creating
PHI for disclosure to a third party by a Covered Entity (e.g., a life
insurance physical examination) may be conditioned on obtaining an
Authorization for disclosure to that third party.

Note:  Although treatment cannot be conditioned on obtaining an
Authorization, it may be indicated on an Authorization that the lack of
ability to share or obtain information may prevent the applicable Health
Care Provider, such as DMH, from being able to provide appropriate and
necessary care.

E. Revocation

An Authorization may be revoked at any time.  The revocation must be in
writing.  Upon receipt of a revocation, further use or disclosure of PHI
shall cease immediately except to the extent that an individual or entity
has acted in reliance upon the Authorization or to the extent that use or
disclosure is permitted otherwise or required by law.

F. When an Authorization Must Be Signed by the PR

If an individual has a PR, the PR rather than the individual must sign the
Authorization for it to be valid.  The exceptions to this rule are that a
Minor (1) who by law voluntarily admitted him or herself to a DMH
Facility pursuant to 104 CMR 27.06, or (2) who by law consented to
treatment (e.g., HIV testing) may sign an Authorization for the disclosure
and use of PHI that is directly related to the admittance or to the treatment
that Minor authorized.

G. Invalid Authorization

An Authorization is not valid if any of the following applies:

1. the expiration date or event has passed;
2. the Authorization has not been filled out completely (i.e., does not

contain the eight core elements set forth in Section II.A.);
3. the Authorization was requested by a Covered Entity and it does not

contain a statement as to whether treatment, etc., is conditioned on the
Authorization;

4. the Authorization is combined incorrectly with another document;
5. the wrong person signed the Authorization;
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6. the Authorization contains material information that the Covered
Entity knows to be false; or

7. the Authorization is known by the Covered Entity to have been
revoked in writing.

H. Uses and Disclosures Made Pursuant to an Authorization

All disclosures or uses made pursuant to an Authorization must be
consistent with such Authorization.  All restrictions and limitations set
forth in the Authorization must be followed.  If Authorizations conflict,
the most restrictive Authorization shall prevail until the conflict is
resolved.  See Chapter 6, Uses and Disclosures of Protected Health
Information, and Appendix C, Routine Disclosures and Requests, for more
information on when Authorizations are required.

I. Authorizations Issued Prior to April 14, 2003

An Authorization that was in effect prior to April 14, 2003, remains
effective after April 14, 2003, even if it does not contain the core elements
specified in Section II.A.  A Covered Entity may continue to make
disclosures pursuant to such an Authorization after April 14, 2003.  Such
an Authorization remains in effect until it expires by its own terms, as
matter of law or is revoked in writing.

III. DMH PROCEDURES FOR ISSUING AN AUTHORIZATION AND FOR
USING OR DISCLOSING PHI PURSUANT TO AN AUTHORIZATION

A. DMH Initiated Authorization

If an individual or his/her PR, if any, is asked by a DMH Workforce
Member to sign an Authorization for the use or disclosure of PHI by or to
DMH, an Authorization Form that has been approved by the DMH
Privacy Officer shall be used for this purpose.  The DMH Workforce
Member obtaining the Authorization must ensure that the Authorization
Form is completed in full and properly signed and dated before submitting
it to another Covered Entity or acting pursuant to the Authorization.  A
copy of the signed Authorization Form shall be provided to the individual
or PR.  The individual or PR shall be offered an opportunity to examine
the PHI to be disclosed.

Included at the end of this Chapter are the following Authorization Forms
that have been approved by the DMH Privacy Officer:

1. Authorization - One Way From DMH.  This Authorization Form is
intended to be used if PHI needs to be sent from DMH to a third party
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(e.g., another health care provider, a family member, legislator, etc.)
and it is not expected that the third party will send DMH PHI in return.

2. Authorization - One Way To DMH.  This Authorization Form is
intended to be used if DMH needs PHI to be sent to it from a third
party (e.g., another health care provider, an insurance company, etc.)

3. Authorization - Two Way.  This Authorization Form is intended to
be used to enable the flow of PHI between DMH and another Covered
Entity(ies) on an ongoing basis: for example, to enable regular
communications between DMH and a DMH contracted residential
service vendor.

4. Authorization for Release of Information for Benefits Eligibility
Inquiry and/or Reimbursement for Services.  This Authorization
Form is intended to be used to allow DMH and/or a Health Care
Provider to whom DMH has referred the individual for treatment  (a)
to verify an individual's eligibility for public benefits, Medicaid and/or
Medicare, (b) to verify the individual's private insurance coverage, (c)
to help identify other third party payers, (d) to apply for benefits on
behalf of the individual, (e) to bill other agencies, insurance carriers
and third parties for services, (f) to appeal a denial of benefits or
reimbursement, and/or (g) to disclose pertinent PHI to accomplish (a) -
(f), above.  It also authorizes applicable agencies, insurance carriers
and third parties to provide DMH with the necessary information to
accomplish (a) - (f) above.  Currently the form is intended to be used
only as specified in the Charges for Care Policy.

5. Authorization for Taking/Use/Disclosure of Photographs,
Audiotapes, and/or Videotapes.  This Authorization Form is intended
for use of photographing, audiotaping and or videotaping individuals
for non-research purposes.  If done for research, an Authorization
approved by the DMH's Central Office Research Review Committee is
required.

B. Individual or PR Initiated Authorization

1. Format.  If an individual or PR initiates the request for DMH to use or
disclose any or all of the individual's PHI held by DMH, the individual
or PR may use the appropriate DMH Authorization forms at the end of
this Chapter for this purpose.  The individual or PR, however, is not
required to use a DMH Authorization form.  The Authorization that is
used, however, must meet the requirements as set forth in Section II.A.

2. Review of an Authorization to Determine Validity.  An individual-
or PR-initiated Authorization must be reviewed by DMH to determine
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if it is valid (see Section II.G).  If the Authorization only impacts one
DMH Designated Record Set (e.g., case management file) that is
maintained at one location (e.g., Site or Area Office), the
determination of validity shall be made by the DMH Workforce
Member responsible for the applicable DMH Designated Record Set
(e.g., case manager) or, if not available, such other person as his/her
supervisor shall designate.  If the Authorization impacts several
different DMH Designated Record Sets and/or Designated Record Sets
at several different locations, then the Authorization shall be
forwarded to the Records Coordinator for the Area, Site, Facility of
Program where the Authorization is received or, if received at Central
Office, to the DMH Privacy Officer.  Appendix D contains a list of the
Records Coordinators.  (See the Intranet web site copy of Handbook
for a current Appendix D)  The Records Coordinator or Privacy
Officer must determine if the Authorization is valid (Section II.G.)

If an Authorization is determined to be valid, the reviewer making this
determination must note that fact on the Authorization and sign and
date the notation.  If the Authorization is not valid, the reviewer shall
so notify the individual or PR and provide the reason(s) why.  The
Notice of Invalid Authorization at the end of this Chapter can be used
for this purpose, but it is not required.

3. Coordination of a Disclosure and/or Use of PHI Pursuant to an
Authorization that Impacts More than One Designated Record Set
or More than One Location.  If an Authorization impacts more than
one DMH Designated Record Set and/or Designated Record Sets at
several locations, the Records Coordinator or Privacy Officer who
determines that the Authorization is valid is responsible for
coordinating all uses and disclosures pursuant to it.  This may involve
contacting other Record Coordinators to obtain PHI that is maintained
in other Areas, Sites, Facilities, etc.  If the Authorization is for a one-
time disclosure of PHI, it is desirable that the entire relevant PHI be
collected and disclosed together.  If the Authorization allows for an
ongoing flow of communication between DMH and another person or
entity (e.g., a vendor), the Records Coordinator or Privacy Officer
needs to ensure that the appropriate DMH Workforce Members are
notified of the Authorization to ensure that the proper communications
are made.

C. Revocation of an Authorization

1. Authorizations for Disclosure of PHI to DMH.  If an individual or
PR signed an Authorization to enable the disclosure of PHI to DMH,
and DMH receives a revocation of such Authorization, the following
actions shall be taken by DMH:
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a. If the requested information has not been received yet, DMH shall
assist the individual or PR in forwarding the revocation to the
person or entity that was authorized to disclose information to
DMH.

b. If all or a portion of the information has been received, or is
subsequently received, DMH shall notify the individual of that
fact.  The information received shall become part of the applicable
DMH record.

2. Individual- or PR- Requested Authorization for Disclosure of
Information by DMH.  If a written revocation of an Authorization
permitting DMH to disclose or use PHI is received by DMH, DMH
shall take all necessary actions to ensure that no further uses or
disclosures are made under the Authorization.

3. Format.  To be effective, a revocation must be in writing.  The
Authorization Revocation form that appears at the end of this Chapter
or any other similar form can be used for this purpose.

4. Validity.  If an individual has a PR, a revocation must be signed by the
PR to be valid, except when an exception listed in Section II.F.
applies.

D. Record Disposal

All Authorizations initiated or received by DMH and all revocations must
be retained in the individuals' applicable DMH records.  Such documents
shall be maintained in accordance with DMH record disposal schedule.

IV. LEGAL REFERENCE AND ATTACHMENTS

HIPAA 45 CFR 164.508
104 CMR 28.09(2)(b)
Authorization - One Way From DMH
Authorization - One Way To DMH
Authorization - Two Way
Authorization for Release of Information for Benefits Eligibility Inquiry and/or

Reimbursement for Services.
Authorization for Taking/Use/Disclosure of Photographs, Audiotapes, and/or

Videotapes
Notice of Invalid Authorization
Authorization Revocation
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CHAPTER 9

THE MINIMUM NECESSARY RULE

I. THE MINIMUM NECESSARY RULE

The Minimum Necessary Rule requires that DMH, its offices, facilities, programs
and Workforce Members, when using, disclosing, or requesting Protected Health
Information (PHI), must make reasonable efforts to limit PHI to the minimum
amount necessary to accomplish the intended purpose of the use, disclosure or
request.  This Minimum Necessary Rule applies to all uses and disclosures of PHI
that do not meet one of the six exceptions listed below.  The Minimum Necessary
Rule applies to exchanges of PHI between DMH Workforce Members and to such
exchanges with Business Associates and with other third parties.

The six exceptions to the Minimum Necessary Rule are the following:

1. Disclosures to or requested by Health Care Providers for treatment
purposes.  This applies only to disclosures that are otherwise permitted
under State and Federal law.   See Chapter 6, Uses and Disclosures of
Protected Health Information.

2. Disclosures made pursuant to an authorization.  The applicable
authorization must meet the requirements set forth in Chapter 8,
Authorization for Use and Disclosure of Protected Health Information.
Additionally, the disclosure must be consistent with any limitations
imposed by the individual or PR in the authorization.

3. Disclosures to the individual who is the subject of the information.
This exception applies to disclosures to individual and/or PR, if
applicable, who is the subject of the information.  The right of an
individual, and/or his/her PR, to access the individual's PHI is discussed in
Chapter 11, Right of Individuals or Personal Representatives to Access
Protected Health Information Maintained by DMH.

4. Disclosures that are required by law.  This exception applies only to the
extent that the information is required to be disclosed.  (See Chapter 6,
Uses and Disclosures of Protected Health Information.)

5. Uses or disclosures required for compliance with HIPAA
standardized transactions.  This applies to certain billing transactions.
The exception applies only to the data elements that are required for
HIPAA standardized transactions.  It does not apply to optional or
discretionary data elements in HIPAA standardized transactions.
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6. Disclosures made to the U.S. Department of Health and Human
Services in a HIPAA investigation.  The U.S. Department of Health and
Human Services is authorized to conduct compliance reviews to determine
if DMH and other Covered Entities are complying with HIPAA.  The
Department of Health and Human Services also has authority to
investigate complaints made by individuals who may believe that DMH or
another Covered Entity is not complying with HIPAA.

II. SPECFIC REQUIREMENTS

A. Workforce Access to PHI

DMH is responsible for identifying those individuals or groups of
individuals that need access to PHI to carry out their duties.  For each
person or group that is identified, DMH must make a reasonable effort to
limit access to the specific category or categories of PHI needed for each
person or group to perform his/her or its duties.  DMH shall document its
Workforce Member access to PHI in accordance with Section III.A.,
below.

B. Routine Disclosures and Requests

For each type of disclosure or request for PHI that a DMH Workforce
Member makes on a routine and recurring basis, DMH will develop
procedures that are designed to limit the amount of PHI that is disclosed or
requested to that which is reasonably necessary to achieve the purpose of
the disclosure or request.  Requests for this purpose only refer to requests
for PHI made of other Covered Entities.  The procedures shall be
documented in accordance with Section III.B., below.

C. Non-Routine Disclosures and Requests

DMH must develop criteria designed to limit the amount of PHI that a
Workforce Member discloses or requests on a non-routine basis to that
which is reasonably necessary to accomplish the purpose for which the
disclosure is being sought.  All non-routine disclosures and requests for
PHI shall be reviewed on an individual basis in accordance with the
procedures set forth in Section III.C., below.  Requests for this purpose
only refer to requests made of other Covered Entities.

D. Entire Medical Record

The entire medical record of an individual shall not be used, disclosed or
requested, unless the entire medical record is the amount of PHI that is
reasonably necessary to accomplish the specific purpose that prompted the
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request for the medical record.  This does not apply to uses, disclosures or
requests for treatment purposes, because such requests are an exception to
the Minimum Necessary Rule (Section I.).

III. DMH PROCEDURES FOR ENSURING THAT THE MINIMUM
AMOUNT OF PHI IS USED, DISCLOSED OR REQUESTED

A. Workforce Member Access and Access Documentation

Access to each DMH Designated Record Set will be limited to those
Workforce Members who need access to carry out their job functions.
DMH will make reasonable efforts to limit the access that is given to any
Workforce Member to only those portions of the applicable Designated
Record Set that the member needs for his/her job function.  For each DMH
Designated Record Set, DMH will (a) document by name, or job category,
which individuals need access to the Designated Record Set, (b) the scope
of access (e.g., D=Department-Wide, A=Area-Wide, etc.) and (c) the
specific PHI to be accessed.  Appendix B of this Handbook contains the
Workforce Member Access to PHI Created and Maintained by DMH
Table and definitions and instructions for using the table.  This
documentation will be maintained and kept current by the DMH Privacy
Officer.  The following format shall be used for the required access
documentation, unless the Privacy Officer authorizes another format.

Minimum Necessary Access To:

User Type-
Individual Name
or Job Type

Scope of Access
*D, A, S, F, C, U

Specific PHI To Be Accessed:
This establishes limitations to the types of PHI
that a User Type may access.  This section will
refer either to a Designated Record Set(s) (as
defined in Chapter 5 of the Privacy Handbook,
Designated Record Sets) or specific elements of
PHI that are contained in a Designated Record
Set.

**Electronic and Paper

Reasonable efforts must be made by DMH to ensure that access is limited
in accordance with the access documentation.  At a minimum, the
physical, administrative and technical security requirement as set forth in
Chapter 3, Physical and Technical Safeguards must be followed.
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B. Routine Disclosures and Requests

Appendix C of this Privacy Handbook lists the routine disclosures and
requests for PHI made by DMH.  It also establishes guidelines as to the
appropriate amount of PHI for each disclosure and request.  Included in
Appendix C are some disclosures and requests that are not subject to the
Minimum Necessary Rule, but are done routinely by DMH (e.g. releases
pursuant to a court order).

Each DMH Central Office unit, Area or Site Office, Facility and state-
operated Program, is responsible for ensuring that all routine and recurring
disclosures and requests are included in Appendix C.  If any additions,
deletions or changes to Appendix C are needed, the DMH Privacy Officer
must be contacted so that Appendix C can be adjusted.  Routine
disclosures to Business Associates are not required to be included in
Appendix C because the applicable Business Associate agreements will
address the Minimum Necessary Rule applicable to such disclosures.  (See
Chapter 7, Business Associates.)

C. Non-Routine, Non-Recurring Disclosures and Requests

1. Review Process. Each DMH Central Office unit, Area, Site or Case
Management office, Facility and state-operated Program, shall
designate an individual(s) to review and approve non-routine requests
and disclosures of PHI.  The review process must ensure that each
such disclosure and request is reviewed on an individual basis and
meets the criteria set forth in this Section.  Reviewers need to use their
judgment and they need to balance the privacy rights of
patients/clients/applicants/emergency services recipients with what is
reasonable given DMH resources and limitations.

Non-routine disclosures and requests are made only occasionally, such
as to a public official investigating a crime.  This section only applies
to disclosures and request subject to the Minimum Necessary Rule.
(See Section I., above, for the exceptions to the Minimum Necessary
Rule.)

If a non-routine request is made for an individual's entire medical
record, then such request shall be referred to the DMH Privacy Officer
who shall be responsible for determining if the entire record should be
released.

2. Review Criteria. In determining what PHI may be disclosed or
requested, the reviewer must apply the following criteria:
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a. The identity and authority of the requester and the need for
the PHI must be clearly stated.  If the identity, authority or
need is not clearly stated, an addendum to the request must be
sought.  A reviewer must be able to determine from the stated
identity, authority and need (i) that the disclosure is of the type
that is permissible under State and Federal law (See Chapter 6,
Use and Disclosure of Protected Health Information); and (ii) if
an exception to the Minimum Necessary Rule applies (See
Section I.).

b. The information requested must be related directly to the
stated purpose.  For example, the entire medical record shall
be disclosed only if it is clearly demonstrated that each part of
the medical record is related to the reason the request is being
made.

c. To the extent possible, the request should be specific both
as to the documents being requested and the applicable
time period.  If the request is general, the reviewer should
work with the requester to narrow the disclosure to specific
documents or periods of time that fits the purpose of the
request.  Only the information specifically requested should be
disclosed.

d. Determine if authorization can be obtained from the
individual or PR, if any, and/or if there are practical
reasons for not obtaining authorization.

e. Determine if the purpose could be achieved by providing
de-identified information. (See Chapter 6, Uses and
Disclosures of Protected Health Information.)  This should
include a consideration of the technology available to limit
disclosure and the cost of limiting disclosure to de-identified
information.

f. If it is not possible or feasible to provide de-identified
information, then determine to what extent it is possible to
redact or remove all extraneous PHI.  This determination
should include consideration of the cost of limiting the
disclosure and the available resources to do so.

g. Special Circumstances.

i. If the request is from another Covered Entity, then the
request may be deemed to satisfy the Minimum Necessary
Rule.  However, supporting documentation should be



The Minimum Necessary Rule
04/14/03

6

requested for any request made by another Covered Entity
that would involve disclosure of a complete medical record
or which does not appear reasonable under the
circumstance.

ii. If the request is made by a public official or public agency,
which represents that the request is required by law and that
the PHI requested is the minimum necessary for the stated
purpose, then the request may be deemed to satisfy the
Minimum Necessary Rule. (See Chapter 10, Verification of
the Identity and Authority of the Requester.)

iii. If a researcher makes the request with documentation from
the DMH Central Office Research Review Committee
authorizing the request, then the request shall be deemed to
satisfy the Minimum Necessary Rule.

D. Monitoring and Training

To ensure that the use, disclosure and request of PHI by DMH Workforce
Members is limited in accordance with this policy and procedures, DMH
will conduct on-going monitoring of compliance, will take corrective
action as needed, and will conduct regular training on the Minimum
Necessary Rule and procedures.

IV. LEGAL REFERNCE

HIPAA 45 CFR 164.514(d)
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CHAPTER 10

VERIFICATION OF THE IDENTITY
AND AUTHORITY OF THE REQUESTER

I. GENERAL RULE

Prior to making any permitted disclosures of Protected Health Information (PHI)
(See Chapter 6, Uses and Disclosures of Protected Health Information), DMH
must (1) verify the identity of the party to whom the PHI is to be disclosed and (2)
confirm that the party has the appropriate authority to receive the PHI.  In
addition, it should be ascertained whether there is an approved restriction on
disclosure, or an approved confidential communication, that would impact the
disclosure.

If there is any doubt about the identity or the authority of a person or entity that is
to receive PHI, then the PHI should not be disclosed and the DMH Privacy
Officer should be contacted for assistance.

II. SPECIFIC REQUIREMENTS

DMH is required to verify the identity and authority of a person or entity
requesting access to PHI when the identity and authority are not known.  DMH is
not required to verify the identity or authority of a person or entity when
disclosing PHI in an emergency treatment situation and/or to persons involved in
the care and treatment of the individual. (See Chapter 6, Use and Disclosure of
Protected Health Information and the charts in Appendix C of the routine
disclosures made by DMH.  The authority for each routine disclosure is listed in
the charts.)

DMH Workforce Members should use common sense when verifying identity and
authority.  A DMH Workforce Member may rely, if reasonable under the
circumstances, on documents, statements or representations that on their face
meet the applicable requirements.  For example, parental relationship can be
established with response to questions and verification of names; the production
of a birth certificate is not required unless there is a reason to question the
response.

Note:  Authority can change and, thus, it needs to be checked periodically.  For
example, a person's Personal Representative (guardian) could change.
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A. Identification of a Person

The identification of a person can be verified by one of the following
methods: (1) the presentation of a photo identification; (2) the provision of
information that only that person would know; (3) recognition by a DMH
Workforce Member who knows the person; and/or (4) comparison of the
person's signature with a copy of the person's signature existing in a DMH
file.

If a request is not made in person (e.g., by telephone, fax, mail), it may be
necessary to follow-up with the requester to obtain the necessary
information for verification.  However, the manner in which a request is
made may provide some information for verification purposes.  For
example, caller ID (for requests made by telephone) or the fax number
imprinted on the original request (for requests made by Fax) could be
useful if the numbers are known (e.g., known telephone numbers of a
guardian).

B. Individual Accessing His/Her Own PHI

Identification needs to be verified in accordance with Section II.A.
Generally, an individual has the authority to access his/her own records
unless he/she has a Personal Representative (PR).  Therefore, before
providing access it should be determined, by reviewing DMH records
and/or asking questions of the individual and/or others, if the individual
has a PR.  For more details see Chapter 11, The Right of Individuals or
Personal Representatives to Access Protected Health Information
Maintained by DMH.

C. Personal Representative (PR)

For the purpose of accessing an individual’s PHI, a PR is a person or
entity that is authorized to make health care decisions on behalf of the
individual.  (See Chapter 11, Right of Individuals or Personal
Representatives to Access Protected Health Information Maintained by
DMH, Section II.A.)  Thus, one of the key factors to verify regarding a PR
is his/her authority to make health care decisions on behalf of the
individual whose PHI the PR wants to access.

1. Guardian.  A guardian's authority to access the PHI of his/her ward
can be verified by requesting a copy of the guardian's court
appointment.  A guardian has the authority to access PHI unless the
court appointment limits the guardian’s authority only to handling the
ward’s property.  The guardian's identity should be verified in
accordance with Section II.A.
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2. Treatment Monitor/Rogers Guardian.  A treatment
monitor's/Roger's guardian's authority to access PHI can be verified by
obtaining a copy of his/her court appointment.  The monitor's identity
should be verified in accordance with Section II.A.

3. Health Care Agent.  A health care agent's authority to access the PHI
of another individual can be verified by requesting (1) a copy of the
health care proxy signed by the individual and (2) documentation of
the individual's incapacity.  The health care agent's identity should be
verified in accordance with Section II.A.

Note: The above applies to a health care proxy executed in accordance
with M.G. L. c.201D.  A health care agent who has been delegated
authority under a health care proxy executed under another state's
statute may not have the same authority as a health care agent under a
M.G.L. c.201D proxy.  The Legal Office should be consulted if a
health care proxy is executed under the authority of another state.

4. Parent.  A parent's authority to access the PHI of his/her minor child
can be verified by establishing the requisite relationship to the minor
(i.e., parent with the right to make medical decisions on behalf of the
child).  If there is any reason to question whether a parent has authority
to make health care decisions on behalf of his/her child (e.g., parents
are separated and do not share custody, or the child is in the custody of
DSS or DYS), then fact finding should be done to determine who has
the authority to make medical decisions on behalf of the minor.  The
parent's identity should be verified in accordance with Section II.A.

5. Department of Social Services (DSS) or the Department of Youth
Services (DYS).  If a child is in the care and custody of DSS pursuant
to a court order under a Care and Protection, Termination of Parental
Rights, or Child in Need of Services proceeding, DSS is the PR of the
child and an Authorization from DSS would be required for PHI to be
given to the child's parent(s).  If a child has been placed voluntarily
with DSS, the child’s parent(s) is the child's PR and an Authorization
from said parent(s) would be required for PHI to be given to DSS.
DSS must be consulted to determine whether a child is in its care
pursuant to a court order or a voluntary placement.

DYS must be consulted to determine who has authority (e.g., DYS or
the parent(s)) to make medical decisions on behalf of a child in their
care and who, therefore, is a child's PR.

Note:  DSS may have authority to obtain PHI without an
Authorization even when it is not a PR (e.g., to investigate reports
of abuse).  DYS always has the authority to receive PHI of all
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persons committed to their care under M.G.L. c. 119, §69A.
Release of PHI in these situations falls under Section II.E.
Requests by Public Officials.

D. Attorney

The authority of an attorney to access the PHI of an individual whom
he/she represents can be verified by obtaining (1) a copy of the attorney's
court appointment; (2) a signed letter from the individual, acknowledging
the attorney-client relationship, the individual's PR or the executor or
administrator of the individual's estate, or (3) an Authorization.  The
attorney's identity should be verified in accordance with Section II.A.

The authority of a Protection and Advocacy Program attorney or legal
advocate to access the PHI of an individual whom he/she does not
represent in an attorney-client relationship can be verified by (1) a
business card or letterhead showing the name of an approved Protection
Advocacy Program and the attorney or advocate, or (2) a letter from such
program acknowledging the affiliation of the attorney or advocate, and (3)
representation that the purpose of the access falls within the Protection and
Advocacy Program's right of access without Authorization for the
investigation of patient abuse concerning an incompetent institutionalized
person.  Identification of the named attorney or advocate needs to be
verified in accordance with Section II.A.

E. Public Officials

1. Verification of Authority.  The authority to make disclosures to
public officials varies as indicated in Appendix C (DMH Routine
Disclosures).  Some disclosures require an authorization and others are
required by law.  A DMH Workforce Member should consult
Appendix C to determine if a public official has the authority to access
PHI.  If the type of disclosure is not listed in Appendix C, the DMH
Privacy Officer and/or Legal Office should be consulted.  If the facts
do not allow for consultation, a DMH Workforce Member may rely on
the public official's written or oral statement of his/her legal authority
to access the PHI if it is reasonable to do so.

2. Verification of Identity.  To verify the identity of a public official, or
a person acting on behalf of a public official, DMH may rely upon any
of the following:

a. The personal presentation of an agency identification badge, other
official credentials, or other proof of government status;

b. A written request is on government letterhead; or
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c. A written statement from a public official's office, on government
letterhead, stating that the person is acting under the official's
authority or other evidence that establishes that the person is acting
on behalf of the public official (e.g., a contract).

A DMH Workforce Member does not have to rely on the above and
can ask for other proof of identity, if necessary.  If there is any doubt
as to the identity of a public official, the DMH Privacy Officer shall be
notified.

F. Court Orders

A proper judicial court order generally provides sufficient authority to
release PHI (104 CMR 27.17(6)(a) and 28.09(2)(a)).  However, orders for
production of psychiatric records of victims in criminal cases are subject
to specific requirements for judicial review.  The Legal Office should be
consulted in such situations or if there is any question concerning the
release of PHI pursuant to a court order.

Note: A subpoena requiring the production of records is not sufficient
authority to release PHI.  If a subpoena for PHI is received, the Legal
Office should be notified.

G. Executor or Administrator

An executor or administrator's authority to access the PHI of a deceased
individual can be verified by obtaining a copy of the executor's or
administrator's court appointment.  The executor's or administrator's
identity should be verified in accordance with Section II.A.

III. DMH PROCEDURES FOR VERIFYING IDENTITY AND AUTHORITY

Prior to disclosing PHI a DMH Workforce Member must verify identity and
authority of the individual or entity to which the information is to be disclosed in
accordance with this Chapter.  The DMH Workforce Member making a disclosure
of PHI is responsible for documenting verification in the applicable Designated
Record Set(s), using the mechanism for capturing disclosures for audit trail
purposes, or directly on the applicable Authorization and/or written request for
PHI.
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IV. LEGAL REFERENCE

HIPAA 45 CFR 164.514(h)
104 CMR 27.17
104 CMR 28.09
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CHAPTER 11

THE RIGHT OF INDIVIDUALS OR PERSONAL
REPRESENTATIVES TO ACCESS PROTECTED HEALTH

INFORMATION MAINTAINED BY DMH

I. GENERAL RULE

Subject to certain exceptions, an individual has the right to access his/her
Protected Health Information (PHI) maintained by DMH in a Designated Record
Set.  The right exists for so long as the PHI is maintained in a Designated Record
Set.  If the individual has a Personal Representative (PR), then in most instances,
the PR rather than the individual has the right to access the individual's PHI.

II. SPECIFIC REQUIREMENTS

A. Right To Request Access.   

1. Who Has the Right.  Except as provided in Section II.B. an
individual, or if the individual has a PR, his/her PR, has the right to
inspect and to obtain a copy of the individual's PHI that is maintained
in a DMH Designated Record Set.  In certain limited circumstances
that are described in Section II.C., a Minor, rather than a Minor's PR,
has the right to access PHI maintained by DMH.

An individual’s PR may give permission for the individual to access
his/her PHI.  The permission should be given in writing.  However, in
circumstances where it is clinically appropriate, permission may be
received verbally in which case it shall be documented by the
applicable DMH Workforce Member in the individual's DMH record.

An executor or administrator has the right to access all PHI about the
decedent that is maintained in a DMH Designated Record set.

2. The Request.  A request of an individual or PR to access PHI must be
made in writing.

B. When Access Can Be Denied

1. Denial - No Right to Appeal: Individuals and PRs do not have the
right to access the following types of PHI:

a. PHI Obtained Under an Agreement of Confidentiality.  PHI
that DMH obtained from someone, other than the individual who is
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the subject of the PHI or a Health Care Provider, under a promise
of confidentiality where access to the PHI likely would reveal the
source of the information.  The promise of confidentiality must be
documented in the PHI.

b. Research. PHI that was created or obtained during an active
research study or clinical trial involving treatment if the individual
or PR, when agreeing to participate in the research, signed a non-
disclosure agreement as a condition of participation.  This
exception is temporary.  The PHI becomes available when the
research study or clinical trial is completed.

c. PHI Compiled in Anticipation of Litigation.  PHI that was
created in anticipation of or for use in a civil, criminal or
administrative action or proceeding.

d. Under the Direction of a Correctional Institution.  If the
individual is incarcerated in a Correctional Institution and the
Correctional Institution directs DMH not to provide access
because the Institution has determined that it would jeopardize the
health, safety, security, custody, or rehabilitation of the inmate,
other inmates, or the safety or any officer, employee, or other
person at the Institution or any person responsible for transporting
the inmate, DMH may deny the individual's requests to obtain a
copy of his/her PHI.  The directions of the Correctional Institution
must be documented in writing.

e. The Federal Clinical Laboratory Improvements Amendments
of 1988 and Federal Privacy Act.  PHI that is restricted in
accordance with the Federal Clinical Laboratory Improvements
Amendments of 1988 (42 USC263a) or the Federal Privacy Act (5
USC 552a.)  These statutes rarely are applicable to DMH.

Decisions to deny access to PHI of the types listed above must be
documented in writing.  Such decisions are final.  They are not subject
to further review.

2. Denial - Right To Appeal.

a. Grounds for Denial.  A request for access may be denied for a
safety reason as outlined below.  A denial for a safety reason may
be appealed by the requester for further review by DMH.

i. Harm to the Individual or Another Person.  A request to
access PHI may be denied if a licensed health care
professional, exercising professional judgment, determines
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that access to the PHI reasonably is likely to endanger the
life or physical safety of the individual who is the subject
of the PHI or another person.  Access may be denied in
whole or in part by considering the particular
circumstances.

ii. Request for PHI that Makes Reference to and May
Cause Substantial Harm to Another Individual.  A
request to access PHI may be denied if the requested PHI
makes reference to another person who is not a Health Care
Provider and a licensed health care professional, exercising
professional judgment, determines that access to the PHI
reasonably is likely to cause substantial harm to such other
person.  Access may be denied in whole or in part
considering the particular circumstances.

iii. Request for PHI by a Personal Representative and
Likely to Cause Substantial Harm to Subject of the PHI
or another Person.  A request to access PHI may be
denied if the request is made by a PR, and a licensed health
care professional, exercising professional judgment,
determines that giving access to the PR reasonably is likely
to cause substantial harm to the subject of the PHI or
another person.  Such access may be denied in whole or in
part considering the particular circumstances.

b. Appeal Process.  DMH must designate a licensed health care
professional(s) to act as an appeal official(s) for the review of
denials for a safety reason.  The appeal official must determine
within a reasonable period of time whether to deny or allow access.
DMH must act in accordance with the appeal official's decision.

3. Denial Notice.  Denial of access must be provided in writing.  It must
be written in plain language, explain the basis of the denial, state any
right to appeal the denial, and if there is a right to appeal, explain how
the individual or PR may exercise such right.  The notice also shall
provide a description of how the individual or PR may file a Privacy
Complaint with DMH or the U. S. Secretary of Health and Human
Services.

4. Access Must be Provided to the Extent Possible. An individual or
PR must be given access to all PHI requested after excluding the PHI
for which there was a ground for denying access.
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C. Minors

1. 16 and 17 Year Olds Who Voluntarily Admit Themselves to a
Facility Pursuant to 104 CMR 27.06.   A 16 or 17 years old who
voluntarily admits him or herself to a Facility pursuant to 104 CMR
27.06 may access his/her PHI that concerns his/her admittance, but not
PHI that concerns treatment, unless another exception listed in this
Section II.C. is applicable.  The Minor's PR may request access to all
of the Minor's PHI maintained by DMH, including the PHI concerning
the Minor's admittance.

2. Minors Who Consent to Treatment.   If a Minor legally consented to
treatment (minor was emancipated, was a mature minor pursuant to
104 CMR 25.04, or was specifically permitted by Massachusetts law
to consent to treatment), the Minor, rather than the Minor's PR, has the
right to access the PHI that DMH maintains relevant to such treatment.

D. Administrative Documentation.

DMH must maintain policies and procedures that document the following:

1. The Designated Record Sets that are subject to access by Individuals
(See Chapter 5, Designated Record Sets); and

2. The title of persons or offices responsible for receiving and
processing requests for access.

III. DMH PROCEDURES FOR RESPONDING TO REQUESTS FOR ACCESS
TO PHI

A. Who May Request Access and the Required Format of the Request.

Any individual who has PHI that is maintained by DMH in a Designated
Record Set has the right to inspect or request a copy of that PHI, with the
exceptions listed in Section II.B.  However, if an individual has a PR, only
the PR may make such requests, with the exceptions listed in Section II.C.
(See also Section II.A.1, with regard to the PR consenting to the individual
accessing his/her PHI.)  The request must be made in writing.  The DMH
Request to Inspect or Receive a Copy of Protected Health Information
Form that is located at the end of this Chapter may be used to make a
request, but it is not required.

Copies of the DMH Request to Inspect or Receive a Copy of Protected
Health Information Form shall be available at DMH's Central Office, all
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Area and Site Offices, all Facilities and State-operated Programs and the
DMH Internet web site.

DMH has an affirmative duty to ensure that the requester is the individual
who is the subject of the PHI, the PR, or the Executor or Administrator of
the estate of the individual who is the subject of the PHI.  This may be
done by comparing signatures, asking for photograph identifications and
for copies of court appointments, etc.  (See Chapter 10, Verification of
Identity and Authority of the Requester.)

B. Where Requests May Be Filed

A request to access PHI may be submitted at any DMH Area or Site
Office, Facility or State-Operated Program.  A request also may be filed
directly with the DMH Privacy Officer.

C. DMH Workforce Members Responsible for Reviewing Requests

The following DMH Workforce Members may review requests to access
PHI:

1. The DMH Privacy Officer may review requests for PHI maintained
in any DMH Designated Record Set.

2. DMH Records Coordinators may review requests for PHI kept in a
DMH Designated Record set maintained in the locale for which they
are responsible.

3. DMH Designated Record Set Contact Persons may review requests
for PHI kept in the Designated Record Sets for which they are
responsible.

4. DMH Case Managers may review requests for PHI kept in case
management files that they maintain.  Case Manager Supervisors
may review requests for PHI kept in case management files maintained
by their Site Offices.

5. DMH Facility Medical Records Administrators may review
requests for PHI kept in a Designated Record Set maintained by their
Facilities.

6. DMH Program Directors may review requests for PHI kept in a
Designated Record Set maintained by their Programs.

If a request is for PHI maintained at more than one location (e.g., a request
for inpatient medical records from two different Facilities; or a request for
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inpatient, case management and billing records) either the DMH Privacy
Officer or a Records Coordinator shall review the request.  The Privacy
Officer or Records Coordinator will coordinate DMH's response to the
request and, when appropriate, provide access to the individual or the PR.

A request for access received by a DMH Workforce Member other than
those listed above shall be referred promptly to an appropriate reviewer.

Nothing in this Chapter shall preclude the Administrator-in-Charge of an
Area, Site, Facility or Program from processing a request to access PHI
that is received by his/her respective Area, Site, Facility or Program and/or
from designating another person to do so.

D. Reviewer Duties

Duties of a reviewer include the following:

1. Determining if the Request was Properly Made.  The Reviewer
must determine if the request was made in the proper format and by
the proper individual.  (See Section III.A).

2. Determining if the PHI is Maintained by DMH.  The reviewer must
determine if the requested PHI is maintained by DMH in a Designated
Record Set and if so, in what Record Set(s) and in what locations.  If
the PHI is not maintained by DMH, but it is known where such PHI is
maintained, the reviewer must notify the requester where to re-direct
the request.

3. Clarifying the Scope of the Request.  The reviewer may ask the
requester for clarification as to the scope, applicable years, relevant
DMH locations, the desired format of access, and anything else that
will help facilitate timely access.  If a request is made for all PHI held
by DMH and it cannot be clarified as to what DMH Designated
Record Sets are applicable, the reviewer (the DMH Privacy Officer or
Records Coordinator) will need to make an inquiry of all Record
Coordinators to determine if there is any PHI about the applicable
individual in the Designated Record Sets for which they are
responsible.

4. Determining if the PHI is Accessible.  The reviewer must determine
if any of the PHI requested is of the type described in Section II.B.1.
A request for such PHI shall be denied unless approved by the DMH
Privacy Officer.  The DMH Privacy Officer may grant access to such
PHI if, in his/her discretion, it is determined necessary for the health or
safety of the individual and there is no legal prohibition to the access.
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If access to PHI is denied because it is of the type described in Section
II.B.1., the decision is final and not subject to further DMH review.

5. Obtaining Safety Determinations.  The reviewer is responsible for
obtaining, when necessary, the safety determinations that are described
in Section II.B.2.a.  A reviewer shall deny a request for access (in
whole or in part) if directed to do so by a licensed health care
professional, as specified below:

a. PHI Contained in an Inpatient Designated Record Set.  If a
request is made for PHI concerning an inpatient hospitalization, the
attending or discharging psychiatrist of the individual who is the
subject of the of the PHI, or if such psychiatrist is not available, the
Facility Medical Director or a licensed health care professional
designated by the Facility Medical Director, must determine
whether:

i. any of the requested PHI includes information which
reasonably is likely to cause substantial harm to the subject of
the PHI, or another person, if the relevant information cannot
be redacted (e.g., an inspection of the original records is
requested);

ii. any of the requested PHI is about another person and the
release of the PHI  reasonably is likely to cause substantial
harm to such other person if the relevant information cannot be
redacted; or

iii. the request is made by a PR and if the release of the requested
PR reasonably is likely to cause substantial harm to the subject
of the PHI or another person if that relevant information cannot
be redacted.

The licensed health care professional’s findings shall be noted on
the DMH Request to Inspect or Receive a Copy of Protected
Health Information Form.  If there is a finding that substantial
harm is likely, the extent to which access needs to be denied must
be stated as part of the findings.

b. PHI Contained in a Designated Record Set Other Than an
Inpatient Designated Record Set: If the request is (i) for PHI that
reasonably is likely to cause substantial harm to the subject of the
PHI or another individual and that information cannot be redacted
(e.g., an inspection of the original records is requested); (ii) for
PHI that includes information about another person and the release
of the information reasonably is likely to cause substantial harm to
the other person, and that information cannot be redacted; or (iii)
made by a PR and there is concern that release of the requested
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PHI to the PR could result in substantial harm to the subject of the
PHI or an other person, the applicable Area Medical Director, or a
licensed health care professional that the Area Medical Director
designates for this purpose, shall determine whether access
reasonably is likely to result in the specified harm to the subject of
the PHI or another person.  This determination shall be noted on
the DMH Request to Inspect or Receive a Copy of Protected
Health Information Form.  If it is determined that specified harm is
likely, the extent to which the access needs to be denied must be
clearly stated as part of the determination.

A request to access PHI, shall be processed using the second page of
the DMH Request to Inspect or Receive a Copy of Protected Health
Information Form.

6. Responding to the Request.  The reviewer is responsible for
responding to a request in accordance with Section III.D.  If the
request involves DMH Designated Record Sets maintained in several
different locations, the reviewer (DMH Privacy Officer or a Records
Coordinator) is responsible for working with the Records Coordinator
of the other applicable locations to determine what will be the
response to the request and, if appropriate, for providing access.

E. Response

1. Time Frame. Within thirty (30) days of the receipt of a request by
DMH, the reviewer must take one of the following actions:

a. Send an Approval notice (Section III.E.2.a.) and provide access
(Section III.E.3).  Access must be provided at a time and place that
mutually is convenient for DMH and the requester.

b Send a denial notice (Section III.E.2.b.).

c. Send a notice of an extension.  DMH can extend the time to act on
a request for up to 30 days if the requested PHI is located on site or
accessible at the DMH location where the request was received
(on-site) and up to 60 days if the PHI is not maintained or
accessible at the DMH location where the request was received or
maintained (off-site).  To extend the time frame for responding to a
request, DMH must notify the requester in writing within the first
30 days of receipt of the request of (i) the reason for the delay and
(ii) the date when a responsive action will be taken.  Only one
extension may be taken per request.  However, access to PHI
located on-site must be provided or a denial notice must be given
within 60 days of receipt of the request.  Similarly, access to PHI
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located off-site must be provided within 90 days of receipt of the
request.  The DMH Access Request Extension Letter located at the
end of this Chapter shall be used to give notice of an extension.

d. A combination of the above, as is appropriate.

2. Notice of Approval or Denial

a. Approval. When access is granted, DMH shall respond to the
request in writing and arrange with the requester: (i) the time and
place the PHI will be available for inspection, (ii) when and where
the requested copies can be picked-up or, (iii) if agreed to ahead of
time, where the copies can be mailed.  If a fee is being charged that
must be noted in the response. The DMH Access Request
Approval Letter at the end of this Chapter can be used for this
purpose.

b. Denial in Full or in Part.  The DMH Access Request
Approved/Denied in Part Letter or the DMH Denial Letter located
at the end of this Chapter shall be used to deny a request for access
in full or in part.

c. PHI Not Maintained by DMH.  If DMH does not maintain the
requested PHI, but knows where it is maintained, DMH must
inform the requestor to where his/her request should be redirected.

3. Access

If access is approved, the reviewer shall ensure that access is arranged.
The time and place mutually must be convenient or if requested, the
PHI can be mailed.

If the requested PHI is maintained in more than one Designated
Record Set, the PHI only has to be produced once in response to a
request.

a. Inspection.  The right to inspect the original record (e.g., an
electronic record, electronically) may be denied if, technically,
access cannot be provided in a read-only format and/or if access to
the records of other individuals cannot be precluded.  In such a
situation, hardcopies of the original records shall be provided.
DMH staff may be present when a record is being inspected to
ensure the integrity of the record.  DMH staff may offer to read or
interpret the record when necessary for the understanding of the
individual or PR.  In no circumstances may an individual be denied
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access to a record solely because he/she declines the offer of staff
to read or interpret the record.

b. Hard Copy or Other Formats.  Access shall be provided in the
format requested, if it is readily producible.

c. Summary or Explanation.  A summary or explanation may be
provided in lieu of access, if agreed to in advance.  The individual
or PR can be charged for the preparation of a summary or
explanation only if the individual or PR agrees to the fees in
advance.

d. Fees.  A fee shall be assessed for copies and for the preparation of
summaries and explanation in accordance with the applicable
DMH Fees Policy and Schedule.  DMH may charge for copying,
including the cost of labor and supplies and for postage if mailed.

F. Appeal of a Denial

1. What Can Be Appealed.  Only a denial of access for a safety reason
(Section II.B.2.a.) may be appealed by the requester for further review
by DMH.  All other denials are final.

2. Appeal Officials.  If a denial for a safety reason involves a request for
PHI about an inpatient hospitalization, the appeal shall be filed with
the applicable Facility Medical Director, or if the Facility Medical
Director was involved in the original decision, to the applicable Area
Medical Director or his/her designee.  The designee must be a licensed
health care professional and such individual must not have been
involved in the initial denial.

The appeals for all other denials for a safety reason shall be filed with
the Deputy Commissioner for Clinical and Professional Services or
his/her designee.  The designee must be a licensed health care
professional and such individual must not have been involved in the
initial denial.

The denial notice shall specify with whom an appeal can be filed.

3. Procedures and Time Frames.  An appeal official must make a
written determination whether to uphold or overturn the denial within
a reasonable period of time.  However, this period shall not exceed 30
days from the date the appeal was received by DMH.  The appeal
official must notify the individual who filed the appeal and the DMH
Workforce Member who originally denied the request of his/her
decision.



The Right of Individuals or PRs
to Access PHI Maintained by DMH

11

G. Documentation and Retention.  A request for access made by an
individual or PR and the response to such a request, or copies of such
request and/or response, shall be retained in all affected DMH Designated
Record Sets.  In addition, if access is provided, it shall be noted in the
applicable Designated Record Sets.  Similarly, an appeal and an appeal
decision if any, shall also be kept in the applicable DMH Designated
Record Sets.  This documentation shall be retained in accordance with the
applicable DMH record retention schedule, but at a minimum, for six (6)
years.

IV. LEGAL REFERENCE AND ATTACHMENTS

HIPAA 45 CFR 164.524
104 CMR 27.17
104 CMR 28.09
DMH Request to Inspect or Receive a Copy of Protected Health Information

Form
DMH Access Request Approval Letter
DMH Access Request Approved/Denied In Part Letter
DMH Access Request Denial Letter
DMH Access Request Extension Letter
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CHAPTER 12

RIGHT TO AN AUDIT TRAIL OF CERTAIN DISCLOSURES
OF PROTECTED HEALTH INFORMATION

I. GENERAL RULE

An individual or his/her Personal Representative (PR), if any, has the right to an
audit trail (i.e., a listing or an accounting) of certain types of disclosures of the
individual's Protected Health Information (PHI) that are made by DMH.  A
disclosure is the release, transfer, provision of access to, or divulging in any other
manner of PHI outside of the DMH Workforce.  The types of disclosures subject
to this rule are limited.

The individual or PR may ask for an audit trail for a period of up to six (6) years
immediately preceding the date of the request; provided, however, that DMH is
not required to provide an audit trail for disclosures made prior to April 14, 2003.

II. APPLICABLE DISCLOSURES AND CONTENTS OF AUDIT TRAIL

A. Disclosures Subject to the Audit Trail Rule

The following is a list of disclosures for which DMH must account
pursuant to a request for an audit trail.  This list reflects a good faith
analysis of the law and the types of disclosures that are made by DMH
(See Appendix C).

The disclosures include those made:

1. To the Department of Social Services - child abuse;
2. To the Executive Office of Elder Affairs – abuse of elderly persons

age 60 years or over;
3. To the Disabled Persons Protection Commission – abuse of disabled

persons age 18 to 59 inclusive;
4. To the Sex Offender Registry;
5. To a Business Associate and by a Business Associate that is not a

Covered Entity, unless disclosure is for treatment, payment or health
care operations and/or is done pursuant to an authorization;

6. Related to research performed with a waiver of authorization (unless
only limited data set information is disclosed and there is a limited
data set agreement in place (See Section VIII.C, Chapter 6, Uses and
Disclosures of Protected Health Information.);

7. Related to reviews preparatory of research (See Section II.I. of
Chapter 6, Uses and Disclosures of Protected Health Information);
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8. Pursuant to M.G.L. c. 123, §36B (duty to warn) – to persons known
to be at risk, police, court, emergency service providers or other
individuals who can protect the individual;

9. Pursuant to M.G.L. c. 123, §30 and 104 CMR 27.16(2)(d) (AWA
reporting) – to District Attorney, next of kin, and persons at risk;

10. Pursuant to M.G.L. c. 19, §10 and 104 CMR 32.06 (1) (felony
reporting) – to District Attorney and/or state or local police;

11. To law enforcement, unless the disclosure is made pursuant to an
authorization or law enforcement has requested that an accounting
not be provided for a specified period of time;

12. To a Protection and Advocacy attorney, pursuant to 42 U.S.C.
10806;

13. To the Mental Health Legal Advisors Committee, pursuant to
M.G.L. c. 221, §34E;

14. Pursuant to a court order;
15. Related to forensic patients when not for treatment, payment or

health care operations, for example:
· To District Attorney for commitment hearings and Section

8B transfers;
· To the court with criminal jurisdiction and District Attorney -

notification regarding intention to discharge or intention to
lift court-ordered building and grounds restriction; and

· To the court with criminal jurisdiction - that patient  no
longer is incompetent;

16. To a Medical Examiner pursuant M.G.L. c. 38, §2;
17. To the Department of Public Health and/or local board of health for

reporting infectious or communicable diseases;
18. To a coroner and/or funeral director;
19. To an organ donation agencies; and
20. To next of kin – notice of death for probate purposes, pursuant to

M.G.L. c. 123, §27 and notice of abandoned property pursuant to
M.G.L. c. 123, §26

21. To EOHHS and/or its agencies pursuant to 101 CMR 16.00 and
Chapter 6, Section V.b.6

In addition, an audit trail must be maintained for any other disclosure of
PHI that is not excluded below in Section II.B.

B. Excluded Disclosures

The following types of disclosures are excluded from the audit trail rule.
Those made:

1. To the individual, PR; and/or the attorney for the individual;

2. Pursuant to an Authorization;
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3. To carry out Treatment, Payment or Health Care Operations (See the
Glossary (Appendix A) for the definitions of these terms);

4. To persons involved in the care of the individual, with the individual's
consent.  See Section V. B.10 of Chapter 6, Uses and Disclosures of
Protected Health Information;

5. To clergy with the individual's consent;

6. For certain national security or intelligence purposes, if a law requires
non-disclosure;

7. As part of a limited data set, in accordance with Section VIII.C. of
Chapter 6, Uses and Disclosures of Protected Health Information;

8. Incident to a use or disclosure otherwise permitted; and

9. Disclosures prior to April 14, 2003.

Questions as to whether or not a particular disclosure is excluded from the
audit trail rule should be referred to the DMH Privacy Officer or the Legal
Office.

C. Suspension of the Right to an Audit Trail

An individual's or PR's right to receive an audit trail of disclosures of PHI
to a Health Oversight Agency or law enforcement official must be
suspended by DMH for the period specified by such Agency or official, if
the Agency or official provides a written statement asserting that the
provision of an audit trail would be reasonably likely to impede the
activities of the Agency or official and specifies a time period for the
suspension.  Such a suspension may be requested and implemented based
upon a verbal notification for a period of up to thirty (30) days.  The
verbal request must be documented, including the name of the Agency or
official making the request.  The suspension may not extend beyond thirty
(30) days unless a written statement, as described above, is submitted
during that period.

D. Content of an Audit Trail

1. General.   The audit trail must be in writing and contain the following
information for each disclosure:

a. the date of the disclosure;
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b. the name and address (if known) of the entity or person who
received the PHI;

c. a brief description of the PHI disclosed; and
d. a brief statement of the purpose for the disclosure that reasonably

informs the individual of the basis for the disclosure or, in lieu of
such statement, a copy of the written request pursuant to which the
disclosure was made (e.g., copy of a court order).

2. Multiple Disclosures for the Same Purpose.  If, in the applicable
audit trail period, multiple disclosures of PHI were made to the same
person or entity for a single purpose, the audit trail may provide:

a. the information listed in Section II.D.1. for the first disclosure;
b. the frequency, periodicity, or number of disclosures made during

the covered period; and
c. the date of the last such disclosure during the covered period.

3. Disclosures for Certain Research Purposes.  If, during the
applicable audit trail period, DMH made disclosures of PHI for a
particular research purpose for 50 or more individuals, the audit trail,
with respect to such disclosures for which the PHI about the individual
may have been included, may provide:

a. the name of the protocol or other research activity;
b. a description of the research protocol, including the purpose for the

research and the criteria for selecting particular records;
c. a description of the PHI types that were disclosed;
d. the date or period of time during which disclosures were made
e. the name, address and telephone number of the sponsoring

research entity and the researcher who received the information;
and

f. a statement that the PHI may or may not have been disclosed for a
particular protocol or other research activity.

If the individual or PR wants to contact the sponsoring research entity
and/or the researcher, DMH must provide assistance.

III. DMH AUDIT TRAIL PROCEDURES

A. Maintenance of the Information Required for an Audit Trail.

1. Required Log System.  The Designated Record Set Contact Person
for the following DMH Designated Record Sets at each Facility, Area
and Site Office and State-operated Program must maintain a
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mechanism for logging the disclosures of the PHI that are subject to
the audit trail rule (See Section II.A.):

a. Facility - Medical Records
b. Area and Site Offices - Eligibility Records
c. Site Offices - Case Management Records
d. Site Offices - Other Individual's Records
e. State operated Direct Service Programs - Individual Direct

Service Records

DMH intends to establish a standard mechanism for this purpose and
when it does, use of the standard mechanism will be mandatory.  Until
such time, all mechanisms developed or selected by the Designated
Record Set Contact Persons are subject to the approval of the DMH
Privacy Officer.  The mechanism for logging disclosures must capture
per patient, DMH client, applicant or service recipient, the disclosures
subject to the audit trail rule.  For each such disclosure the information
listed in Section II.D. and the name of the DMH Workforce Member
making and/or reporting the disclosure must be captured. The
mechanism selected may be a computerized tracking system that can
be sorted by individual and/or by date, and/or manual logs with one
log per individual which are maintained in the individual's applicable
records.  The selected mechanism must be able to provide the required
information for a period of at least six years.

Note:  It is expected that these logs will capture the variety of
disclosures that are subject to the audit trail rule regardless of whether
the disclosures involved PHI maintained in the applicable Designated
Record Set (e.g., a disclosure from a Central Office research data base
will need to be captured in the applicable Facility, Area, Site or
Program log) and/or whether the disclosure were made by DMH
Workforce Members at the DMH location where the Designated
Record Set is maintained (e.g., if a disclosure is made by someone at
Central Office, he/she will need to contact the applicable Facility,
Area, Site or Program Designated Record Set Contact Person).  These
Designated Record Sets were chosen because they are the key files for
individuals served by DMH and DMH wants to limit the number of
records that need to be reviewed upon request of an audit trail.

2. Duty to Log Disclosure.  A DMH Workforce Member making a
disclosure that is subject to the audit trail rule, and/or providing access
to PHI that is subject to the audit trail rule, must ensure that the
disclosure is logged as indicated below:

a. The Subject of the PHI is a Patient of a DMH Facility.  If the
subject of the PHI is a patient of a DMH Facility, the DMH
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Workforce Member must ensure that the disclosure and/or access
is documented in a timely way through the mechanism developed
by the Designated Record Set Contact Person for the Facility's
Medical Records for logging disclosures subject to the audit trail
rule.

b. The Subject of the PHI is a DMH Client - Case Managed.
Unless f., below, is applicable (Section III.A.2.f.), if the subject of
the PHI is a DMH Client who is case managed, the DMH
Workforce Member must ensure that the disclosure and/or access
is documented in a timely way through the mechanism developed
by the Designated Record Set Contact Person for the Site's Case
Management Records for logging disclosures subject to the audit
trail rule.

c. The Subject of the PHI is a DMH Client, Non-Case Managed.
Unless f., below, is applicable (Section III.A.2.f.), if the subject of
the PHI is a DMH Client who is not case managed, the DMH
Workforce Member must ensure that the disclosure and/or access
is documented in a timely way through the mechanism developed
by the Designated Record Set Contact Person for the Site's Other
Individual's Records for logging disclosures subject to the audit
trail rule.

d. The Subject of the PHI is an Applicant for Continuing Care
Services. Unless f., below, is applicable (Section III.A.2.f.), if the
subject of the PHI is an applicant for DMH Continuing Care
Services, the DMH Workforce Member must ensure that the
disclosure and/or access is documented in a timely way through the
mechanism developed by the Designated Record Set Contact
Person for the Site's Eligibility Records for logging disclosures
subject to the audit trail rule.

e. The Subject of the PHI is Not a DMH Client. Unless f., below,
is applicable (Section III.A.2.f.), if the subject of the PHI is not a
DMH Client nor an applicant for DMH Continuing Care Services,
the DMH Workforce Member must ensure that the disclosure
and/or access is documented in a timely way through the
mechanism developed by the Designated Record Set Contact
Person for the Site's Other Individual's Records for logging
disclosures subject to the audit trail rule.

f. The Subject of the PHI is Receiving a Service from a DMH
State-operated Direct Service Program and the Disclosure
and/or Access is Provided by a Workforce Member of that
Program.  If the subject of the PHI is receiving a service from a
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DMH State-operated Direct Service Program and the disclosure or
access is provided by a Workforce Member of that Program, then,
although the subject may fall into one or more of the above
categories, the Workforce Member must ensure that the disclosure
and/or access is documented in a timely way through the
mechanism developed by the Designated Record Set Contact
Person for the program's Individual Direct Service Records for
logging disclosures subject to the audit trail rule.

g. Overlap.  If the subject of the PHI meets the definition for more
than one of the above categories (e.g., a patient in a facility and
also case managed), the information only needs to be logged once.
The applicable DMH Workforce Member shall use the logging
mechanism that is most accessible to him/her.

B. Request Requirements

1. Form.  A request for an audit trail must be made in writing using the
Audit Trail Request Form at the end of this Chapter.  Copies of the
Audit Trail Request Form shall be available at all DMH Area and Site
Offices, Facilities and state-operated Programs.  It also will be posted
on the DMH Intranet and Internet web sites.

If reasonable accommodations are needed, DMH will honor requests
for alternative methods of making requests for audit trails.  Such
requests shall be made to the Administrator-in-Charge, or designee, of
the DMH location where the request is being filed.

2. Who Can Request an Audit Trail.  Any individual who has PHI that
is maintained by DMH has the right to request an audit trail of PHI
disclosures.  However, if an individual has a PR, only the PR may
make such requests.  If, however, the individual is a Minor and the
Minor legally consented to the treatment to which the PHI relates (e.g.,
a mature minor under 104 CMR 25.04 or emergency services under
MGL c.112, §12E and 12F), the Minor rather than the PR has the right
to receive an audit trail regarding the disclosure of such PHI.

The individual or PR may request that an audit trail  is released to
another individual or entity, but the Authorization Form shall be used
for this purpose.

3. Time Period that a Request Can Cover.  The duty to provide the
audit trail required by this Chapter commences on April 14, 2003.  A
request for an audit trail can cover a period of up to six years prior to
the date of the request, beginning on April 14, 2003.
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4. Where Requests Can Be Filed.  An individual may file a request for
an audit trail at any DMH Area or Site Office, Facility or State-
operated Program, or directly with the DMH Privacy Officer.  A DMH
Workforce Member who receives a request shall date stamp it and
forward it immediately to the Records Coordinator for his/her Office,
Facility or Program.

C. Processing a Request for an Audit Trail

1. DMH Records Coordinators.  The DMH Records Coordinator, or
designee, for the DMH location where a request is received shall
process it; provided, however, that if the DMH location has had no
contact with the individual who is the subject of the PHI during the
applicable audit trail period, the request shall be referred to the
appropriate DMH location.  If the DMH Privacy Officer receives the
request, he/she shall determine the most appropriate DMH location for
processing the request.

2. Processing a Request.  To process a request, a DMH Records
Coordinator must consult with all known DMH Facilities, Area and
Site Offices, and State-operated Programs, with which the individual,
who is the subject of the PHI, had contact since April 14, 2003. or if a
shorter period, during the six years immediately preceding the request.
The Records Coordinator must determine if such other DMH locations
made any disclosures of the individual’s PHI that are subject to the
audit trail rule in the time period in question.  If help is needed in
determining the relevant Facilities, State-operated Programs, Site or
Area Offices, the Record Coordinator shall seek assistance from the
DMH Privacy Officer and/or Central Office Applied Information
Technology Division.

3. Time Frame for Responding.  DMH shall provide an audit trail within
sixty (60) days of receiving a request for an audit trail.  However, DMH
may extend for an additional thirty (30) days the time period for
providing an audit trail if, during the initial 60 days period, DMH
provides the individual or PR with a written statement as to why the
audit trail cannot be provided within the 60 days period and the date by
which the audit trail will be provided.

4. Verification.  DMH has an affirmative duty to ensure that the
requester is the individual who is the subject of the PHI or the PR of
said individual.  This may be done by comparing signatures, asking for
photograph identifications or for copies of court appointments, etc.
(See Chapter 10, Verification of the Identity and Authority of the
Requester.)
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5. Charges.  There shall be no charge for one audit trail provided by
DMH during a 12-month period.  A fee for any additional audit trails
provided during a 12-month period shall be charged in accordance
with the applicable DMH Fee Policy and Schedule.  To charge a fee,
an individual must be informed of the fee in advance and must be
given an opportunity to withdraw or modify the request.

6. Documentation.  The following must be retained in the applicable
individual’s DMH record(s) (See Section III A. 2.):

a. all requests for an audit trail filed with DMH;
b. copies of the responses to the requests, including

extensions for responding, date that the audit trail is
released, method of release and any fee charges; and

c. copies of the audit trails that are provided.

Such documents must be retained in accordance with the DMH record
disposal schedules, but for a minimum of six years.

7. Required Tracking of Audit Trail Request.  Each DMH Record
Coordinator shall develop a tracking system for audit trail requests
received by him/her. The following information should be tracked for
each request: (a) who made the request; (b) the date that the request
was received; (c) the date range of the audit trail requested; (d) how
the request was handled (e.g., referred to another location; audit trail
provided, etc.).

IV. LEGAL REFERENCE AND ATTACHMENTS

HIPAA 45 CFR 164.528
Audit Trail Request Form
Audit Trail Response Letter
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CHAPTER 13

THE RIGHT TO REQUEST
AN AMENDMENT OF

 PROTECTED HEALTH INFORMATION

I. GENERAL RULE

An individual, who is the subject of Protected Health Information (PHI)
maintained by DMH in a Designated Record Set, or his/her Personal
Representative (PR), if any, has the right to request an amendment to his/her PHI,
if it is incomplete or inaccurate.  This right exists for so long as the PHI is
maintained by DMH and it can be exercised at any time.

II. DMH PROCEDURES FOR RESPONDING TO REQUESTS TO AMEND
PHI

A. Who May Request an Amendment to PHI

Any individual who is the subject of PHI that is maintained by DMH in a
Designated Record Set has the right to request an amendment of his/her
PHI.  However, if an individual has a PR, only the PR may make such a
request, with the following exceptions that are applicable to Minors:

1. 16 and 17 Year Olds Who Voluntarily Admit Themselves to a
Facility Pursuant to 104 CMR 27.06.   A 16 or 17 year old who
voluntarily admits him or herself to a Facility pursuant to 104 CMR
27.06 may request to amend his/her PHI that concerns his/her
admittance, but not to PHI that concerns treatment, unless the
exception below is applicable.  The Minor's PR may request to amend
all of the Minor's PHI maintained by DMH, including the PHI
concerning the Minor's admittance.

2. Minors Who Consent to Treatment.   If a Minor legally consented to
treatment (minor was emancipated, was specifically permitted by
Massachusetts law to consent to treatment, or was determined to be a
mature Minor), the Minor, rather than the Minor's PR, has the right to
request an amendment to the PHI that DMH maintains relevant to such
treatment.

B. The Required Format of the Request

A request must be made in writing using the Request to Amend Protected
Health Information Form at the end of this Chapter.  It must be signed,
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dated and provide a reason for the request.  Documentation can be
submitted in support of said request.  The Request to Amend Protected
Health Information Form shall be available, upon request, at each DMH
Area and Site Office, Facility and State-Operated Program.  It also shall be
posted on DMH's Intranet and Internet web pages.

If reasonable accommodations are needed, DMH will honor requests for
alternative methods of making requests for amendments.  Such requests
shall be made to the Administrator-in-Charge of the DMH location where
the applicable PHI is maintained.

C. Where Requests May Be Filed

A request to amend PHI may be submitted at any DMH Area or Site
office, Facility or State-Operated Program.  A request shall be date-
stamped on receipt and forwarded immediately to the Records
Coordinator, or designee, for that office, Facility or State-Operated
Program.  A request also may be filed directly with the DMH Privacy
Officer.

D. DMH Workforce Members Responsible for Processing a Request to
Amend PHI

A request to amend PHI shall be processed by the DMH Privacy Officer
or by the DMH Record Coordinator who first receives the request, or their
designees.  Nothing in this Chapter shall preclude the Administrator-in-
Charge of an Area, Site, Facility or Program from processing a request to
amend PHI that is received by his/her respective Area, Site, Facility or
Program and/or from designating another to do so.

E. Procedures for Processing a Request to Amend PHI

The DMH Workforce Member processing a request to amend PHI shall
take the steps listed below.  Documentation of the completion of such
steps shall be made on page 2 of the Request to Amend Protected Health
Information Form.

1. Query if the Request Format Is Correct.  Determine if the request is
made in the proper format and by the proper individual.  (See Sections
II.A and B.)  A request should be denied if it was not made correctly.

2. Query if the PHI is Maintained by DMH.  Determine if the relevant
PHI is maintained by DMH in a Designated Record Set and if so, in
what Record Set(s) and in what location(s).  If the PHI is not
maintained by DMH in a Designated Record Set, the request should be
denied.
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3. Query if the PHI Was Created by DMH.  Determine if the relevant
PHI was created by DMH or a third party and, if created by a third
party, if that third party still exists.  If the PHI was not created by
DMH and the creator still exists, the request should be denied.  If the
PHI was not created by DMH, but the creator does not still exists, the
request shall be processed by DMH.

4. Query if the Requester Has Access to the PHI.  Determine if the
individual or PR has the right to access the PHI to be amended.  See
Section II.B. of Chapter 11, Right of Individuals or Personal
Representatives to Access Protected health Information Maintained by
DMH.  If the individual making the amendment request does not have
the right to access the PHI, the request should be denied.

5. Query if the PHI is Accurate and Complete.  Determine if the PHI
is accurate and complete.  At a minimum, the following individuals
must be consulted:

a. The creator of the PHI, or the person currently in the same or
similar position as the creator; and

b. The creator's supervisor or the person in the same or similar
position as the creator’s supervisor.

If the PHI is accurate and complete, the request should be denied.

6. Obtain Required Sign-Offs.

a. All Requests.  All requests for amendments must be approved by:

i. The Area Director, or designee, if the applicable PHI is
maintained by an Area Office; or

ii. The Site Director, or designee, if the applicable PHI is
maintained by a Site Office; or

iii. The Administrator-in-Charge and the Facility Medical
Director, or their designees, if the applicable PHI is maintained
by a Facility; or

iv. The Program Director; or
v. The Division Head, or designee, if the applicable PHI is

maintained by a Division of Central Office.

b. Additional Requirements for Medical Record.  If the applicable
PHI is maintained in a medical record (See Chapter 5, Designated
Record Sets), a request can be approved only if reviewed and
agreed to by the applicable Area or Facility medical director or a
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Licensed Health Care Professional designated by the Facility or
Area medical director.

7. Coordination with Other DMH Locations.  If a request involves
PHI that is maintained in several different DMH locations, the DMH
Work Force Member processing the request must work with the
Records Coordinators and the Administrators-in-Charge of the other
applicable locations and/or the DMH Privacy Officer, to determine
what will be the DMH response to the request and, if required, to
amend the PHI maintained by such locations.

8. Response to the Request.  The response to the request must be made
in the manner as set forth in Sections II.G. And H. and within the time
frame set forth in Section II.F.

F. Time Frame for Processing a Request

Within sixty (60) days of receiving a request, the DMH Workforce
Member processing the request must take one of the following actions:

1. Send an approval notice (Section II.G.).

2. Send a denial notice (Section II.H.).

3. Send a notice of an extension (Section II.F.3).  DMH can extend the
time to act on a request for up to 30 days if the requester is notified in
writing within 60 days of receiving the request, which includes:

a. the reason for the delay; and
b. the date when a responsive action will be taken.

Only one extension may be made per request.  However, a response
must be provided in all cases within 90 days of the receipt of the
request.  The Request to Amend Protected Health Information
Extension Letter at the end of this Chapter can be used for this
purpose.

4. A combination of the above, as is appropriate.

G. Request Approved in Full or in Part

1. Notice of Approval

a. Approved in Full.  If the proposed amendment is approved in full,
the DMH Workforce Member who processed the request, or
designee, shall notify the requester using the Request to Amend
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Protected Health Information Approved in Full Letter at the end of
this Chapter.  The notification also shall ask the requester to
identify the persons or organizations he/she want DMH to notify of
the amendment and shall identify those persons or organizations
that DMH knows previously received the relevant PHI from DMH,
if any, to determine if the requester wants DMH to notify any or all
of them of the amendment.

b. Approved in Part and Denied in Part.  If the proposed
amendment is approved in part and denied in part, the individual
who filed the request shall be notified using the Request to Amend
Protected Health Information Approved/Denied in Part Letter, that
is included at the end of this Chapter.

2. Amending the PHI.  The appropriate DMH Workforce Member,
physician, medical records clerk, case manager, etc. as determined by
the applicable Administrator-in-Charge, shall amend the PHI as
requested by inserting the amendment or providing a link to the
amendment at the site of the original PHI that is the subject of the
request.  If done by link, the amendment must be documented in the
same section of the record as the original PHI.

By either method, the disputed PHI must be clearly identified, so that a
person reviewing the applicable record knows that the PHI has been
amended.

With regard to inpatient records and case management records, the
integrity of the original record is to be maintained.

3. Notifying others of PHI Amendment.  The DMH Workforce
Member who processed the request, or designee, shall make a
reasonable effort to inform and provide a copy of the amendment
within a reasonable time frame to:

a. The persons and organizations identified by the requester as having
received the original PHI from DMH and whom the requester
agrees shall be provided a copy of the amendment by DMH.  The
requester may identity such persons and organizations in his/her
original request for amending the PHI and/or in response to DMH
notice approving the amendment.

b. The persons and organizations, including Business Associates, that
are known by DMH to have the PHI that is the subject of the
amendment and that may have relied upon or could foreseeably
rely upon such information to the detriment of the individual who
is the subject of the PHI.
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H. Denied in Full or in Part

1. Grounds for Denial.  A request to amend PHI may be denied if the
request was not made in the proper format or by the proper individual.
A request also may be denied if the PHI:

a. was not created by DMH, unless the creator is no longer available
to act on the request;

b. is not part of a DMH Designated record Set;

c. is not accessible to the individual who is requesting the
amendment; and/or

d.  is accurate and complete.

2. Notice.  If a request to amend PHI is denied in full, the requester shall
be notified of the denial using the Request to Amend Protected Health
Information Denied in Full Letter located at the end of this Chapter.  If
the request is approved in part and denied in part, the Request to
Amend Protected Health Information Approved/Denied in Part Letter,
located at the end of this Chapter shall be used to notify the requester.
The denial must be written in plain language and contain the
following:

a. The reason for the denial.

b. A statement that the requester may submit a written disagreement
of the denial.

c. A statement that if the requester does not submit a statement of
disagreement, he/she may request that DMH provide a copy of the
original request for amendment and the denial with any future
disclosures of the PHI that was the subject of the request.

d. A description of how the individual may file a complaint with
DMH and/or the U.S. Secretary of Health and Human Services.

I. Statement of Disagreement and Rebuttal

If a request to amend PHI is denied, the individual or PR who made the
request may submit a written statement to DMH disagreeing with the
denial.  DMH may prepare a written rebuttal to any statement of
disagreement that it receives.
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1. Format of Statement of Disagreement.  The statement must be in
writing, signed and dated.  It cannot exceed one page in length, unless
agreed to in writing by the Administrator-in-Charge of the DMH
location where the PHI in dispute is maintained.  The one-page limit
should be waived only if necessary to accommodate a situation that
cannot be addressed sufficiently by one page (e.g. the existence of
supporting documentation).  If the condition is waived, a new
reasonable page limit shall be established by the Administrator-in-
Charge.

2. Rebuttal by DMH.  A rebuttal to the statement of disagreement may
be filed if determined necessary by:

a. The Area Director, or designee, if the PHI at issue is maintained by
the Area.

b. The Site Director, or designee, if the PHI at issue is maintained by
the Site.

c. The Administrator-in-Charge in consultation with the Facility
Medical Director, if the PHI at issue is maintained at a Facility.

d. The Program Director, if the PHI at issue is maintained at a State-
Operated Program.

e. The Division Head, if a Division of the Central Office maintains
the PHI.

If a rebuttal is prepared, a copy must be sent to the individual or PR
who filed the statement of disagreement.  The individual and PR also
must be informed of his/her right to file a complaint with DMH and/or
the U.S. Department of Health and Human Services.  The Sample
Letter Notifying an Individual of the Filing of a Rebuttal included at
the end of this Chapter shall be used for this purpose.  The rebuttal
must be appended or linked to the disputed PHI, as described above in
Section II.G.2.

3. Filing or Recording the Statement of Disagreement and or
Rebuttal.  If a statement of disagreement is filed, a notation shall be
made as to where the disputed PHI is located, identifying the PHI that
is the subject of the dispute, and the following documents shall be
appended or linked to the PHI: the original request to amend the PHI,
the denial, the statement of disagreement, and the DMH rebuttal to the
disagreement, if any.  Whenever the PHI in dispute is disclosed by
DMH, all appended or linked documents must be disclosed with it.
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J. Request to Include the Request to Amend and DMH's Denial of the
Request with all Future Disclosures of the PHI

If a request to amend PHI is denied, the individual or PR who made the
request in lieu of submitting a written statement of disagreement to DMH
may request that DMH include the request for amendment and its denial
with any subsequent disclosure of the disputed PHI by DMH.  If such a
request is made, it must be granted.  A notation shall be made as to where
the disputed PHI is located, identifying the PHI that is the subject of the
dispute, and the request for amendment and the denial shall be appended
or linked to the PHI.  Whenever the PHI in dispute is disclosed by DMH
all appended or linked documents must be disclosed with it.

K. Future Disclosure of the PHI if a Request to Amend is Denied

1. Statement of Disagreement Filed.  If a statement of disagreement is
filed, upon any subsequent disclosure of the PHI in dispute, DMH
must disclose with the PHI a copy of the request for an amendment,
the denial, the statement of disagreement and the DMH rebuttal, if any.

2. Request to Include the Request to Amend and the Denial with any
Subsequent Disclosure of PHI.  If a statement of disagreement is not
filed, but a request is made for DMH to include the request for
amendment and its denial with any subsequent disclosure of the PHI
by DMH, then such action must be taken.

3. Standard Transaction.  When subsequent disclosure is made using a
standard transaction that does not permit the additional material to be
included, DMH must transmit separately the material required.  This
includes all additional material: amendments, requests to amend,
denials, and statement of disagreements and/or rebuttals.

L. Documentation and Retention

All documentation relating to requests by individuals or PRs must be
maintained in the individuals’ applicable DMH file for so long as the
relevant PHI is maintained by DMH in accordance with DMH record
disposal schedules.

III. PROCESSING A NOTIFICATION OF AMENDMENT RECEIVED FROM
ANOTHER COVERED ENTITY.

If DMH receives notification of an amendment of PHI from another Covered
Entity, the PHI from said Covered Entity that is maintained by DMH in a
Designated Record Set must be amended in the manner as stated above in Section
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II.G.2.  This applies to all written documentation of the PHI and all electronic
documentation.  In addition, DMH must inform all Business Associates who
might have received such PHI and relied upon it.  The notification of the Covered
Entity must be in writing and shall be maintained in the applicable individual's
DMH record.

IV. LEGAL REFERENCE AND ATTACHMENTS

HIPAA 45 CFR 164.526
104 CMR 28.09
Request to Amend Protected Health Information Form
Request to Amend Protected Health Information Approved in Full Letter.
Request to Amend Protected Health Information Approved/Denied in Part Letter
Request to Amend Protected Health Information Denied in Full Letter
Sample Letter Notifying an Individual of the Filing of a Rebuttal
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CHAPTER 14

RIGHT TO REQUEST CONFIDENTIAL COMMUNICATIONS

I. GENERAL RULE

An individual or his/her Personal Representative (PR), if any, has the right to
request that DMH send all or some communications to an alternative location or
by alternative means (e.g., envelopes without DMH return address, information in
a closed envelope rather than a post card, e-mail, etc.).  DMH must accommodate
all reasonable requests for confidential communications.  However, an agreement
by DMH to confidential communications does not preclude DMH from contacting
an individual at any address or means available if necessary for the care and
treatment of the individual.  A request can be made at any time.

II. SPECIFIC REQUIREMENTS

A. Persons Who Can Make a Request

The individual who is the subject of the PHI being communicated must
make a request for confidential communications.  However, if an
individual has a PR, only the PR may make such requests.  If however, the
individual is a minor and the minor legally consented to the underlying
treatment to which the PHI relates (e.g., a mature minor under 104 CMR
25.04, or emergency services under MGL c.112, §12E and 12F), then the
minor rather than the PR has the right to request confidential
communications regarding such PHI.

B. All Reasonable Requests Must Be Accommodated

DMH must accommodate all reasonable requests for confidential
communications.  "A reasonable request" is one that can be accomplished
with no, or with only minor, administrative difficulties.  The reason for a
request is not to be considered in determining if the request is reasonable.
For this reason, DMH cannot require an individual or PR to provide an
explanation for a request.

C. Limitations

DMH reserves the right to contact any individual or PR at any address or
by any means available if DMH determines that it is necessary for health
or safety reasons.
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III. DMH PROCEDURES FOR PROCESSING REQUESTS FOR
CONFIDENTIAL COMMUNICATIONS

A. Request Form

A request for confidential communications may be made verbally or in
writing.  A request must specify the desired alternative address or means
of communication.  If a request is made verbally, then for processing
purposes only, the DMH Workforce Member who receives the request
shall fill-out a DMH Communication Request Form (noting on there that
the request was received verbally).  A written request shall be submitted
on the DMH Communication Request Form at the end of this Chapter.
Copies of the DMH Communication Request Form shall be available at all
Area and Site Offices, and at all Facilities and State-operated Programs.  It
will also be posted on DMH's Intranet and Internet web sites.

B. Where a Request Can Be Made or Filed

A request for confidential communications can be made or filed at any
DMH Area or Site Office, Facility, or State-operated Program or with the
DMH Privacy Officer.  A request shall be forwarded immediately to the
applicable reviewer set forth in Section III.C.1.

C. Review

1. Reviewers.  The following DMH Workforce Members have the
authority for granting or denying a request for confidential
communications:

a. Request by Patient in DMH Facility.  If a patient in a
DMH Facility, or his/her PR, makes the request, the
decision shall be made by the Administrator-in-Charge of
the Facility or designee.

b. Request by Individuals Applying for Services.  If the
request is made by an individual (or his/her PR, if
applicable) who has applied for but who has not yet been
determined eligible for DMH continuing care services, the
decision shall be made by the applicable Area Director or
designee.

c. Request by DMH Client-Case Managed.  If a DMH
client (or PR) who has a case manager makes the request,
then the applicable Site Director or designee shall make the
decision.
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d. Request by a DMH Client- Not Case Managed.  If a
request is made by a DMH client (or PR) who is not case
managed, the applicable Area Director or designee shall
make the decision.

e. Request by Program Participant.  If the request is made
by a non-DMH client (or PR) receiving care from a DMH-
Operated Emergency Service Program, the decision shall
be made by the DMH Program Director or designee.

2. Review Standard.  If a request can be reasonably accommodated, it
must be granted.  A reviewer shall consider the following:

a. The ability of DMH to use the alternative means requested
(including the ability to document receipt of the communication(s)
by the individual if necessary);

b. The additional costs and time involved, if any, in using the
alternative means or address; and

c. The ability of DMH to ensure that communications are made by
the alternative means or to the alternative address (the number of
communications involved, the number of DMH Workforce
Members that need to communicate with the individual or PR,
etc.).

A reviewer may not ask why a request is being made.  If the reason for
the request is known, it may not be considered in determining if the
request is reasonable.  However, a reviewer may work with an
individual or PR to clarify a request.

3. Notice.  The reviewer must notify an individual or PR of his/her
decision.  It is preferred that the notification be done in writing, but it
is not required.  The Response to a Communication/Restriction
Request letter at the end of this Chapter can be used for this purpose.

If the request is approved, the agreed upon alternative location and/or
means of communication must be specified.  Additionally, the
individual or PR shall be informed that DMH reserves the right to
contact any individual or PR at any address or by any means available
if determined necessary for health or safety reasons.  If a request is
denied, the individual or PR must be told why.
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D. Documentation and Required Actions if a Request is Granted

The request and the decision shall be noted (if verbal) or maintained (if in
writing) in the individual’s DMH file.  The decision and request shall be
maintained in accordance with the relevant DMH record disposal
schedule, but in all events for six years from the date signed or if later,
from the date last in effect.

If a request is granted, the alternative address and/or form of
communication shall be highlighted appropriately in the file, on MHIS, if
available, and in all other DMH Designated Record Sets that contain PHI
about the individual, to ensure that the alternative address or means of
communications is used.

E. Decision is Final

The decision of the applicable DMH Workforce Member (see Section
III.C.1) to grant or not to grant a request for confidential communications
is final.  It is not subject to further review by DMH.  The individual or PR
may, however, file a privacy complaint.   (See Chapter 16, Complaint
Process.)

F. Revocation

An agreement by DMH to confidential communications may be revoked at
any time by DMH if the request becomes unreasonable.  DMH shall
provide the individual or PR with written notice of the revocation and it
shall be effective only after the notice of revocation is given.

IV. LEGAL REFERENCE AND ATTACHMENTS

HIPAA 42 CFR 164.522(b)
Communication Request Form
Response to a Communication/Restriction Request
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CHAPTER 15

RIGHT TO REQUEST RESTRICTIONS ON THE USE AND/OR
DISCLOSURE OF

PROTECTED HEALTH INFORMATION

I. GENERAL RULE

An individual or his/her Personal Representative (PR), if any, has a right to
request that DMH restrict how it uses and discloses the individual’s Protected
Health Information (PHI).  This right applies to situations when DMH can use an
individual’s PHI without an Authorization for treatment, payment and health care
operations (e.g., internally within DMH) and for discussions with family members
involved in the individual’s care.  If an Authorization is required to release, use or
disclose PHI, then the individual, or his/her PR, if any, can restrict the use and
disclosure by not signing the authorization or by limiting the Authorization.
DMH cannot agree to restrict use or disclosure of PHI that is required by law or
that is necessary for health, safety or oversight reasons.

DMH does not have to agree to any such request.  Each request for restriction on
the use and/or disclosure of PHI will be reviewed independently.  It is not
anticipated that this right will be exercised widely and that, if exercised, it
generally will be approved.  This is because most disclosures of PHI by DMH to a
third party require DMH to obtain an Authorization.  Also, because of the wide
range of services provided by DMH and the variety of ways they are provided, it
will be difficult to ensure (1) that a restriction will not interfere with providing the
individual with the necessary care and treatment and/or (2) department wide
compliance with a restriction.  (See also Section III.D.2.)

II. SPECIFIC REQUIREMENTS

A. Request Requirements

A request by an individual or his/her PR to restrict the use and/or
disclosure of PHI must be made in writing on a form prescribed by DMH,
unless an accommodation has been approved in accordance with Section
III.B.  A request may be made at any time.

B. Agreement By DMH

DMH is not required to agree to any such request.  DMH cannot agree to a
request to restrict a use or disclosure of PHI that is:

• required by law;
• required by a court order;
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• to a public health authority for public health purposes;
• to a health oversight agency for oversight purposes;
• made to avert a serious threat to health or safety;
• for certain law enforcement purposes and certain specialized

government functions;
• about a decedent and is made to a coroner, medical examiner or

an organ/tissue bank; or
• for certain research purposes.

If DMH agrees to such a request, the PHI will be restricted as agreed.  The
restriction applies to applicable PHI that DMH has at the time the request
is granted and to PHI created or received while the restriction is in place.

DMH, however, does not need to comply with a restriction if the
individual is in need of emergency treatment and a Health Care Provider
providing treatment needs the restricted PHI.  DMH must request that such
Health Care Provider not make any future disclosures of the PHI.  In
addition, DMH must inform the individual or his/her PR, if any of any
such disclosures.

C. Termination of a Restriction

1. With Consent of the Individual.  DMH may terminate an agreement
to restrict the use or disclosure of PHI if agreed to by the individual or
his/her PR, if any.  The individual or PR may agree to the termination
either in writing or verbally.  If verbal, the agreement must be
documented by DMH.

2. Without Consent of the Individual.  DMH may unilaterally
terminate an agreement to restrict the use or disclosure of PHI by
informing the individual or PR, if any, of such in writing.  The
termination, however, is only effective with respect to PHI that is
created or received after the individual or PR has been informed.  The
difficulty of separating this information is another example of why
requests for restrictions need to be reviewed carefully and granted only
when appropriate.

III. DMH PROCEDURES FOR PROCESSING REQUEST TO RESTRICT
THE USE AND/OR DISCLOSURE OF PHI

A. Who Can Make a Request

Any individual who has PHI that is maintained by DMH in a Designated
Record Set has the right to request that the use/and or disclosure of PHI be
restricted.  However, if an individual has a PR, only the PR may make
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such requests.  If however, the individual is a minor and the minor legally
consented to the underlying treatment to which the PHI relates (e.g., a
mature minor under 104 CMR 25.04, or emergency services under MGL
c.112, §12E and 12F), then the minor rather than the PR has the right to
make requests to restrict the use or disclosure of such PHI.

B. Request Form

A request by an individual or PR to restrict the use and/or disclosure of
PHI must be made in writing on the Restriction of Use & Disclosures
Request Form at the end of this Chapter.  The form must be signed and
dated by the individual who is the subject of the PHI or, if he/she has a
PR, by his/her PR.  The desired restriction must be specified as well as the
reason for requesting it.  Copies of the Restriction of Use & Disclosures
Request Form shall be available at all Area and Site Offices and at all
Facilities and State-operated Programs.  It also will be posted on the DMH
Intranet and Internet web sites.

If reasonable accommodations are needed, DMH will honor requests for
alternative methods of making requests for amendments.  Such requests
shall be made to the Administrator-in-Charge, or designee, of the DMH
location where the request is being filed.

C. Where a Request Can Be Filed

A request to restrict the use/disclosure of PHI may be filed at any DMH
Area or Site Office, Facility or State-operated Program or with the DMH
Privacy Officer.  All requests received shall be date stamped upon receipt
and forwarded immediately to the applicable decision-maker defined in
Section III.D.

D. Approval or Denial by DMH

1. Authority to Make Determinations.

a. Affects Only One DMH Location.  The decision to approve or
deny a request to restrict the use and/or disclosure of PHI will be
made by the following individuals (decision-maker):

i. Area Director, or designee, if an Area Office maintains the
applicable PHI.

ii. Site Director, or designee, if a Site Office maintains the
applicable PHI.
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iii. Program Director, or designee, if a Program maintains the
applicable PHI.

iv. Administrator-in- Charge, or designee, in consultation with the
Facility Medical Director, or designee, if a Facility maintains
the applicable PHI.

v. The applicable Designated Record Set Coordinator, or
designee, if a Central Office Division maintains the applicable
PHI.

b. Affects Multiple DMH Locations.  If the request affects more
than one locale, then the following procedures shall be used:

i. The decision-maker who first receives the request is
responsible for processing the request with all other applicable
decision-makers and the individual or PR.  However, if the
request is submitted to a locale that does not have any
Designated Record Sets that will be affected by the request, the
request shall be forwarded promptly to an appropriate decision-
maker, who will be responsible for processing the request.

ii. Approval of a request must be agreed to by all applicable
decision-makers.  If the decision-makers cannot agree, the
matter shall be referred to the DMH Privacy Officer who shall
make the final decision in consultation with the Commissioner
or designee.

iii. The decision-maker must notify the individual or PR of the
decision to approve or deny the request.  If a request is
approved, the DMH Privacy Officer must be notified of the
approval.

2. Standard of Review.  In determining whether or not to grant a
request, the decision-maker shall consider the reason for the request
and the ability of DMH to implement such a restriction.  The latter
shall include consideration of how the restriction would impact
DMH’s ability to provide treatment or services to the individual and
the ability of DMH to ensure compliance with the restriction.  If a
decision-maker is unsure as to whether DMH can comply with a
particular type of request, the decision-maker shall contact the DMH
Privacy Officer for guidance.

3. Notice and Documentation.  The approval or denial of a request to
restrict the use or disclosure of PHI shall be noted on the request form
as indicated and it shall be signed and dated by the applicable
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decision-maker.  The decision-maker must notify the individual or PR
of the decision in writing.  The Response to a
Communication/Restriction Request letter at the end of this Chapter
may be used for this purpose.  The reason for the decision does not
need to be stated.  If the request is granted, the restriction that is agreed
upon must be specified in the notice.  The notice shall inform the
individual that the decision is final and not subject to further review,
however, it also shall state that an individual or PR may file a
complaint with DMH and/or the U.S. Secretary of Health and Human
Services and explain how such complaints may be filed.

A copy of the request and decision must be kept in all DMH
Designated Record Sets affected by the request in accordance with the
relevant DMH record disposal schedule.  At a minimum, the request
and decision must be kept for six years from the date of the decision,
or if applicable, from the date that the restriction is last in effect.

4. Decision is Final.  The decision of DMH to approve or deny a request
to restrict the use or disclosure of PHI is final and is not subject to
appeal.  An individual or PR however, may file a complaint.  See
Chapter 16, Privacy Complaint Process.

5. Termination of a Restriction.

a. With Consent.  DMH may terminate a restriction with the
agreement of the individual or PR, if any.  The individual or PR
may agree to the termination in writing or verbally.  To the extent
feasible, written agreement of the termination shall be sought.  If
there is a verbal agreement to terminate a restriction, the details of
the verbal agreement (date, time, place, DMH Workforce
Member(s) that participated in the discussion and the reason why a
written agreement to terminate could not be obtained) shall be
documented in writing and signed and dated by one of the DMH
Workforce Members.

b. Without Consent.  DMH may terminate a restriction without the
consent of the individual or PR.  DMH must notify the individual
or PR in writing.  The termination will be effective only, however,
with respect to PHI that is created or received after the individual
or PR has been informed.

c. Documentation.  The termination agreement or notice, or a copy
of the agreement or notice, must be maintained in all applicable
DMH Designated Record Sets in accordance with the relevant
DMH record disposal schedule.  However, the agreement or notice
must be kept at a minimum be for six years.
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IV. LEGAL REFERENCE AND ATTACHMENTS

HIPAA 42 CFR 164.522(a)
Restriction of Use & Disclosures Request Form
Response to a Communication/Restriction Request
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CHAPTER 16

PRIVACY COMPLAINT PROCESS

I. GENERAL RULE

HIPAA mandates that DMH have a process for individuals to file complaints
about DMH’s privacy policies and procedures and its compliance with those
policies and procedures.  Also, DMH must document all complaints received and
their disposition.

For the purposes of this Chapter, the complaints described in the preceding
paragraph will be called “Privacy Complaints," to distinguish them from
complaints filed with DMH pursuant to its “Investigating and Reporting
Responsibilities” regulations, 104 CMR 32.00, et seq.  A Complaint filed
pursuant to those regulations will be called a “104 CMR 32.00 Complaint.”

With some modifications, DMH has decided to use its current 104 CMR 32.00
complaint process to process Privacy Complaints.  This is because in certain
circumstances, as described below, an allegation may be both a Privacy
Complaint and a 104 CMR 32.00 Complaint.  Additionally, the HIPAA
requirements regarding Privacy Complaint reviews are very similar to the 104
CMR 32.00 Complaint fact-finding/investigation requirements.

The process for responding to Privacy Complaints that is described in this Chapter
is to be used only with respect to Privacy Complaints concerning Protected Health
Information [PHI] that is under the control of DMH-operated
Facilities/Offices/Programs.  DMH vendors who are Covered Entities for the
purposes of HIPAA must have their own Privacy Complaint procedures.
However, all DMH vendors Privacy Complaints that are also 104 CMR 32.00
Complaints must be processed pursuant to 104 CMR 32.00 in addition to being
processed in accordance with the vendor's Privacy Complaint procedures.

In addition to filing a Privacy Complaint with DMH, an individual or PR can file
a complaint with the U.S. Secretary of Health and Human Services.  DMH must
cooperate in any investigation by the Secretary and the Secretary may review such
PHI that is maintained by DMH as he/she determines is necessary.  The
procedures for filing a complaint with the U.S. Secretary of Health and Human
Services and a copy of the U.S. Department of Health and Human Services
complaint form can be found at http://www.hhs.gov/ocr/privacyhowtofile.htm.
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II. SPECIFIC REQUIREMENTS

A. Notice of Right to File a Complaint

DMH must inform an individual whose Protected Health Information
(PHI) is created and/or maintained by DMH, or his/her PR, if any, of the
right to file a Privacy Complaint with DMH and/or the U.S. Secretary of
Health and Human Services and how he/she may exercise these rights.
This information must be included in DMH’s Notice of Privacy Practices
and in all DMH written responses to the requests identified in Section
II.B.1.

B. Right to File a Complaint

An individual whose PHI is created and/or maintained by DMH, or his/her
PR, may file a Privacy Complaint at any time concerning:

1. DMH’s response to his/her request:

a. to access PHI.  In certain circumstances, which are discussed in
Chapter 11, Right of Individuals or Personal Representatives to
Access Protected Health Information Maintained By DMH, an
individual or PR can appeal a denial of access in addition to, or
instead of, filing a Privacy Complaint.

b. for restrictions on the use and/or disclosure of PHI (Chapter 15).

c. for confidential communications (Chapter14).

d. to amend PHI (Chapter 13).

e. to receive an audit trail of the disclosures of PHI made by DMH
(Chapter 12).

2. DMH’s PHI privacy policies and procedures.

3. DMH’s compliance with its PHI privacy policies and procedures,
including, but not limited to, concerns about the maintenance and
unauthorized uses and disclosures of PHI.

C. Complaint Process

DMH must have procedures in place for responding to a Privacy
Complaint.  DMH must follow these procedures when it receives a
Privacy Complaint.
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D. No Retaliation

No DMH Workforce Member shall intimidate, threaten, coerce,
discriminate against or take other retaliatory action against any individual,
or PR, for filing a Privacy Complaint with DMH and the U.S. Secretary of
Health and Human Services, or take such retaliatory actions against
another DMH Workforce Member for assisting an individual or PR in
filing a Privacy Complaint.  Any DMH Workforce Member who becomes
aware of such retaliatory actions must take immediate steps to ensure that
they are stopped and corrected.

III. DMH PROCEDURES FOR PROCESSING A PRIVACY COMPLAINT

With the modifications noted below, DMH's procedures for processing 104 CMR
32.00 Complaints will be used for processing Privacy Complaints.

A. Who May File A Privacy Complaint

Any individual whose PHI is created and/or maintained by DMH, or
his/her PR, may file a Privacy Complaint.  If an individual who has a PR
files a Privacy Complaint, a copy of the Privacy Complaint and DMH’s
findings with regard to it shall be given to the PR, and the individual shall
be notified that the PR was given such copies.

B. Complaint Forms

A Privacy Complaint must be made in writing.  The 104 CMR 32.00
DMH Complaint Form, a copy of which is included at the end of this
Chapter, may be used for this purpose.  However, use of the DMH
Complaint Form is not required.  If another written document is used for
filing a Privacy Complaint, DMH Staff, upon receipt of the Complain,
shall attach a DMH Complaint Form to it.  Copies of the DMH Complaint
Form shall be available at all DMH Area and Site Offices, Facilities and
State-operated Programs and it shall be posted on the DMH Intranet and
Internet web pages.  A copy of the DMH Complaint Form shall be given
to any person upon request.

C. Complaint Process

1. Where Filed.  A Privacy Complaint may be filed at any DMH Area or
Site Office, Facility or State-operated Program or with the DMH
Privacy Officer.  All Privacy Complaints shall be date-stamped upon
receipt and forwarded immediately to the Person in Charge as defined
in 104 CMR 32.02.  The applicable Person in Charge is the Person in
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Charge of the Area or Site office, Facility or State-operated Program
that controls the PHI that is the subject of the Privacy Complaint.  If
the Privacy Complaint involves PHI controlled by Central Office, the
Complaint shall be given to the DMH Privacy Officer.  If a Privacy
Complaint is received at a DMH location that does not control any of
the PHI that is the subject of the Complaint, it shall be sent by Fax to
the Person(s) In Charge of the DMH locations(s) where the PHI is
located.  In addition, a copy of every Privacy Complaint shall be sent
to the DMH Privacy Officer.

2. Privacy Complaint Log.  The 104 CMR 32.00 Public Log Form will
be modified to include a place to note that the complaint is a Privacy
Complaint.  The Log also will note if the Privacy Complaint (in full or
in part) is a 104 CMR 32.00 Complaint.  This information also shall be
noted on the DMH Complaint Form.  The DMH Privacy Officer shall
develop and maintain with the Office of Investigations a database that
will allow DMH to track the receipt and disposition of all Privacy
Complaints.

3. Individual Responsible for Reviewing Privacy Complaints.  A
Privacy Complaint is to be reviewed by the Person in Charge, or
his/her designee, in the same manner as a 104 CMR 32.00 Complaint.
The DMH Privacy Officer will review a Privacy Complaint involving
PHI controlled by Central Office.

4. Time Frame for Reviewing Privacy Complaints.  The time frames
for processing 104 CMR 32.00 Complaints shall be used for
processing all Privacy Complaints.

5. Fact-Finding.

a. Fact-Finding/Investigation.  A 104 CMR 32.00 Complaint fact-
finding or investigation, if indicated, must occur for each Privacy
Complaint.  A Privacy Complaint may not be determined to be
"out of scope" until after a fact-finding or investigation occurs.  It
is believed that most Privacy Complaints will require fact-finding
rather than an investigation.

b. Consultation with the DMH Privacy Officer.  At the completion
of the fact-finding or investigation, the Person in Charge shall
consult with the DMH Privacy Officer as to whether a privacy
violation occurred and if so, the appropriate sanctions and/or
corrective actions that should be taken.

c. Decision/Decision Letter.  The Person in Charge shall send a
decision letter to the complainant.  The decision letter will serve as
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both DMH' s response to the Privacy Complaint and, where
applicable, a 104 CMR 32.00 Complaint.  A copy of the decision
letter concerning a Privacy Complaint must be sent to the DMH
Privacy Officer. The decision letter must:

i. Indicate whether or not the Complaint has been found
meritorious and if so, what corrective action will be taken.

ii. Indicate that the complainant may file a further complaint with
the U.S. Secretary of Health and Human Services.

iii. Indicate whether the Privacy Complaint also qualifies as a 104
CMR 32.00 Complaint (i.e., whether the complaint is "out of
scope" or "in scope" for 104 CMR 32.00 purposes).  This will
depend in part on whether the incident or condition complained
of is "dangerous, illegal or inhumane" (104 CMR 32.03).

· If the Privacy Complaint is determined to be "out of scope"
as a 104 CMR 32.00 Complaint, the decision letter must
advise the complainant of his/her appeal rights under 104
CMR 32.00 concerning that determination.

· If the Privacy Complaint is determined to be "in scope" as a
104 CMR 32.00 Complaint, the decision letter must advise
the complainant of this determination, the resolution of the
104 CMR 32.00 Complaint and his/her 104 CMR 32.00
appeal rights concerning this resolution.  (An allegation
that a DMH Workforce Member disclosed PHI maintained
by DMH in a manner that violated HIPAA and/or DMH
regulations is an example of a Privacy Complaint, which
also would be a 104 CMR 32.00 Complaint.)

iv. Respond to any additional complaint issues that are unrelated
to privacy that are alleged on the DMH Complaint Form.

Two sample Privacy Complaint decisions letters are included at the
end of this Chapter.

d. Duty to Cooperate.  All DMH Workforce Members are
responsible for cooperating in the review of a Privacy Complaint
and for responding to a request for information in a complete and
timely manner.

D. Documentation

The documentation procedures for 104 CMR 32.00 Complaints shall be
used to document the processing and disposition of Privacy Complaints.
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Similarly, Privacy Complaint files shall be maintained in the same manner
as 104 CMR 32.00 Complaint files.  At a minimum, all Privacy
Complaints and responses shall be maintained for six (6) years from the
date of the final disposition of the Complaint.

E. Periodic Review of Complaints Filed

The DMH Privacy Officer, and such other persons as the Commissioner of
DMH may appoint, shall review the Public Complaint Log periodically to
determine if any systemic problem(s) may exist with regard to privacy
and if so, to develop plans to address such problem(s).

F. DMH Workforce Training/Assistance

All DMH Workforce Members who provide direct care to individuals
shall be trained on how to receive a Privacy Complaint.   Such Workforce
Members shall provide assistance to individuals and to PRs who need help
in filing a Privacy Complaint.

IV. LEGAL REFERENCES AND ATTACHMENTS

HIPAA  45 CFR 160.306
  45 CFR 164.520(b)
  45 CFR 164.530(d)

DMH Complaint Form
Sample Privacy Complaint Decision Letter 1
Sample Privacy Complaint Decision Letter 2
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Definition · Appendix A, Glossary
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included · Ch. 12, Sec. II.A
excluded · Ch. 12, Sec. II.B
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Right to · Ch. 12
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Benefits, Eligibility and Billing
EEOHS agencies for · Ch. 6, Sec. V.B.6
Routine Disclosures · Appendix C, Chart #1
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Best Interest · Ch. 6, Sec. V.B
 Categorical · Ch. 6, Sec. V.B.4.b

Disclosure of PHI made pursuant to a Best Interest Determination · Ch. 6, Sec.V.B.4
When Best Interest Determination can be made · Ch. 6, Sec.V.B.4.a, b

            Who makes Best Interest Determinations · Ch. 6, Sec.V.B.4.a.i

Business Associates · Ch. 7
Authorizations to share PHI · Ch. 6, Sec.V & Appendix C
Definition · Appendix A, Glossary
General Rule · Ch. 7, Sec. I
Specific requirements · Ch. 7, Sec. II

C

Cadaveric Organ, Eye or Tissue Donation
Disclosure of PHI · Ch. 6, Sec. IV.A.6

Categorical Best Interest
PHI may be disclosed · Ch. 6, Sec. V.B.4.b

Clergy · Ch. 6, Sec. IV.A, V.B
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Privacy,

complaint process · Ch. 1, Sec. II.D & Ch. 16
definition · Appendix A, Glossary
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Access · Ch. 3, Sec. II.G
Email · Ch. 3, Sec. II.E
Laptops · Ch. 3, Sec. II.K.1
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DMH review of request · Ch. 14, Sec. III.C
Limitations · Ch. 14, Sec. II.C
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communication request form · Ch. 14, Sec. IV Attachment
response to communication/restriction request · Ch. 14, Sec. IV Attachment
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Revocation of request · Ch. 14, Sec. III.F
Who can request · Ch. 14, Sec. II.A

Confidentiality Acknowledgment,
Requirements · Ch. 2, Sec. II.A
Definition · Appendix A, Glossary

Contact Person  see Designated Record Set Contact Person

Crime
Report of · Ch. 6, Sec. V.B
Victim · Ch. 6, Sec. V.B

Copying PHI · Ch. 3, Sec. II.B

Court
Orders,

authority to release PHI and psychiatric records · Chapter 10, Section II.F
Proceedings, DMH participation in,

legal & fiduciary representation, client advocacy · Appendix C, Chart #4

Correctional Institution
Access denial under direction of correctional institution · Ch. 11, Sec. II.B
Definition · Appendix A, Glossary

Covered Entity
Definition · Appendix A, Glossary
DMH, health care provider · Introduction

D

Data
De-identified · Ch. 6, Sec. VIII
Integrity · Ch. 6, Sec. II.G
Linkage · Ch. 6, Sec. II.J
Use agreement · Ch. 6,Sec. VIII.C

Databases
Creation of a new database· Ch.5, Sec. II.B
Definition · Ch. 5, Sec. II.A
DMH designated record set · Ch.5, Sec. III.A
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Decedents’ Records
Uses and disclosure of · Ch.6, Sec. II.K & V.B
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Aggregate Data · Ch. 6, Sec. VIII.B
Definition · Ch. 6, Sec. VIII.A.1
How to de-identify · Ch.6, Sec. VIII.A.2
Limited Data Set · Ch. 6, Sec. VIII.C

Department of Social Services  (DSS)
as PR · Ch. 10, Sec. II.C.

Department of Youth Services (DYS)
Right to access information · Ch. 10, Sec. II.C

Designated Record Set
 Administrative requirements · Ch. 5, Sec. III.B

Contact person,  see also “Records coordinator”
appointment · Ch. 5, Sec. II.B
definition · Appendix A, Glossary
list of · Appendix D
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Definition · Appendix A, Glossary
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List of DMH designated record sets · Ch. 5, Sec. III
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Abuse and neglect, special rules · Ch. 6, Sec. VI
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Definition · Appendix A, Glossary
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to DMH as a health oversight agency · Ch. 6, Sec. VII
EEOHS agencies for · Ch. 6, Sec. V.B
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of PHI outside DMH workforce · Ch. 6, Sec. V
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Required By Law · Ch. 6, Sec. V.B.5
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Routine,
charts · Appendix C
ensuring minimum amount of PHI · Ch. 9, Sec. III.B
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Fax Transmission Cover Sheet · Ch. 3, Sec. III Attachment
Misdirected faxes · Ch. 3, Sec. II.C.3
PHI · Ch. 3, Sec. II.C

FedEx, UPS, Mail
PHI transported by · Ch. 3, Sec. II.F
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Index of Privacy Forms & Letters · Appendix E
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as PR · Ch. 10, Sec. II.C
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Health Care
Agent, as PR  · Ch. 10, Sec. II.C
Operations, · Ch. 6, Sec. IV.A

definition · Appendix A, Glossary
Provider,

definition · Appendix A, Glossary
DMH as, · Introduction
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Uses · Ch. 6, Sec. IV.A
Disclosures · Ch. 6, Sec. V.B
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Verification · Chapter 10
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Laptops
Use of portable electronic devices · Ch. 3, Sec. II.K
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Definition · Ch. 6, Sec. VIII.C
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Sanctions · Ch.1, Sec. II.G
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privacy practices acknowledgement form · Ch. 4, Sec. IV Attachment

posting of · Ch. 4, Sec. II.B 4
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Definition · Appendix A, Glossary
Requirement to have one · Ch. 1, Sec. II

Protected Health Information [PHI]
Definition · Appendix A, Glossary
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Public Health Authority
Definition · Appendix A, Glossary
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Verification of identify · Ch. 10, Sec. II.CE
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Definition · Appendix A, Glossary
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APPENDIX A
GLOSSARY

This Glossary provides definitions for terms that have a specialized meaning in the DMH
Privacy Handbook.  Please consult the DMH Privacy Officer if you have a question about the
meaning of a term in the DMH Privacy Handbook.

Term Definition
Administrator-in-Charge The DMH Workforce Member with administrative responsibility for a

DMH Central Office division (e.g., Assistant Commissioner for
Administration and Finance), Area, Site, Facility or Program.

Audit Trail An accounting of certain disclosures made of an individual’s Protected
Health Information.

Authorization The written permission that an individual, or his/her Personal
Representative, if applicable, gives to a person or entity which authorizes
that person or entity to use or disclose the individual’s Protected Health
Information.  An Authorization for purpose of this Handbook is one that
contains the required elements for an Authorization listed in Chapter 8,
Authorization for Use and Disclosure of Protected Health Information.

Business Associate A person or entity, other than a DMH Workforce Member, who, on behalf
of DMH, performs or assists in the performance of (1) a function or activity
involving the use or disclosure of Protected Health Information, including
claims processing or administration, data analysis, utilization review,
quality assurance, billing, benefits management, practice management and
re-pricing; or (2) any other function or activity regulated by HIPAA; or (3)
provides legal, actuarial, accounting, consulting, data aggregation,
management, administrative, accreditation or financial services, where the
provision of service involves the disclosure of Protected Health
Information.

Confidentiality
Acknowledgment

A required, signed, written acknowledgment by a DMH Workforce Member
that he or she understands and will abide by DMH’s privacy practices.

Correctional Institution Any penal or correctional facility, jail, reformatory, detention center, work
farm, halfway house, or residential community program center operated by,
or under contract to, the United States, a state, a territory, a political
subdivision of a state or territory, or an Indian tribe, for the confinement or
rehabilitation of persons charged with or convicted of a criminal offense or
other persons held in lawful custody. Other persons held in lawful custody
include juvenile offenders adjudicated delinquent, aliens detained awaiting
deportation, persons committed to mental institutions through the criminal
justice system, witnesses, or others awaiting charges or trial.

Covered Entity A health plan that provides or pays the cost of medical care, a health care
clearinghouse, or a Health Care Provider.  DMH, as a Health Care Provider,
is a Covered Entity.
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Term Definition
Designated Record Set
[DRS]

Any item, collection or grouping of information maintained, collected, used
or disseminated by DMH, or a DMH Business Associate, that includes
Protected Health Information and is used, in whole or in part, by or for
DMH, or the Business Associate, to make decisions about individuals.
Designated Record Sets include, but are not limited to, medical records,
billing records, eligibility records, and case management records.

Designated Record Set
Contact Person

The DMH Workforce Member person responsible at a DMH location for
responding to internal and external inquiries about a Designated Record Set
and for processing requests for access, Audit Trails and amendments.
Appendix D of this Privacy Handbook contains a list of all the DMH
Designated Record Set Contact Persons.

Disclosure The release, transfer, provision of access to, or divulging of information
outside of DMH's Workforce.

DMH Workforce
Members

Employees, volunteers, trainees, and other persons whose conduct, in the
performance of work for DMH, is under the direct control of DMH,
regardless of whether they are paid by the DMH office, facility or program.

Health Care Operations Refers to functions such as quality management, reviewing competence or
qualifications of health care professionals, conducting or arranging for
medical review, legal services and auditing functions, business planning and
development, and general business and administrative activities.

Health Care Provider A provider of mental health, medical or health services as defined in federal
regulations, and any other person or organization that furnishes, bills or is
paid for these services in the normal course of business.  DMH is a Health
Care Provider.

Health Insurance
Portability and
Accountability Act of
1996 [HIPAA]

Federal law (Public Law 104-191) that, in part, protects both an individual's
right to keep and/or transfer his/her health insurance when moving from one
job to another, and the privacy of the individual's Protected Health
Information.  Federal regulations (45 CFR Parts 160 and 164) implement
the privacy portion of HIPAA.

Health Oversight
Agency

An agency or authority of the United States, a state, a territory, a political
subdivision of a state or territory, or an Indian tribe, or a person or entity
acting under a grant of authority from or contract with such public agency,
including the employees or agents of such public agency or its contractors
or persons or entities to whom it has granted authority, that is authorized by
law to oversee the health care system (whether public or private) or
government programs in which health information is necessary to determine
eligibility or compliance, or to enforce civil rights laws for which health
information is relevant.  DMH in its licensing capacity is a Health Oversight
Agency

Mental Health
Information System
[MHIS]

The individual-specific electronic information system maintained by DMH.
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Minimum Necessary
Rule

A HIPAA requirement that, when using, disclosing, or requesting Protected
Health Information, DMH must make reasonable efforts to limit the
Protected Health Information used, disclosed or requested to the minimum
amount necessary to accomplish the intended purpose of the use, disclosure
or request.

Notice of Privacy
Practices

A document approved by the DMH Commissioner, or designee, that
provides information to individuals who request or receive services from
DMH on DMH's privacy practices relating to its use and disclosure of
Protected Health Information.

Payment Activities undertaken to obtain or provide reimbursement for health care,
including determinations of eligibility or coverage, billing, collection
activities, medical necessity determinations and utilization review and
appeals for denied claims for services.

Personal Representative
[PR]

A person or entity with authority to make health care decisions on behalf of
another person (e.g., guardian, health care agent, parent).

Privacy Complaint A written form or statement filed with DMH that complains about DMH’s
privacy policies and procedures and/or DMH’s compliance with those
policies and procedures.

Privacy Officer The DMH administrator responsible for the development, implementation,
maintenance and adherence of department-wide policies and procedures
related to safeguarding Protected Health Information.

Protected Health
Information [PHI]

Individually identifiable information relating to the past, present or future
physical or mental health or condition of an individual, provision of health
care to an individual, or the past, present or future payment for health care
provided to an individual.

Psychotherapy Notes Notes recorded (in any medium) by a mental health professional,
documenting or analyzing the contents of a conversation with an individual
during a private counseling session or in a group, joint, or family counseling
session, that are separated from the rest of the individual’s medical record.
“Psychotherapy notes” exclude medication prescription and monitoring,
counseling session start and stop times, the modalities and frequencies of
treatment furnished, results of clinical tests, and any summary of the
following items: diagnosis, functional status, the treatment plan, symptoms,
prognosis, and progress to date.

Public Health Authority An agency or authority of the United States, a state, a territory, a political
subdivision of a state or territory, or an Indian tribe, or a person or entity
acting under a grant of authority from or contract with such public agency,
including the employees or agents of such public agency or its contractors
or persons or entities to whom it has granted authority, that is responsible
for public health matters as part of its official mandate.

Records Coordinator An identified DMH Workforce Member at each DMH location that has
Designated Record Sets who is responsible for coordinating the processing
of requests for access, Audit Trails and amendments and for coordinating
DMH’s response when such requests involve multiple Designated Record
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Sets or multiple DMH locations.  Appendix D of this Privacy Handbook
contains a list of all the DMH Records Coordinators.

Required by Law A mandate contained in law that compels an entity to make a use or
disclosure of protected health Information and that is enforceable in a court
of law.

Research A systematic investigation, including research development, testing, and
evaluation, designed to develop or contribute to generalizable knowledge.

Treatment Refers to the provision, coordination or management of health care and
related services by one or more health care providers, including the
coordination or management of health care by a health care provider with a
third party; consultation between health care providers relating to an
individual, or the referral of an individual for health care from one health
care provider to another.

Use Refers to the sharing, employment, application, utilization, examination, or
analysis of PHI within DMH.

Workforce Members See the definition for DMH Workforce Member.



Definitions and Instructions for Using the Workforce Member Access
Table (Appendix B)

User Type: Job title designation.  If you have a question regarding your user type and/or
if you fit into more than one designation, consult your supervisor to determine what user
type applies.

Scope of Access:

Department-Wide Access (D): is an access designation that allows DMH
Workforce Members to access all PHI that is created and maintained anywhere by
DMH.

Area-Wide Access (A): is an access designation that allows DMH Workforce
Members to access PHI created or maintained anywhere by DMH pertaining to an
individual for whom the Area is responsible (DMH Policy 99-1 Area of
Responsibility) and/or to whom the Area is providing a service.

Site-Wide Access (S): is an access designation that allows DMH Workforce
Members to access PHI created or maintained anywhere by DMH pertaining to an
individual who is receiving a service and/or case management from the Site
and/or for which the Site is conducting a eligibility assessment.

Facility-Wide Access (F): is an access designation that allows DMH Workforce
Members to access PHI created or maintained anywhere by DMH pertaining to an
individual who is presently a patient in a Facility or Community Mental Health
Center.

Caseload-Wide Access (C): is an access designation that allows DMH
Workforce Members to access PHI created or maintained anywhere by DMH
pertaining to an individual in his/her current caseload, or an individual in the
caseload of someone he/she supervises.  Note: Individuals who present at a DMH
operated Emergency Service Program or Outpatient Clinic are considered part of
the applicable caseload.

Unit-Wide Access (U): is an access designation that allows DMH Workforce
Members to access PHI maintained by the applicable DMH Facility or
Community Mental Health Center pertaining to an individual who is presently in
a unit of a DMH Facility or Community Mental Health Center to which the DMH
Workforce Member is assigned.



Specific PHI To Be Accessed: This establishes the types of PHI that a User Type may
access.  This section will refer either to a Designated Record Set(s) (as defined in Chapter
5 of the Privacy Handbook, Designated Record Sets) or specific elements of PHI that are
contained in a Designated Record Set.

Unless it is otherwise designated in this section a User Type has access to both historical
and current PHI.

Historical PHI: is PHI about an individual who has been discharged that relates
to the individual's past services, case management and/or eligibility
determinations.

Current PHI: is all PHI about an individual who is now receiving a service, case
management, or is applying for services or who has been determined eligible and
is awaiting services. Note:  If a current record contains historical PHI, such
historical PHI will be considered current for purposes of the above rule.



Minimum Necessary Access To:
User Type-Individual Name or Job Type *Scope of Access

D, A, S, F, C, U
Specific PHI To Be Accessed:                                                                                                                                                             

This establishes limitations to the types of PHI that a User Type may access.  This
section will refer either to a Designated Record Set(s) (as defined in Chapter 5 of the

Privacy Handbook, Designated Record Sets) or specific elements of PHI that are
contained in a Designated Record Set.

**Electronic and Paper
CENTRAL OFFICE

Commissioner D
Commissioner Support Staff D

Deputy Commissioner of Mental Health Services D
Asst. Commissioner of Mental Health Services D

Directors of Mental Health Services D
Director of Mental Health-Employment and

Housing
D 688 Records, Housing Data, Homeless Data

Director of Mental Health-Housing D Housing Data, Homeless Data
Director of Mental Health-Consumer & Ex-Patient

Relations
N/A No Access Necessary

Mental Health Division Support Staff D
Asst. Commissioner of Forensic Services D

Director of Juvenile Forensic D Child/Adolescent Only- Medical Records, Raw Data, Client Funds, Case Management Records, Individual
Direct Service Records, Eligibility Records, Service Coordination Records

Forensic Division Support Staff D
Area Forensic Directors D

Forensic Transition Team C
Asst. Commissioner of Child/Adolescent Services D

Director of Child/Adolescent Services D Child/Adolescent Only- Medical Records, Raw Data, Client Funds, Case Management Records, Individual
Direct Service Records, Eligibility Records, Service Coordination Records

Child/Adolescent Division Utilization Reviewer D Child/Adolescent Only- Medical Records, Individual Direct Service Records, Service Coordination Records

Child/Adolescent Division Outreach Support D Child/Adolescent Only-Contract Records
Child/Adolescent Division Support Staff D

General Counsel D
Deputy General Counsel D
Administrative Counsel D

Employee Relations Counsel D
Legal Division Support Staff D

Chief of Staff D
Director of Investigations D

Manager of Investigations Database D PHI contained in incident reports
Investigations Department Support Staff D

Area Investigations Managers C
Investigators C

Director of Civil Rights & Multicultural Affairs D Interpreter/Translation Service Referrals/PHI in Clinical Consultation



Civil Rights Staff N/A No Access Necessary
Multicultural Affairs Liaison (Interpreter Services) D Interpreter/Translation Service Referrals

Director of Human Rights D
Director of Child/Adolescent Human Rights D

Compliance & Privacy Officer D
Deputy Commissioner of Clinical and

Professional Services
D

Director of Licensing D
Director of Program Evaluation D Housing Data

Licensing and Rehab. Option Coordinators A Housing Data
Director of Policy Development N/A No Access Necessary

Clinical and Professional Services Support Staff D
Asst. Commissioner of Administration and

Finance
D Billing Records, Contract Records, Pharmacy

Director of Revenue D Billing Records
Asst. Director of Revenue D Billing Records

Revenue Manager D Billing Records
Reimbursement Coordinator D Billing Records

Revenue Department Support Staff D Billing Records
Director of Accounting D Contract Records, Pharmacy

Asst. Director of Accounting D Contract Records, Pharmacy
Accounting Department Support Staff D Contract Records, Pharmacy

Director of Contracts D Contract Records
Asst. Director of Contracts D Contract Records

Contracts Department Support Staff D Contract Records
Director of Budget N/A No Access Necessary

Asst. Director of Budget N/A No Access Necessary
Budget Department Support Staff N/A No Access Necessary

Director of Facilities (Buildings Management) N/A No Acess Necessary
Asst. Director of Facilities N/A No Access Necessary

Facilities Department Support Staff N/A No Access Necessary
Asst. Commissioner of Applied Information

Technology
D

AIT/MHIS Support D Electronic Only- Medical Records, Case Management Records, Individual Direct
Service Records, Service Coordination Records, Billing Records

AIT/Other N/A No Access Necessary
AREA OFFICE
Area Director A

Area Director Support Staff A
Area Operations Manager A Area-Billing Records, Contract Records

Area Operations Manager Support Staff A Area-Billing Records, Contract Records
Human Resource Staff N/A No Access Necessary

Director of Revenue A Area-Billing Records
Director of Contracts A Area-Contract Records



AIT/Other N/A No Access Necessary
Area Medical Director A

Area Medical Director Support Staff A
Child/Adolescent Service Director A Child/Adolescent Only- All Area Designated Record Sets

Child/Adolescent Support Staff C Child/Adolescent Only- Eligibility Records, Case Management Records, Service
Coordination Records

Child/Adolescent Case Managers C Child/Adolescent Only-Case Management Records, Service Coordination Records,
Individual Direct Service Records, Medical Records

Director of Project Management A Child/Adolescent Only- All Area Designated Record Sets
Child/Adolescent EDS-Clinical D Child/Adolescent Only

Director of Community Services A Adult Only-All Area Designated Record Sets
Community Services Support Staff A Adult Only-All Area Designated Record Sets
Director of Program Management A Adult Only-All Area Designated Record Sets
Housing/Employment Directors A Area-Service Coordination Records, Housing Data, Homeless Data

Adult EDS-Clinical D Adult Only
Director of Quality Management A

Quality Management Support Staff A
Compliance Officer A

Area Counsel D
Area Legal Office Support Staff D
Staff Development Coordinator N/A No Access Necessary

SITE OFFICE
Site Director S

Site Office Support Staff S
Adult Case Managers C Adult Only-Case Management Records, Service Coordination Records, Individual

Direct Service Records, Medical Records
Child/Adolescent Case Managers C Child/Adolescent Only-Case Management Record, Service Coordination Records,

Individual Direct Service Records, Medical Records
FACILITY/CMHC
Center Director F

COO F
Medical Director F

Director of Nursing F
Director of Social Work F
Director of Psychology F

Director of Occupational Therapy F
Director of Facilities (Building Management) N/A No Access Necessary

Director of Utilization Management F All Facility Medical Records
Director of Health Information Management F All Facility Medical Records

Director of Quality Management F All Facility Medical Records
Director of Staff Development N/A No Access Necessary

Campus Police Officer C Demographic Data, PHI in Building Restriction Forms
Clinical Nurse Specialist F All Facility Medical Records

COTA C



Counseling Student C
Dietary Staff F Pt. Names, Diet Specific PHI
Dietitian (RD) F Medical Records, Medication Records

Expressive Therapy C
Facility Admissions Director S

Facility Service Worker N/A No Access Necessary
Finance Office F Client Funds
Forensic-DFP F

Human Rights Officer F
Lab Technician C

LPN U
Med. Records Clerk F Medical Records

Medical Student F
Mental Health Worker U Medical Records-Current PHI Only

Nurse Practioner F
Nursing Clerk U Medical Records

Nurse Manager F
Nursing Student U

Nursing Supervisor F
Nursing Ward Clerk U Medical Records

Occupational Therapy C
Occupational Therapy Intern C

Pastoral Services C Medical Records
Patient Benefits F Medical Records, Client Funds Records

Pharmacist F
Pharmacy Intern F

Phlebotomist C Demographic, Client Funds Records, Lab Records
Physician F

Psychiatrist F
Psychiatrist Resident F

Psychologist C
Psychology Student C

Recreational Therapy-Licensed C
Rehabilitation Staff C

Rehabilitation Student C
RN U

Revenue Manager F Billing Records
Safety Officer F Pt. Names & Unit, PHI related to Medical Equipment
Social Worker C

Social Worker Intern C
Transcriptionist F Discharge Summaries Only
Transportation F Pt. Names & Unit

Treasurers Office F Demographic, Client Funds Records
Vocational Counselor C Medical Records



Vocational Staff C Medical Records
X-Ray Technician F Demographic, Client Funds Records, X-Ray Films

STATE OPERATED PROGRAMS
Residential

Program Director C
Asst. Program Director C
Mental Health Worker U Individual Direct Service Records-Current PHI Only
Transitional Housing

Program Director C
Social Worker C

Registered Nurse C
Occupational Therapist C
Mental Health Worker U Individual Direct Service Records-Current PHI Only

Emergency Service Program
Program Manager C

Asst. Program Manager C
Psychiatrist C
Psychologist C

Registered Nurse C
Social Worker C

Emergency Service Clinician C
Mental Health Worker U Individual Direct Service Records-Current PHI Only

Emergency Service Support Staff U
Facility Service Worker N/A No Access Necessary

Outpatient Clinic
Psychiatrist C

Registered Nurse C
Social Worker C

Outpatient Clinic Support Staff U



STATE OPERATED PROGRAMS
Residential

Program Director P Individual Direct Service Records, Client Funds Records
Asst. Program Director P Individual Direct Service Records, Client Funds Records
Mental Health Worker U Individual Direct Service Records, Client Funds Records
Transitional Housing

Program Director P Individual Direct Service Records, Client Funds Records
Social Worker P Individual Direct Service Records, Client Funds Records

Registered Nurse P Individual Direct Service Records, Client Funds Records
Occupational Therapist P Individual Direct Service Records, Client Funds Records
Mental Health Worker U Individual Direct Service Records, Client Funds Records

Emergency Service Program
Program Manager P Individual Direct Service Records, Client Funds Records

Asst. Program Manager P Individual Direct Service Records, Client Funds Records
Psychiatrist P Individual Direct Service Records, Client Funds Records
Psychologist P Individual Direct Service Records, Client Funds Records

Registered Nurse P Individual Direct Service Records, Client Funds Records
Social Worker P Individual Direct Service Records, Client Funds Records

Emergency Service Clinician P Individual Direct Service Records, Client Funds Records
Mental Health Worker U Individual Direct Service Records, Client Funds Records

Emergency Service Support Staff U Individual Direct Service Records, Client Funds Records
Outpatient Clinic

Psychiatrist P Individual Direct Service Records, Client Funds Records
Registered Nurse P Individual Direct Service Records, Client Funds Records

Social Worker P Individual Direct Service Records, Client Funds Records
Outpatient Clinic Support Staff U Individual Direct Service Records, Client Funds Records
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Benefits/Entitlements Eligibility and Billing

VERIFICATION
Prior to making any permitted disclosure of Protected Health Information (PHI), DMH must (1) verify the identity of the party to whom the PHI is to be disclosed and (2) confirm
that the party has the proper authority to receive the PHI.  See Chapter 10, Verification of the Identity and Authority of the Requester.  If there is any doubt about the identity of the
receiver and/or the authority to disclose the PHI, the PHI should not be disclosed and the DMH Privacy Officer or Legal Office should be contacted for assistance.

Appendix C
4/14/03

Chart #1, Page 1

Purpose of Disclosure Disclosed to Authority for Disclosure
(When this authority is a
document, a copy of the
authorizing document must
be in the DMH record for the
disclosure to occur)

Permitted Amount of
Information to be Disclosed
(May be verbal or written
unless limited by the
authority for disclosure)

Special Requirements

Allow contracted licensed
clinicians to bill for services
for contract offset

Vendors' billing office or agents Authorization by individual or
Personal Representative, if any
(DMH billing Authorization is
sufficient), or best interest as
provided in 104 CMR 27.17 or
28.09

Patient/client demographic,
facility, diagnosis, physician,
insurance, services (types and
dates), charges and any other
information required by the
payor for payment

Reference Comp/Psych
contracts

Application for benefits Division of Medical Assistance,
Social Security Administration,
Veterans Administration,
Department of Transitional
Assistance, and CMS

Authorization by individual or
Personal Representative, if
any, or best interest as
provided in 104 CMR 27.17 or
28.09

Only that information required
for the application or as
otherwise specified in the
authorization

Billing audit CMS, State Auditor 42 CFR 412; G.L. c. 11, §12
(Auditor); Executive Order 195
(vendor records)

May view and/or receive
copies as requested

Billing patient/Client/LAR for
services

Patient/client; Personal
Representative; LAR; and or
guarantor of payment

G.L. c.123, §32; 104 CMR
30.04; DMH Policy 98-1

Name, facility, admission date,
services and charges

Billing third party payors
(including Medicaid) for
services provided

Medicaid/CMS; other health
insurance providers

Authorization by individual or
Personal Representative, if
any, or best interest as
provided in 104 CMR 27.17 or
28.09

Patient/client demographic,
facility, diagnosis, physician,
insurance, services (types and
dates), charges and any other
information required by payor
for payment

Use of UB92 (OTP, Medicare,
Medicaid), HCFA 1500 Form
(OTP, Medicare B) and Claim
9 Form (Medicaid) or other
payor required forms.

Collect outstanding balances Attorney General, Office of the
Comptroller, and/or collection
agencies

G.L. c.123, §32 (authorization
to bill, Attorney General
provides legal representation)

Name, other identifying
information, facility, admission
date, services (types and
dates) and charges
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Benefits/Entitlements Eligibility and Billing

VERIFICATION
Prior to making any permitted disclosure of Protected Health Information (PHI), DMH must (1) verify the identity of the party to whom the PHI is to be disclosed and (2) confirm
that the party has the proper authority to receive the PHI.  See Chapter 10, Verification of the Identity and Authority of the Requester.  If there is any doubt about the identity of the
receiver and/or the authority to disclose the PHI, the PHI should not be disclosed and the DMH Privacy Officer or Legal Office should be contacted for assistance.

Appendix C
4/14/03

Chart #1, Page 2

Purpose of Disclosure Disclosed to Authority for Disclosure
(When this authority is a
document, a copy of the
authorizing document must
be in the DMH record for the
disclosure to occur)

Permitted Amount of
Information to be Disclosed
(May be verbal or written
unless limited by the
authority for disclosure)

Special Requirements

Determination of
client's/patient's benefits

Division of Medical Assistance,
Social Security Administration,
Veterans and CMS

Authorization by individual or
Personal Representative, if
any, or best interest as
provided in 104 CMR 27.17 or
28.09

Name, date of birth, Social
Security number and/or any
other required information

Determination of
patient/client insurance and
financial information

Insurance providers,
Medicaid/CMS

Authorization by individual or
Personal Representative, if
any, or best interest as
provided in 104 CMR 27.17 or
28.09;104 CMR 30.04; DMH
Policy 98-1

Name, facility, date of
admission and/or discharge
and any other information
required by provider or
Medicaid/CMS

Revenue refunds processing MMARS system G.L. c.7A, §7; incidental
disclosures

name and other identifying
information

Unclaimed patient funds Nearest relative G.L. c.123, §26 name of patient, facility
location and description of
unclaimed property
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Routine Disclosures – Chart # 2

Service & Treatment – Eligibility, Planning, Provision

VERIFICATION
Prior to making any permitted disclosure of Protected Health Information (PHI), DMH must (1) verify the identity of the party to whom the PHI is to be disclosed and (2) confirm
that the party has the proper authority to receive the PHI.  See Chapter 10, Verification of the Identity and Authority of the Requester.  If there is any doubt about the identity of the
receiver and/or the authority to disclose the PHI, the PHI should not be disclosed and the DMH Privacy Officer or Legal Office should be contacted for assistance.

Appendix C
4/14/03

Chart #2, page 1

Purpose of Disclosure Disclosed to Authority for Disclosure
(When the authority is a
document, a copy of the
authorizing document must
be in the DMH records for
the disclosure to occur)

Permitted Amount of
Information to be Disclosed
(May be verbal or written
unless limited by the
authority for disclosure)

Special Requirements

Assessment and service
planning for mental health
services while in place of
detention/BSH or for
discharge from place of
detention/BSH (forensic
Transition Team
Assessment)

Places of detention and
Bridgewater State Hospital

Authorization by individual or
Personal Representative, if any

As specifically needed for
assessment and service
planning or as otherwise
specified in the authorization

Benefits/entitlements Benefits/entitlements agency
(including Social Security
administration, CMS, Veterans
Administration, DSS, Mass.
Rehab. Comm., Transitional
Assistance, etc.)

Authorization by individual or
Personal Representative, if
any, or best interest as
provided in 104 CMR 27.17 or
28.09

Name, date of birth, Social
Security number, and/or other
required information

Eligibility and needs
assessment for community
clients; assessments for
hospitalized patients

Service providers; family;
employers; others

Authorization by individual or
Personal Representative, if any

As specified in the
authorization

Employment facilitation
(including both job
applications and on-the-job
situations)

Employer Authorization by individual or
Personal Representative, if any

As specified in the
authorization

Family and friends visiting or
inquiring about a DMH
inpatient or residential client
or accompanying a client to
a community appointment

Family or friends Authorization or verbal consent
by individual or Personal
Representative, if any

An inpatient's presence and
status in the facility may not be
released to persons who do not
already know that the patient is
there.  Visitors may only be
allowed access to a patient
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Service & Treatment – Eligibility, Planning, Provision

VERIFICATION
Prior to making any permitted disclosure of Protected Health Information (PHI), DMH must (1) verify the identity of the party to whom the PHI is to be disclosed and (2) confirm
that the party has the proper authority to receive the PHI.  See Chapter 10, Verification of the Identity and Authority of the Requester.  If there is any doubt about the identity of the
receiver and/or the authority to disclose the PHI, the PHI should not be disclosed and the DMH Privacy Officer or Legal Office should be contacted for assistance.
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Chart #2, page 2

Purpose of Disclosure Disclosed to Authority for Disclosure
(When the authority is a
document, a copy of the
authorizing document must
be in the DMH records for
the disclosure to occur)

Permitted Amount of
Information to be Disclosed
(May be verbal or written
unless limited by the
authority for disclosure)

Special Requirements

upon approval by the patient.
A community residential client’s
residential status at the
program may not be released
to persons who do not already
know that the patient is there.
Clinical information may be
conveyed to the family member
or friend only with the
client/patient’s explicit consent

Financial Services: facilitate
the application for and
provision of financial
services to patients/clients

Financial services providers
(e.g., banks, credit card
providers, loan providers,
collection agencies)

Authorization by individual or
Personal Representative, if any

As specified in the
authorization

Funeral arrangements for
clients/patients

Funeral Director Authorization by individual or
Personal Representative, if
any, or best interest as
provided in 104 CMR 27.17 or
28.09

Identifying information, family
and obituary information, and
other information needed to
arrange burial

Housing: facilitate the
obtaining, maintaining, and
paying for client/patient
housing

Housing providers, utility
companies, and companies or
persons who provide goods or
services to residences

Authorization by individual or
Personal Representative, if any

As specified in the
authorization

Licenses application (e.g.,
driver's license; professional
license).

License agency (including
Registry of Motor Vehicles,
Board of Registration etc.)

Authorization by individual or
Personal Representative, if any

Name, date of birth, Social
Security number, and/or other
required information



Department of Mental Health
Routine Disclosures – Chart # 2

Service & Treatment – Eligibility, Planning, Provision

VERIFICATION
Prior to making any permitted disclosure of Protected Health Information (PHI), DMH must (1) verify the identity of the party to whom the PHI is to be disclosed and (2) confirm
that the party has the proper authority to receive the PHI.  See Chapter 10, Verification of the Identity and Authority of the Requester.  If there is any doubt about the identity of the
receiver and/or the authority to disclose the PHI, the PHI should not be disclosed and the DMH Privacy Officer or Legal Office should be contacted for assistance.
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4/14/03

Chart #2, page 3

Purpose of Disclosure Disclosed to Authority for Disclosure
(When the authority is a
document, a copy of the
authorizing document must
be in the DMH records for
the disclosure to occur)

Permitted Amount of
Information to be Disclosed
(May be verbal or written
unless limited by the
authority for disclosure)

Special Requirements

Medication coordination Communication between a
Client's residential program
and day program

104 CMR 28.06(13) Copy of approved medication
form as specified in regulation

Parole/Probation: facilitate
parole/probation application
and facilitate
parole/probation monitoring

Parole Board or Probation
Officers

Court order or authorization by
individual or Personal
Representative, if any

As specified in the
authorization or order

Periodic review: notice of
periodic review

Next of kin G.L. c.123, § 4; 104 CMR
27.11(2)

As specified on form for this
purpose

Notices may not be given if
patient knowingly objects

Pharmacy and medical
goods/supplies: facilitate
ordering, obtaining and
reimbursement for drugs and
medical goods

Pharmacies and medical goods
providers

Authorization by individual or
Personal Representative, if
any.  A best interest as
provided in 104 CMR 27.17 or
28.09A may be used for
reimbursement only

As specified the authorization

Quality assurance Individuals authorized by DMH
to monitor quality of services to
clients

Authorization by individual or
Personal Representative, if
any, or best interest as
provided in 104 CMR 27.17 or
28.09

May view and/or receive copies
as requested

Service planning and
treatment planning

Service providers; family;
employers; others

Authorization by individual or
Personal Representative, if
any.

As specified in the
authorization

Service provision: facilitate
application for, provision of,
and reimbursement for
outpatient and inpatient

Health care providers Authorization by individual or
Personal Representative, if
any.  See exception under
Treatment, emergency

As specified in the
authorization



Department of Mental Health
Routine Disclosures – Chart # 2

Service & Treatment – Eligibility, Planning, Provision

VERIFICATION
Prior to making any permitted disclosure of Protected Health Information (PHI), DMH must (1) verify the identity of the party to whom the PHI is to be disclosed and (2) confirm
that the party has the proper authority to receive the PHI.  See Chapter 10, Verification of the Identity and Authority of the Requester.  If there is any doubt about the identity of the
receiver and/or the authority to disclose the PHI, the PHI should not be disclosed and the DMH Privacy Officer or Legal Office should be contacted for assistance.
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Chart #2, page 4

Purpose of Disclosure Disclosed to Authority for Disclosure
(When the authority is a
document, a copy of the
authorizing document must
be in the DMH records for
the disclosure to occur)

Permitted Amount of
Information to be Disclosed
(May be verbal or written
unless limited by the
authority for disclosure)

Special Requirements

health care providers

Transfer: interstate transfer
of psychiatric inpatient.

Interstate compact coordinator
of receiving state and or
receiving out of state facility

Authorization by individual or
Personal Representative, if
any, or best interest
determination under compact

Entire record if requested by
the other state or as specified
in the authorization

Transfer: notice of transfer Next of kin G.L. c.123, §3; 104 CMR
27.08(7)(b)

As specified on DMH notice of
transfer form

Notices may not be given if
patient knowingly objects

Transfer: facility to facility Facility Authorization by individual or
Personal Representative, if
any, or best interest as
provided in 104 CMR 27.17 or
28.09

Entire record if requested by
the other facility

Patient must meet the
criteria for commitment
pursuant to G.L. c123, §7
& 8

Treatment and assessments,
routine

Service providers; family;
employers; others

Authorization by individual or
Personal Representative, if any

As specified in the
authorization

Treatment and discharge
planning

Medical or psychiatric facility
currently caring for the patient

Authorization by individual or
Personal Representative, if
any, or best interest as
provided in 104 CMR 27.17 or
28.09

As requested by a licensed
healthy care provider of the
facility

Treatment, emergency:
provide patient care in a life
threatening emergency
situation.

Emergency health care
providers

Authorization by individual or
Personal Representative, if
any, or best interest as
provided in 104 CMR 27.17 or
28.09

Information which is relevant to
the treatment of the emergency
situation

Client/patient must be
informed of the emergency
disclosure as soon as
possible
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Service & Treatment – Eligibility, Planning, Provision

VERIFICATION
Prior to making any permitted disclosure of Protected Health Information (PHI), DMH must (1) verify the identity of the party to whom the PHI is to be disclosed and (2) confirm
that the party has the proper authority to receive the PHI.  See Chapter 10, Verification of the Identity and Authority of the Requester.  If there is any doubt about the identity of the
receiver and/or the authority to disclose the PHI, the PHI should not be disclosed and the DMH Privacy Officer or Legal Office should be contacted for assistance.
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Chart #2, page 5

Purpose of Disclosure Disclosed to Authority for Disclosure
(When the authority is a
document, a copy of the
authorizing document must
be in the DMH records for
the disclosure to occur)

Permitted Amount of
Information to be Disclosed
(May be verbal or written
unless limited by the
authority for disclosure)

Special Requirements

Treatment, emergency
psychiatric
hospitalization/evaluation

Hospitals or emergency service
programs

G.L. c123, §12 Information as needed

Vendors – ongoing
communications (to and
from) DMH contracted
vendors regarding clients
being served by a vendor for
treatment, payment and or
health care operation
purposes

Service providers Authorization by individual or
Personal Representative, if
any, or best interest as
provided in 104 CMR 27.17 or
28.09 and Business Associate
Terms and Conditions

Information as needed

Vendors or other community
resources - referral to

Service providers; family;
employers; Department of
Medical Assistance, Veterans
Administration

Authorization by individual or
Personal Representative, if any

Information as required for
continuity of care or as
otherwise specified in the
authorization

Volunteer activities
facilitation (both volunteer
applications and on the
volunteer job situations)

Volunteer coordinator for
volunteer site

Authorization by individual or
Personal Representative, if any

As specified in the
authorization
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Mandatory Reports

VERIFICATION
Prior to making any permitted disclosure of Protected Health Information (PHI), DMH must (1) verify the identity of the party to whom the PHI is to be disclosed and (2) confirm
that the party has the proper authority to receive the PHI.  See Chapter 10, Verification of the Identity and Authority of the Requester.  If there is any doubt about the identity of the
receiver and/or the authority to disclose the PHI, the PHI should not be disclosed and the DMH Privacy Officer or Legal Office should be contacted for assistance.

Appendix C
4/14/03

Chart #3, Page 1

Purpose of Disclosure Disclosed to Authority for Disclosure
(When the authority is a
document, a copy of the
authorizing document must
be in the DMH records for
the disclosure to occur)

Permitted Amount of
Information to be Disclosed
(May be verbal or written
unless limited by the
authority for disclosure)

Special Requirements

Abuse, child: DSS
investigation of report of
abuse or neglect

Department of Social Services G.L. c.119, §51B Information which a mandated
reported believes might aid
DSS to determine whether a
child has been abused or
neglected

Any person required to make a
report pursuant to §51A who
has information which he/she
believes might aid DSS in
determining whether a child
has been abused or neglected
shall, if requested by the DSS,
disclose such information

Abuse, child: mandated
reporting of abuse and/or
neglect against

Department of Social Services G.L. c.119, § 51A Verbal report followed by
written report with child’s and
parent/guardian/caregiver’s
names and addresses, and the
nature and extent of the child’s
injuries, abuse, maltreatment,
or neglect

Abuse; disabled person:
mandated reporting and
investigation of abuse,
neglect, patient death, or
felony crime against

Disabled Persons Protection
Commission (DPPC)

G.L. c. 19C, §10 Verbal/written report as
outlined in 118 CMR 3.01-3.05.
including: the allegedly abused
person’s name, address,
telephone number, age, gender
and disability; programs and
services received by the
allegedly abused person and
any special requirements (e.g.,
sign language interpreter or
wheelchair); brief description of
the nature and extent of the
alleged abuse including injuries
received and actions taken in
response to the alleged abuse;

If the client/patient does not
have a Personal
Representative, he or she
promptly must be informed of
the disclosure except where
there is a professional
judgment that informing the
person would place the person
at risk of serious harm.  If the
client/patient does have a
Personal Representative, the
Personal Representative
promptly must be informed of
the disclosure except where
there is a professional
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Mandatory Reports

VERIFICATION
Prior to making any permitted disclosure of Protected Health Information (PHI), DMH must (1) verify the identity of the party to whom the PHI is to be disclosed and (2) confirm
that the party has the proper authority to receive the PHI.  See Chapter 10, Verification of the Identity and Authority of the Requester.  If there is any doubt about the identity of the
receiver and/or the authority to disclose the PHI, the PHI should not be disclosed and the DMH Privacy Officer or Legal Office should be contacted for assistance.
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Chart #3, Page 2

Purpose of Disclosure Disclosed to Authority for Disclosure
(When the authority is a
document, a copy of the
authorizing document must
be in the DMH records for
the disclosure to occur)

Permitted Amount of
Information to be Disclosed
(May be verbal or written
unless limited by the
authority for disclosure)

Special Requirements

name or description of alleged
abuser and relationship
between alleged abuser and
the alleged victim DPPC
investigator may view and/or
receive copies of records as
requested

judgment that informing the PR
would not be in the
client/patient’s best interests.
Such professional judgment
determinations must be
appropriately documented in
the client/patient record

Abuse; elderly person:
mandated reporting of abuse
against

Department of Elder Affairs, or
agency designated by DEA to
receive such reports

G.L. c.19A, §§15 (a), (c), (e),
and (f)

Verbal report followed by
written report with name,
address, age, nature and
extent of abuse, caretaker
name, medical treatment
received or immediately
needed due to the abuse, and
other information relevant to
the abuse investigation

If the client/patient does not
have a PR, he/she promptly
must be informed of the
disclosures except where there
is a professional judgement
that informing the person would
place the person at risk of
serious harm.  If the
client/patient does have a PR,
the PR promptly must be
informed of the disclosure
except where there is a
professional judgement that
informing the PR would not be
in the client's patient's best
interests. Such professional
judgement determinations must
be appropriately documented
in the client/patient record

Accreditation activities Joint Commission on
Accreditation of Healthcare
Operations (JCAHO); other
accrediting bodies

Authorization by individual or
Personal Representative, if
any, or best interest as
provided in 104 CMR 27.17 or

May view patient records, may
view and receive reports
containing PHI to the extent
necessary to ensure that
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Mandatory Reports

VERIFICATION
Prior to making any permitted disclosure of Protected Health Information (PHI), DMH must (1) verify the identity of the party to whom the PHI is to be disclosed and (2) confirm
that the party has the proper authority to receive the PHI.  See Chapter 10, Verification of the Identity and Authority of the Requester.  If there is any doubt about the identity of the
receiver and/or the authority to disclose the PHI, the PHI should not be disclosed and the DMH Privacy Officer or Legal Office should be contacted for assistance.
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4/14/03

Chart #3, Page 3

Purpose of Disclosure Disclosed to Authority for Disclosure
(When the authority is a
document, a copy of the
authorizing document must
be in the DMH records for
the disclosure to occur)

Permitted Amount of
Information to be Disclosed
(May be verbal or written
unless limited by the
authority for disclosure)

Special Requirements

28.09 applicable standards are being
met

AWA Reporting:  AWA status
withdrawn

District Attorney of county
where facility located; local and
state police, next of kin; legally
authorized representative;
persons at risk

G.L. c.123, §30
104 CMR 27.16(2)(d)

Report that AWA status has
been withdrawn (e.g., patient
returned to facility or patient
discharged)

AWA Reporting:  patient is
AWA

District Attorney of county
where facility located; local and
state police, next of kin; legally
authorized representative;
persons at risk

G.L. c.123, §30
104 CMR 27.16(2)(d)

Minimum necessary, but
including patient's description,
information that would assist in
locating the patient, and
information about risk or
dangerousness. See 104 CMR
27.16

Communicable and other
infectious disease reporting

Department of Public Health
and/or local Board of Health

Authorization by individual or
Personal Representative, if any
or best interest as provided in
104 CMR 27.17 or 28.09

Personal identifiers and
relevant medical information as
required by DPH regulations

Deaths, Medicolegal: reports
to Medical Examiner, coroner

Medical Examiner G.L. c.38, §§ 2, 3, and 4 or
best interest as provided in 104
CMR 27.17 or 28.09

All known facts concerning the
time, place, manner, and
circumstances of the cause of
death

Deaths, violent or unnatural
causes at a DMH facility

District Attorney G.L. c.123, §28 Name, address, cause of death

Felony reports: notify DA of
felony crimes committed on
premises, or committed by
or upon patients

District Attorney (or state or
local police at DA request as
part of MOU)

G.L. c.19, §10
104 CMR 32.06(1)

Verbal or written report of
information pertaining directly
to alleged crime, including
patient names and locations

There are Area MOUs with
District Attorney Offices that
contain specific procedures for
reporting of a felony against a
DMH patient
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Mandatory Reports

VERIFICATION
Prior to making any permitted disclosure of Protected Health Information (PHI), DMH must (1) verify the identity of the party to whom the PHI is to be disclosed and (2) confirm
that the party has the proper authority to receive the PHI.  See Chapter 10, Verification of the Identity and Authority of the Requester.  If there is any doubt about the identity of the
receiver and/or the authority to disclose the PHI, the PHI should not be disclosed and the DMH Privacy Officer or Legal Office should be contacted for assistance.
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4/14/03

Chart #3, Page 4

Purpose of Disclosure Disclosed to Authority for Disclosure
(When the authority is a
document, a copy of the
authorizing document must
be in the DMH records for
the disclosure to occur)

Permitted Amount of
Information to be Disclosed
(May be verbal or written
unless limited by the
authority for disclosure)

Special Requirements

Firearm identification
card/license to carry

Police chiefs or designees G.L. c.140, §129B(2) Name of facility, date of
admission and date of
discharge for psychiatric
inpatient admissions

Incident Reporting; major
incident reporting regarding
physicians

Board of Registration in
Medicine

G.L. c.111, §203; G.L. c.112,
§§ 5 and 5I, 243 CMR 3.08

Must report incidents as
directed by regulation.  Board
may also request additional
information

Investigation DMH:  conduct
investigation or fact finding;
make mandatory reports, if
applicable; coordinate
investigation with other
agencies, if applicable

Witnesses and other
investigative agencies

104 CMR 32.00 Client/patient identity
information and information
about the incident or condition
under investigation, but limited
to the minimum amount of
disclosure of PHI required to
conduct the investigation or
fact finding, and/or coordinate
the investigation with other
agencies

Investigation DMH: notify
parties of the outcome of an
investigation; provide
redacted copy of
investigation report.

Parties to a DMH complaint 104 CMR 32.08(2); DMH Non-
disclosure Form

Decision letter should not
contain patient names or
initials.  Investigation Report
should be redacted to de-
identify information concerning
clients

Investigation DMH: request
by witness or other person
for portion of investigation
file where s/he is mentioned

Individuals (other than parties
to complaint) mentioned in a
complaint file (i.e. witness)

104 CMR 32.08(2)(b)1; written
request required

Portion of investigation record
where person is mentioned;
should be redacted to de-
identify information concerning
clients



Department of Mental Health
Routine Disclosures – Chart # 3

Mandatory Reports

VERIFICATION
Prior to making any permitted disclosure of Protected Health Information (PHI), DMH must (1) verify the identity of the party to whom the PHI is to be disclosed and (2) confirm
that the party has the proper authority to receive the PHI.  See Chapter 10, Verification of the Identity and Authority of the Requester.  If there is any doubt about the identity of the
receiver and/or the authority to disclose the PHI, the PHI should not be disclosed and the DMH Privacy Officer or Legal Office should be contacted for assistance.

Appendix C
4/14/03

Chart #3, Page 5

Purpose of Disclosure Disclosed to Authority for Disclosure
(When the authority is a
document, a copy of the
authorizing document must
be in the DMH records for
the disclosure to occur)

Permitted Amount of
Information to be Disclosed
(May be verbal or written
unless limited by the
authority for disclosure)

Special Requirements

Investigation law
enforcement

Law Enforcement Officials Court order or authorization by
individual or Personal
Representative, if any

As specified in the authority

Organ Donation: assessment New England Organ Bank, Inc. Required by federal law for
Medicaid/Medicare
participation

As specified in Memorandum
of understanding between
DMH and New England Organ
Bank, Inc. that is attached to
Commissioner’s Directive #10

MOU applies only to DMH
operated facilities

Sex offender registration Mass. Sex Offender Registry
Board

G.L. c. 6, §§178C – 178p Required registration
information including name,
facility address, personal
identifying information, height,
weight, age, gender, eye color,
hair color, social security
number, aliases, and date and
place of birth

HIPAA compliance
investigation/audit

U.S. Secretary of Health and
Human Services

45 CFR 164.502 As specified by the Secretary
or designee

Warn/Protect: to take
reasonable precautions to
warn or protect persons
known to be at risk from a
client/patient.

Person known to be at risk,
police, court, emergency
service provider, or other
individual deemed necessary in
order to discharge duty to take
reasonable precautions to
warn/protect

G.L c.123, §36B; 104 CMR
27.16(2)(d), if applicable

Information sufficient to
discharge duty to take
reasonable precautions to
warn/protect, including level of
dangerousness and location of
patient/client, if known



Department of Mental Health
Routine Disclosures – Chart # 4

Court Proceedings, Legal & Fiduciary Representation, Client Advocacy

VERIFICATION
Prior to making any permitted disclosure of Protected Health Information (PHI), DMH must (1) verify the identity of the party to whom the PHI is to be disclosed and (2) confirm
that the party has the proper authority to receive the PHI.  See Chapter 10, Verification of the Identity and Authority of the Requester.  If there is any doubt about the identity of the
receiver and/or the authority to disclose the PHI, the PHI should not be disclosed and the DMH Privacy Officer or Legal Office should be contacted for assistance.

Appendix C
4/14/03

Chart #4, page 1

Purpose of Disclosure Disclosed to Authority for Disclosure
(When the authority is a
document, a copy of the
authorizing document must
be in the DMH records for
the disclosure to occur)

Permitted Amount of
Information to be Disclosed
(May be verbal or written
unless limited by the
authority for disclosure)

Special Requirements

Administer deceased
patient's estate

Nearest relative; probate court,
voluntary
administrator/executor

G.L. c.123, §27; Probate Court
appointment

Name, address, facility, date
of death, known heirs, estate
value and any other
information required by the
Probate Court

See also Fiduciary Activities
on Chart #4

Commitment hearings and
§8B treatment order hearings

Court, patient’s attorney G.L. c.123, §§7&8, 8B, 12(b),
15(e), 16(b), 16(c) and 18(a)

Petitions, affidavits, and
related documents; testimony
at hearings

Information to be disclosed
may be limited by
psychotherapy privilege and
other applicable
confidentiality requirements

Court clinic determination of
bed availability and referral
for inpatient admission

Private hospitals G.L. c.123, §12(e) order De-identified information only
when surveying for bed
availability; 12(e) report to
accompany patient to facility

Court clinic inquiry to
determine insurance
coverage

Partnership/Insurers G.L. c.123, §12(e) order Identifying information only

Court order response Court, attorney involved in the
court proceeding, probation
officer, guardian ad-litem, etc.

Court Order that meets the
DMH standard for a “Proper
Judicial Order”.  See G.L.
c123, §36, 104 CMR
27.17(6)(a) and 28.09(2)(a)

The minimal amount of PHI
specified in the court order

A “proper judicial order” is an
order signed by a judge of a
court, not an administrative
tribunal, or the clerk or
assistant clerk of a court
acting upon the instruction of
a judge.  A subpoena is not a
proper judicial order.
Individual or Personal
Representative should be



Department of Mental Health
Routine Disclosures – Chart # 4

Court Proceedings, Legal & Fiduciary Representation, Client Advocacy

VERIFICATION
Prior to making any permitted disclosure of Protected Health Information (PHI), DMH must (1) verify the identity of the party to whom the PHI is to be disclosed and (2) confirm
that the party has the proper authority to receive the PHI.  See Chapter 10, Verification of the Identity and Authority of the Requester.  If there is any doubt about the identity of the
receiver and/or the authority to disclose the PHI, the PHI should not be disclosed and the DMH Privacy Officer or Legal Office should be contacted for assistance.

Appendix C
4/14/03

Chart #4, page 2

Purpose of Disclosure Disclosed to Authority for Disclosure
(When the authority is a
document, a copy of the
authorizing document must
be in the DMH records for
the disclosure to occur)

Permitted Amount of
Information to be Disclosed
(May be verbal or written
unless limited by the
authority for disclosure)

Special Requirements

notified that PHI is being
released pursuant to a Court
Order; however, order should
be honored even when
notification cannot take place

Fiduciary activities ` Court order or decree
appointing fiduciary

As requested by fiduciary,
unless restricted by law or
terms of Order of Decree

A fiduciary’s authority is
limited to the authority
granted to such fiduciaries by
law, and this authority can be
further limited by the
particular order or decree
appointing the fiduciary

Forensic patients:
commitment hearings and §
8B treatment order hearings

District Attorney G.L. c.123, §§7&8, 8B, 15(e),
16(b), 16(c) and 18(a)

Notice of filing of petition

Forensic patients: forensic
evaluations

Court, place of detention G.L. c.123, §§15, 16, 17 and
18

As required by the evaluation
order

Forensic patients:
notification of DA and Court
regarding intention to
discharge or intention to lift
court ordered building and
grounds restriction

Court with criminal jurisdiction
and District Attorney with
criminal jurisdiction

G.L. c.123, §16(e) Intention to discharge or not
seek recommitment, and
current competence to stand
trial, if applicable, or intention
to lift or modify buildings and
grounds restriction



Department of Mental Health
Routine Disclosures – Chart # 4

Court Proceedings, Legal & Fiduciary Representation, Client Advocacy

VERIFICATION
Prior to making any permitted disclosure of Protected Health Information (PHI), DMH must (1) verify the identity of the party to whom the PHI is to be disclosed and (2) confirm
that the party has the proper authority to receive the PHI.  See Chapter 10, Verification of the Identity and Authority of the Requester.  If there is any doubt about the identity of the
receiver and/or the authority to disclose the PHI, the PHI should not be disclosed and the DMH Privacy Officer or Legal Office should be contacted for assistance.

Appendix C
4/14/03

Chart #4, page 3

Purpose of Disclosure Disclosed to Authority for Disclosure
(When the authority is a
document, a copy of the
authorizing document must
be in the DMH records for
the disclosure to occur)

Permitted Amount of
Information to be Disclosed
(May be verbal or written
unless limited by the
authority for disclosure)

Special Requirements

Forensic patients:
notification to court that
patient is no longer
incompetent

Court with criminal jurisdiction G.L. c.123, §17(a) Notice that patient has been
restored to competence

Filing for guardianship and
hearing

Court, patient’s attorney and/or
guardian ad-litem;
guardian/monitor, if any; next
of kin (as required by law);
newspaper legal notice
publication if required by Court

G.L. c.201, §§6, 6B, 7, 14 16B,
17 and 21; G.L. c.123, §25

Petitions, affidavits, medical
certificates and related
documents; testimony at
hearings; notices as required
by law

Information to be disclosed
may be limited by
psychotherapy privilege and
other applicable
confidentiality requirements

Legal representation Attorney, Representing a
Client/Patient

Court appointment, letter
acknowledging relationship
signed by
Client/Patient/Personal
Representative or an
Authorization

Information as requested or
authorized

If attorney represents a
Personal Representative,
documentation of Personal
Representative status
required if not known (See
Personal Representative,
below)

Legal representation Attorney (not representing
individual, Personal
Representative, or District
Attorney’s Office)

Authorization by individual or
Personal Representative or
court order

As specified in the
authorization or court order

Legislative/Governor’s
Office: Requests for
services, interventions or
inquiries regarding specific
clients/patients.

Legislator; Governor’s office Authorization individual or
Personal Representative
required

As specified in the
authorization



Department of Mental Health
Routine Disclosures – Chart # 4

Court Proceedings, Legal & Fiduciary Representation, Client Advocacy

VERIFICATION
Prior to making any permitted disclosure of Protected Health Information (PHI), DMH must (1) verify the identity of the party to whom the PHI is to be disclosed and (2) confirm
that the party has the proper authority to receive the PHI.  See Chapter 10, Verification of the Identity and Authority of the Requester.  If there is any doubt about the identity of the
receiver and/or the authority to disclose the PHI, the PHI should not be disclosed and the DMH Privacy Officer or Legal Office should be contacted for assistance.

Appendix C
4/14/03

Chart #4, page 4

Purpose of Disclosure Disclosed to Authority for Disclosure
(When the authority is a
document, a copy of the
authorizing document must
be in the DMH records for
the disclosure to occur)

Permitted Amount of
Information to be Disclosed
(May be verbal or written
unless limited by the
authority for disclosure)

Special Requirements

Monitoring medication
treatment

Court appointed medication
monitor (Rogers monitor)

Court appointment Relevant documents and
verbal information

Personal Representative
(PR) duties*

Personal Representative  – a
person authorized under law to
make health care decisions for
an individual*

Document of appointment as
Personal Representative **,
except for parents; proof of
relationship for parents; Access
Request Form required

As specified in the Access
Request Form, with certain
exceptions*

* Disclosure to Personal
Representatives is more fully
covered in the Chapter on
Access in this Privacy
Handbook
** Appropriate documentation
of the individual’s
incompetence must be in the
record for a Health Care
Proxy Agent status to be
activated

Protection and Advocacy Protection and Advocacy
Program attorney or legal
advocate (includes MHLAC)

G.L. c. 221, §34E; (MHLAC)
42 USC 10806; (P&A)
104 CMR 27.17(6)(b); and/or
authorization

As specified in authorization, if
required. In some
circumstances, advocates
have rights to access without
authorization. Consult with
DMH Legal Office, if needed,
for clarification.

Subpoena response Subpoenaing party No disclosure without
authorization or court order

As specified in authorization or
court order

PHI may be disclosed in
response to a subpoena only
when the Individual or
Personal Representative, if
applicable provides an
authorization, or when
subpoena is accompanied by



Department of Mental Health
Routine Disclosures – Chart # 4

Court Proceedings, Legal & Fiduciary Representation, Client Advocacy

VERIFICATION
Prior to making any permitted disclosure of Protected Health Information (PHI), DMH must (1) verify the identity of the party to whom the PHI is to be disclosed and (2) confirm
that the party has the proper authority to receive the PHI.  See Chapter 10, Verification of the Identity and Authority of the Requester.  If there is any doubt about the identity of the
receiver and/or the authority to disclose the PHI, the PHI should not be disclosed and the DMH Privacy Officer or Legal Office should be contacted for assistance.

Appendix C
4/14/03

Chart #4, page 5

Purpose of Disclosure Disclosed to Authority for Disclosure
(When the authority is a
document, a copy of the
authorizing document must
be in the DMH records for
the disclosure to occur)

Permitted Amount of
Information to be Disclosed
(May be verbal or written
unless limited by the
authority for disclosure)

Special Requirements

a court order.  In these
circumstances, the
authorization or order, rather
than the subpoena control the
amount of PHI to be
disclosed.  See the section of
this chart concerning “court
order responses”

Warrant of apprehension Court G.L. c.123, §12(e); G.L. c.123,
§36B, if applicable; 104 CMR
27.17(6)(f) and/or 28.09(2)(d),
if applicable

Information relevant to the
need for a warrant of
apprehension

Information to be disclosed
may be limited by
psychotherapy privilege and
other applicable
confidentiality requirements

Defense of litigation Attorney General G.L. c. 12, §§3, 3E Information relevant to
litigation

Tort investigation Attorney General/EOHHS G. L. c. 258 Information relevant to tort
claim



DRS Contact Person/Records Coordinator

Central MA Area
Designated DRS Contact Record
Record Set Person Phone # Title Coordinator Phone # Title Location

Medical Records Mary Herman (508) 368-3421 Medical Rec.Director Mary Herman (508) 368-3421 Medical Rec.Director Worcester State Hosp
Billing Records Mike Paul (508) 368-3393 Director of Revenue Mike Paul (508) 368-3393 Director of Revenue Worcester State Hosp
Contracts Records Norma Sauvageau (508) 368-3389 Contracts Manager Norma Sauvageau (508) 368-3389 Contracts Manager Worcester State Hosp
Client Funds Records Mary Herman (508) 368-3421 Medical Rec.Director Mary Herman (508) 368-3421 Medical Rec.Director Worcester State Hosp
Pharmacy/Medication Records Domenic Carbone (508) 368-3538 Pharmacist Domenic Carbone (508) 368-3538 Pharmacist Worcester State Hosp
Raw Data Mary Herman (508) 368-3421 Medical Rec.Director Mary Herman (508) 368-3421 Medical Rec.Director Worcester State Hosp

Eligibility Records- Adult Heidi DiLeone (508) 368-3371 Director of Comm. Serv. Sue Carey (508) 368-3371 Director of Comm. Serv. Central MA Area
Eligibility Records- Child/Adol. Jim Medlinskas (508) 368-3386 Director of C/A Serv. Rich Breault (508) 368-3386 Director of C/A Services Central MA Area
Billing Records Mike Paul (508) 368-3393 Director of Revenue Mike Paul (508) 368-3393 Director of Revenue Central MA Area
Contracts Records Norma Sauvageau (508) 368-3389 Contracts Manager Norma Sauvageau (508) 368-3389 Contracts Manager Central MA Area
Housing Data Arthur Ellis (508) 368-3375 Director of Housing Arthur Ellis (508) 368-3375 Director of Housing Central MA Area
Homeless Data Arthur Ellis (508) 368-3375 Director of Housing Arthur Ellis (508) 368-3375 Director of Housing Central MA Area
Service Coordination Records Sue Sciaraffa (508) 368-3371 Director of Comm. Serv. Sue Sciaraffa (508) 368-3371 Director of Comm. Serv. Central MA Area
Forensic Transition Team Records Barry Foster (508) 368-3497 Area Forensic Director Barry Foster (508) 368-3497 Area Forensic Director Central MA Area

Case Management Records Gerald Kokernak (508) 363-2121 Site Director Gerald Kokernak (508) 363-2121 Site Director Worcester Site 
Client Funds Records Gerald Kokernak (508) 363-2121 Site Director Gerald Kokernak (508) 363-2121 Site Director Worcester Site 
Eligibility Records Gerald Kokernak (508) 363-2121 Site Director Gerald Kokernak (508) 363-2121 Site Director Worcester Site 
Other Individual's Records Gerald Kokernak (508) 363-2121 Site Director Gerald Kokernak (508) 363-2121 Site Director Worcester Site 

Case Management Records Pamela Druzbicki (508) 887-1133 Site Director Pamela Druzbicki (508) 887-1133 Site Director South County Site 
Client Funds Records Pamela Druzbicki (508) 887-1133 Site Director Pamela Druzbicki (508) 887-1133 Site Director South County Site 
Eligibility Records Pamela Druzbicki (508) 887-1133 Site Director Pamela Druzbicki (508) 887-1133 Site Director South County Site 
Other Individual's Records Pamela Druzbicki (508) 887-1133 Site Director Pamela Druzbicki (508) 887-1133 Site Director South County Site 

Case Management Records Brian Minchoff (978) 353-4455 Site Director Brian Minchoff (978) 353-4455 Site Director North County Site
Client Funds Records Brian Minchoff (978) 353-4456 Site Director Brian Minchoff (978) 353-4456 Site Director North County Site
Eligibility Records Brian Minchoff (978) 353-4455 Site Director Brian Minchoff (978) 353-4455 Site Director North County Site
Other Individual's Records Brian Minchoff (978) 353-4455 Site Director Brian Minchoff (978) 353-4455 Site Director North County Site
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DRS Contact Person/Records Coordinator

Central Office 
Designated DRS Contact Record
Record Set Person Phone # Title Coordinator Phone # Title Location

Billing Records Steve Spencer (617) 626-8037 Revenue Manager Grace Beason (617) 626-8160
Director of Privacy & 

Compliance Admin./Finance Div.

Contract Records James Bergstrom (617) 626-8033 Contracts Director Grace Beason (617) 626-8160
Director of Privacy & 

Compliance Admin./Finance Div.

Service Coordination Records:

Statewide Program Waitlist Angela Gelormini (617) 626-8090 Admin. Asst. Rose Miller (617) 626-8088
Director of Utilization 

Management Child/Adolescent Div.

Program Census Angela Gelormini (617) 626-8090 Admin. Asst. Rose Miller (617) 626-8088
Director of Utilization 

Management Child/Adolescent Div.

Level of Care Database Angela Gelormini (617) 626-8090 Admin. Asst. Rose Miller (617) 626-8088
Director of Utilization 

Management Child/Adolescent Div.

Closed F.T.T. Records Karen Orr (508) 368-3497 Area Forensic Director Grace Beason (617) 626-8160
Director of Privacy & 

Compliance Forensic Div.

Chapter 688 Files Susan Coleman (617) 626-8059
Director of Program 

Evaluation Grace Beason (617) 626-8160
Director of Privacy & 

Compliance Program Operations Div.

Interstate Compact Records Walter Polesky (617) 626-8070
Director of Elder Affairs and 

Facility Support Grace Beason (617) 626-8160
Director of Privacy & 

Compliance Program Operations Div.

Eligibility/ISP Appeals Judy Pina (617) 626-8117 Admin. Asst. Grace Beason (617) 626-8160
Director of Privacy & 

Compliance Clinical/Professional Div. 

Best Interest Determinations Lester Blumberg (617) 626-8127 Chief of Staff Grace Beason (617) 626-8160
Director of Privacy & 

Compliance Commissioner's Office
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DRS Contact Person/Records Coordinator

MetroBoston Area
Designated DRS Contact Record
Record Set Person Phone # Title Coordinator Phone # Title Location

Medical Records Karen Stevens (617) 626-8597 Director Medical Records Karen Stevens (617) 626-8597 Director Medical Records ELMHC Inpatient
Billing Records Katrina Gomes (617) 626-8577 Director QCD Div. Katrina Gomes (617) 626-8577 Director QCD Div. ELMHC Inpatient
Contract Records Katrina Gomes (617) 626-8577 Director QCD Div. Katrina Gomes (617) 626-8577 Director QCD Div. ELMHC Inpatient
Client Funds Records Katrina Gomes (617) 626-8577 Director QCD Div. Katrina Gomes (617) 626-8577 Director QCD Div. ELMHC Inpatient
Pharmacy/Medication Records Katrina Gomes (617) 626-8577 Director QCD Div. Katrina Gomes (617) 626-8577 Director QCD Div. ELMHC Inpatient
Raw Data Katrina Gomes (617) 626-8577 Director QCD Div. Katrina Gomes (617) 626-8577 Director QCD Div. ELMHC Inpatient

Medical Records Maureen McDonough (617) 626-8814 Dir. Medical Records Maureen McDonough (617) 626-8814 Dir. Medical Records SCF Inpatient
Billing Records Maureen McDonough (617) 626-8814 Dir. Medical Records Maureen McDonough (617) 626-8814 Dir. Medical Records SCF Inpatient
Contract Records Maureen McDonough (617) 626-8814 Dir. Medical Records Maureen McDonough (617) 626-8814 Dir. Medical Records SCF Inpatient
Client Funds Records Maureen McDonough (617) 626-8814 Dir. Medical Records Maureen McDonough (617) 626-8814 Dir. Medical Records SCF Inpatient
Pharmacy/Medication Records Maureen McDonough (617) 626-8814 Dir. Medical Records Maureen McDonough (617) 626-8814 Dir. Medical Records SCF Inpatient
Raw Data Maureen McDonough (617) 626-8814 Dir. Medical Records Maureen McDonough (617) 626-8814 Dir. Medical Records SCF Inpatient

Medical Records Love Otuechere (617) 971-3622 Dir. of Health Information Robert Bienkowski (617) 971-3727 Dir. Risk Assessment MBMHU Inpatient
Billing Records Michelle Hart (617) 971-3283 Fiscal Robert Bienkowski (617) 971-3727 Dir. Risk Assessment MBMHU Inpatient
Contract Records Robert Bienkowski (617)971-3727 Dir. Risk Assessment Robert Bienkowski (617) 971-3727 Dir. Risk Assessment MBMHU Inpatient
Client Funds Records Debra Chodor (617) 971-3662 Treasurer Robert Bienkowski (617) 971-3727 Dir. Risk Assessment MBMHU Inpatient
Pharmacy/Medication Records Ben Faletra (617) 971-3798 Pharmacist Robert Bienkowski (617) 971-3727 Dir. Risk Assessment MBMHU Inpatient
Raw Data Robert Bienkowski (617) 971-3727 Dir. Risk Assessment Robert Bienkowski (617) 971-3727 Dir. Risk Assessment MBMHU Inpatient

Eligibility Files - Adult Ron Champoux (617) 626-9217 EDS Ron Champoux (617) 626-9217 EDS Area Office
Eligibility Files - Child/Adolescent Karen Vaters (617) 626-8966 EDS Karen Vaters (617) 626-8966 EDS Area Office
Eligibility/ISP Appeal Files Ron Champoux (617) 626-9217 EDS Ron Champoux (617) 626-9217 EDS Area Office
Billing Records Colleen Powell (617) 626-9266 Admin. Asst. Colleen Powell (617) 626-9266 Admin. Asst. Area Office
Contract Records Colleen Powell (617) 626-9266 Admin. Asst. Colleen Powell (617) 626-9266 Admin. Asst. Area Office
Housing Data Jessica Rushbrook (617) 626-9240 Housing Advocate Jessica Rushbrook (617) 626-9220 Housing Advocate Area Office
Child/Adolescent Case Mgt. 
Records Karl Peterson (617) 626-8970 Dir. Child/Adolescent Karl Peterson (617) 626-8970 Dir. Child/Adolescent Area Office
Homeless Data Jessica Rushbrook (617) 626-9240 Housing Advocate Jessica Rushbrook (617) 626-9240 Housing Advocate Area Office
Service Coordination Records Jessica Rushbrook (617) 626-9240 Housing Advocate Jessica Rushbrook (617) 626-9240 Housing Advocate Area Office
Forensic Transition Team Records Colleen Powell (617) 626-9266 Area Privacy Coord. Colleen Powell (617) 626-9266 Area Privacy Coord Area Office

Case Management Records Rosalind Simon (617) 626-8502 Dir. Community Serv. Rosalind Simon (617) 626-8502 Dir. Community Serv. ELMHC Site Office
Client Funds Records Rosalind Simon (617) 626-8502 Dir. Community Serv. Rosalind Simon (617) 626-8502 Dir. Community Serv. ELMHC Site Office
Eligibility Records Rosalind Simon (617) 626-8502 Dir. Community Serv. Rosalind Simon (617) 626-8502 Dir. Community Serv. ELMHC Site Office
Individual Direct Service Records Rosalind Simon (617) 626-8502 Dir. Community Serv. Rosalind Simon (617) 626-8502 Dir. Community Serv. ELMHC Site Office
Other Individual's Records Rosalind Simon (617) 626-8502 Dir. Community Serv. Rosalind Simon (617) 626-8502 Dir. Community Serv. ELMHC Site Office
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DRS Contact Person/Records Coordinator

MetroBoston Area
Designated DRS Contact Record
Record Set Person Phone # Title Coordinator Phone # Title Location

Case Management Records Lois Cazeau (617) 626-8730 CM Supervisor Lois Cazeau (617) 626-8730 CM Supervisor SCF Site Office
Client Funds Records Lois Cazeau (617) 626-8730 CM Supervisor Lois Cazeau (617) 626-8730 CM Supervisor SCF Site Office
Eligibility Records Lois Cazeau (617) 626-8730 CM Supervisor Lois Cazeau (617) 626-8730 CM Supervisor SCF Site Office
Individual Direct Service Records Lois Cazeau (617) 626-8730 CM Supervisor Lois Cazeau (617) 626-8730 CM Supervisor SCF Site Office
Other Individual's Records Lois Cazeau (617) 626-8730 CM Supervisor Lois Cazeau (617) 626-8730 CM Supervisor SCF Site Office

Case Management Records Brooke Doyle (617) 626-9527 Dir. Community Serv. Brooke Doyle (617) 626-9527 Dir. Community Serv. MassMental Site Office
Client Funds Records Brooke Doyle (617) 626-9527 Dir. Community Serv. Brooke Doyle (617) 626-9527 Dir. Community Serv. MassMental Site Office
Eligibility Records Brooke Doyle (617) 626-9527 Dir. Community Serv. Brooke Doyle (617) 626-9527 Dir. Community Serv. MassMental Site Office
Individual Direct Service Records Brooke Doyle (617) 626-9527 Dir. Community Serv. Brooke Doyle (617) 626-9527 Dir. Community Serv. MassMental Site Office
Other Individual's Records Brooke Doyle (617) 626-9527 Dir. Community Serv. Brooke Doyle (617) 626-9527 Dir. Community Serv. MassMental Site Office

Individual Direct Service Records Dianne Connery (617) 626-9571 Dir. Medical Records Dianne Connery (617) 626-9571 Dir. Medical Records MassMental Outpatient
Client Funds Records Dianne Connery (617) 626-9571 Dir. Medical Records Dianne Connery (617) 626-9571 Dir. Medical Records MassMental Outpatient

Case Management Records Steve Sylvia (617) 971-3551 CM Supervisor Steve Sylvia (617) 971-3551 CM Supervisor BayCove Site Office
Client Funds Records Steve Sylvia (617) 971-3551 CM Supervisor Steve Sylvia (617) 971-3551 CM Supervisor BayCove Site Office
Eligibility Records Steve Sylvia (617) 971-3551 CM Supervisor Steve Sylvia (617) 971-3551 CM Supervisor BayCove Site Office
Other Individual's Records Steve Sylvia (617) 971-3551 CM Supervisor Steve Sylvia (617) 971-3551 CM Supervisor BayCove Site Office

Case Management Records Tina Licciardello (617) 626-4825 CM Supervisor Tina Licciardello (617) 626-4825 CM Supervisor Cam/Som Site Office
Client Funds Records Tina Licciardello (617) 626-4825 CM Supervisor Tina Licciardello (617) 626-4825 CM Supervisor Cam/Som Site Office
Eligibility Records Tina Licciardello (617) 626-4825 CM Supervisor Tina Licciardello (617) 626-4825 CM Supervisor Cam/Som Site Office
Other Individual's Records Tina Licciardello (617) 626-4825 CM Supervisor Tina Licciardello (617) 626-4825 CM Supervisor Cam/Som Site Office
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DRS Contact Person/Records Coordinator

MetroSuburban Area
Designated DRS Contact Record
Record Set Person Phone # Title Coordinator Phone # Title Location

Medical Records Elyse DiSciullo (508) 616-2305 Director Health Info. Elyse DiSciullo (508) 616-2305 Director Health Info. Westborough State Hos.
Billing Records Elyse DiSciullo (508) 616-2305 Director Health Info. Elyse DiSciullo (508) 616-2305 Director Health Info. Westborough State Hos.
Contract Records Elyse DiSciullo (508) 616-2305 Director Health Info. Elyse DiSciullo (508) 616-2305 Director Health Info. Westborough State Hos.
Client Funds Records Elyse DiSciullo (508) 616-2305 Director Health Info. Elyse DiSciullo (508) 616-2305 Director Health Info. Westborough State Hos.
Pharmacy/Medication Records Elyse DiSciullo (508) 616-2305 Director Health Info. Elyse DiSciullo (508) 616-2305 Director Health Info. Westborough State Hos.
Raw Data Elyse DiSciullo (508) 616-2305 Director Health Info. Elyse DiSciullo (508) 616-2305 Director Health Info. Westborough State Hos.

Medical Records Susan Bennett (617) 626-9053 Director Health Info. Susan Bennett (617) 626-9053 Director Health Info. Quincy Inpatient 
Billing Records Susan Bennett (617) 626-9053 Director Health Info. Susan Bennett (617) 626-9053 Director Health Info. Quincy Inpatient 
Contract Records Susan Bennett (617) 626-9053 Director Health Info. Susan Bennett (617) 626-9053 Director Health Info. Quincy Inpatient 
Client Funds Records Susan Bennett (617) 626-9053 Director Health Info. Susan Bennett (617) 626-9053 Director Health Info. Quincy Inpatient 
Pharmacy/Medication Records Susan Bennett (617) 626-9053 Director Health Info. Susan Bennett (617) 626-9053 Director Health Info. Quincy Inpatient 
Raw Data Susan Bennett (617) 626-9053 Director Health Info. Susan Bennett (617) 626-9053 Director Health Info. Quincy Inpatient 

Medical Records Elyse DiSciullo (508) 616-2305 Director Health Info. Elyse DiSciullo (508) 616-2305 Director Health Info. Medfield State Hos.
Raw Data Elyse DiSciullo (508) 616-2305 Director Health Info. Elyse DiSciullo (508) 616-2305 Director Health Info. Medfield State Hos.

Eligibility Files - Adult Jeff Burke (508) 616-3502 Director Quality Mgt. Jeff Burke (508) 616-3502 Director Quality Mgt. Area Office
Eligibility Files - Child/Adolescent Jeff Burke (508) 616-3502 Director Quality Mgt. Jeff Burke (508) 616-3502 Director Quality Mgt. Area Office
Eligibility/ISP Appeal Files Jeff Burke (508) 616-3502 Director Quality Mgt. Jeff Burke (508) 616-3502 Director Quality Mgt. Area Office
Contracts-based client data Jeff Burke (508) 616-3502 Director Quality Mgt. Jeff Burke (508) 616-3502 Director Quality Mgt. Area Office
Housing Data Jeff Burke (508) 616-3502 Director Quality Mgt. Jeff Burke (508) 616-3502 Director Quality Mgt. Area Office
Child & Adolescent files Jeff Burke (508) 616-3502 Director Quality Mgt. Jeff Burke (508) 616-3502 Director Quality Mgt. Area Office
Homeless Data Jeff Burke (508) 616-3502 Director Quality Mgt. Jeff Burke (508) 616-3502 Director Quality Mgt. Area Office
Service Coordination Records Jeff Burke (508) 616-3502 Director Quality Mgt. Jeff Burke (508) 616-3502 Director Quality Mgt. Area Office
Forensic Transition Team Records Karin Orr (508) 616-2324 Area Forensic Director Karin Orr (508) 616-2324 Area Forensic Director Area Office

Case Management Records Susan Bennett (617) 626-9053 Director Health Info. Susan Bennett (617) 626-9053 Director Health Info. South Sub. Site Office
Client Funds Records Susan Bennett (617) 626-9053 Director Health Info. Susan Bennett (617) 626-9053 Director Health Info. South Sub. Site Office
Eligibility Records Susan Bennett (617) 626-9053 Director Health Info. Susan Bennett (617) 626-9053 Director Health Info. South Sub. Site Office
Other Individual's Records Susan Bennett (617) 626-9053 Director Health Info. Susan Bennett (617) 626-9053 Director Health Info. South Sub. Site Office

Case Management Records Lynne Musto (781) 641-8100 Site Director Lynne Musto (781) 641-8100 Site Director East Sub. Site Office
Client Funds Records Lynne Musto (781) 641-8100 Site Director Lynne Musto (781) 641-8100 Site Director East Sub. Site Office
Eligibility Records Lynne Musto (781) 641-8100 Site Director Lynne Musto (781) 641-8100 Site Director East Sub. Site Office
Other Individual's Records Lynne Musto (781) 641-8100 Site Director Lynne Musto (781) 641-8100 Site Director East Sub. Site Office

Case Management Records Oswald Rambarran (508) 616-2804 Site Director Oswald Rambarran (508) 616-2804 Site Director West Sub. Site Office
Client Funds Records Oswald Rambarran (508) 616-2804 Site Director Oswald Rambarran (508) 616-2804 Site Director West Sub. Site Office
Eligibility Records Oswald Rambarran (508) 616-2804 Site Director Oswald Rambarran (508) 616-2804 Site Director West Sub. Site Office
Other Individual's Records Oswald Rambarran (508) 616-2804 Site Director Oswald Rambarran (508) 616-2804 Site Director West Sub. Site Office
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DRS Contact Person/Records Coordinator

MetroSuburban Area
Designated DRS Contact Record
Record Set Person Phone # Title Coordinator Phone # Title Location

Case Management Records Peter Angelos (781) 401-9702 Site Director Peter Angelos (781) 401-9702 Site Director Southwest Sub. Site Off.
Client Funds Records Peter Angelos (781) 401-9702 Site Director Peter Angelos (781) 401-9702 Site Director Southwest Sub. Site Off.
Eligibility Records Peter Angelos (781) 401-9702 Site Director Peter Angelos (781) 401-9702 Site Director Southwest Sub. Site Off.
Other Individual's Records Peter Angelos (781) 401-9702 Site Director Peter Angelos (781) 401-9702 Site Director Southwest Sub. Site Off.

Individual Direct Service Records Patrick Barron (508) 668-5905 Program Director Patrick Barron (508) 668-5905 Program Director Walpole Way/Hitchins 
Client Funds Records Patrick Barron (508) 668-5905 Program Director Patrick Barron (508) 668-5905 Program Director Walpole Way/Hitchins 

Individual Direct Service Records Lauren Meese (781) 894-6050 Program Director Lauren Meese (781) 894-6050 Program Director Marguerite Terrace
Client Funds Records Lauren Meese (781) 894-6050 Program Director Lauren Meese (781) 894-6050 Program Director Marguerite Terrace
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DRS Contact Person/Records Coordinator

Northeast Area
Designated DRS Contact Record
Record Set Person Phone # Title Coordinator Phone # Title Location

Medical Records Elyse DiSciullo (508) 616-2305 Director of HIM Elyse DiSciullo (508) 616-2305 Director of HIM Solomon
Billing Records Stevenson Greene (617) 305-9965 Billing Coordinator Steve Greene (617) 426-2026, 1272 Billing Coordinator Boston -PCG
Contract Records Janet Chinian (978) 863-5013 Contracts Manager Janet Chinian (978) 863-5013 Contracts Manager Solomon
Pharmacy/medication data Darlene Morency (978) 322-5011 Administrative Asst John Gilmore (978) 322-5003 Medical Records Supv Solomon (MSA)
Raw Data Darlene Morency (978) 322-5011 Administrative Asst John Gilmore (978) 322-5003 Medical Records Supv Solomon (MSA)

Medical Records Mary Corsetto (978) 851-7321 x2211 Dir, Medical Records Marilyn Feitelberg (978) 851-7321 x2859 Chief Operating Officer Hathorne

Billing Records Mary Corsetto (978) 851-7321 x2211 Dir, Medical Records Luis Amadeo (978) 851-7321 x2879 Director of QI Hathorne
Contract Records Janet Chinian (978) 863-5013 Contracts Manager Janet Chinian (978) 863-5013 Contracts Manager Hathorne

Pharmacy/medication data Mary Corsetto (978) 851-7321 x2211 Dir, Medical Records Marilyn Feitelberg (978) 851-7321 x2859 Chief Operating Officer Hathorne

Raw Data Mary Corsetto (978) 851-7321 x2211 Dir, Medical Records Luis Amadeo (978) 851-7321 x2879 Director of QI Hathorne

Eligibility Records- Adult Wendy Zimman-Smith (978) 863-5058 Dir, Program Mgmt Marcia Fowler (978) 863-5026 Area Director Area Office
Eligibility Records- 
Child/Adolescent Kathy Tobin (978) 863-5077 Adminstrative Asst Marcia Fowler (978) 863-5026 Area Director Area Office
Contract Records Janet Chinian (978) 863-5013 Contract Manager Marcia Fowler (978) 863-5026 Area Director Area Office

Housing Data
Marlene Faulkner-
Hussein (978) 863-5045 Housing Director Marcia Fowler (978) 863-5026 Area Director Area Office

Homeless Data (summary level)
Marlene Faulkner-
Hussein (978) 863-5046 Housing Director Marcia Fowler (978) 863-5027 Area Director Area Office

Child/Adol. Case Mgt. Records Kathy Tobin (978) 863-5077 Adminstrative Asst Marcia Fowler (978) 863-5028 Area Director Area Office
Eligibility Appeal Records Marcia Fowler (978) 863-5029 Area Director Area Office
ISP Appeal Records Site Contacts Below Site Contacts Below
Forensic Transition Team Records Heather Hovely (978) 863-5017 Forensic Supervisor Paul Benedict (978) 863-5039 Area Forensic Director Area Office

Case Management Records Darlene Morency (978) 322-5011 Administrative Asst John Gilmore (978) 322-5003 Site Director Lowell
Client Funds Records Darlene Morency (978) 322-5011 Administrative Asst John Gilmore (978) 322-5003 Site Director Lowell
Eligibility Records Darlene Morency (978) 322-5011 Administrative Asst John Gilmore (978) 322-5003 Site Director Lowell
Other Individual's Records Darlene Morency (978) 322-5011 Administrative Asst John Gilmore (978) 322-5003 Site Director Lowell

Case Management Records Dot Elwin (978) 556-1906 Administrative Asst Dottie Smith (978) 556-1909 Site Director Essex North
Client Funds Records Dot Elwin (978) 556-1906 Administrative Asst Dottie Smith (978) 556-1909 Site Director Essex North
Eligibility Records Dot Elwin (978) 556-1906 Administrative Asst Dottie Smith (978) 556-1909 Site Director Essex North
Other Individual's Records Dot Elwin (978) 556-1906 Administrative Asst Dottie Smith (978) 556-1909 Site Director Essex North

Case Management Records Karen Varmette (978) 232-7327 Administrative Asst Fred Hammdorff (978) 232-7328 Site Director Beverly
Client Funds Records Karen Varmette (978) 232-7327 Administrative Asst Fred Hammdorff (978) 232-7328 Site Director Beverly

Same as above for eligibility
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DRS Contact Person/Records Coordinator

Eligibility Records Karen Varmette (978) 232-7327 Administrative Asst Fred Hammdorff (978) 232-7328 Site Director Beverly
Other Individual's Records Karen Varmette (978) 232-7327 Administrative Asst Fred Hammdorff (978) 232-7328 Site Director Beverly

Northeast Area
Designated DRS Contact Record
Record Set Person Phone # Title Coordinator Phone # Title Location

Case Management Records Jana Drislane (781) 477-8206 Administrative Asst Nora Melanson (978) 863-5043 NE Area Director of Com. Svc. Lynn
Client Funds Records Jana Drislane (781) 477-8206 Administrative Asst Nora Melanson (978) 863-5043 NE Area Director of Com. Svc. Lynn
Eligibility Records Jana Drislane (781) 477-8206 Administrative Asst Nora Melanson (978) 863-5043 NE Area Director of Com. Svc. Lynn
Other Individual's Records Jana Drislane (781) 477-8206 Administrative Asst Nora Melanson (978) 863-5043 NE Area Director of Com. Svc. Lynn

Case Management Records Sandra Lindonen (781) 224-7913 Administrative Asst Linda Simons (781) 224-7924 Site Director MetroNorth
Client Funds Records Sandra Lindonen (781) 224-7913 Administrative Asst Linda Simons (781) 224-7924 Site Director MetroNorth
Eligibility Records Sandra Lindonen (781) 224-7913 Administrative Asst Linda Simons (781) 224-7924 Site Director MetroNorth
Other Individual's Records Sandra Lindonen (781) 224-7913 Administrative Asst Linda Simons (781) 224-7924 Site Director MetroNorth

Individual Direct Service Records Dot Elwin (978) 556-1906 Administrative Asst Dottie Smith (978) 556-1909 Site Director Essex North State-op
Client Funds Records Dot Elwin (978) 556-1906 Administrative Asst Dottie Smith (978) 556-1909 Site Director Essex North State-op
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DRS Contact Person/Records Coordinator

Southeast Area
Designated DRS Contact Record
Record Set Person Phone # Title Coordinator Phone # Title Location

Medical Records Cedric Wright (508) 977-3364 Dir. Medical Records Cedric Wright (508) 977-3364 Dir. Medical Records Taunton SH
Billing Records Cedric Wright (508) 977-3364 Dir. Medical Records Cedric Wright (508) 977-3364 Dir. Medical Records Taunton SH
Contract Records Cedric Wright (508) 977-3364 Dir. Medical Records Cedric Wright (508) 977-3364 Dir. Medical Records Taunton SH
Client Funds Records Cedric Wright (508) 977-3364 Dir. Medical Records Cedric Wright (508) 977-3364 Dir. Medical Records Taunton SH
Pharmacy/Medication Records Cedric Wright (508) 977-3364 Dir. Medical Records Cedric Wright (508) 977-3364 Dir. Medical Records Taunton SH
Raw Data Cedric Wright (508) 977-3364 Dir. Medical Records Cedric Wright (508) 977-3364 Dir. Medical Records Taunton SH

Medical Records Diane Santos (508) 564-9655 Med Records Librarian Diane Santos (508) 564-9655 Med Records Librarian Cape Cod/Pocasset
Billing Records Diane Santos (508) 564-9655 Med Records Librarian Diane Santos (508) 564-9655 Med Records Librarian Cape Cod/Pocasset
Contract Records Diane Santos (508) 564-9655 Med Records Librarian Diane Santos (508) 564-9655 Med Records Librarian Cape Cod/Pocasset
Pharmacy/Medication Records Diane Santos (508) 564-9655 Med Records Librarian Diane Santos (508) 564-9655 Med Records Librarian Cape Cod/Pocasset
Raw Data Diane Santos (508) 564-9655 Med Records Librarian Diane Santos (508) 564-9655 Med Records Librarian Cape Cod/Pocasset

Case Management Records Diane Santos (508) 564-9655 Med Records Librarian Diane Santos (508) 564-9655 Med Records Librarian Cape Cod/Pocasset
Client Funds Records Diane Santos (508) 564-9655 Med Records Librarian Diane Santos (508) 564-9655 Med Records Librarian Cape Cod/Pocasset
Individual Direct Serivce Records Diane Santos (508) 564-9655 Med Records Librarian Diane Santos (508) 564-9655 Med Records Librarian Cape Cod/Pocasset
Eligibility Records Diane Santos (508) 564-9655 Med Records Librarian Diane Santos (508) 564-9655 Med Records Librarian Cape Cod/Pocasset
Other Individual's Records Diane Santos (508) 564-9655 Med Records Librarian Diane Santos (508) 564-9655 Med Records Librarian Cape Cod/Pocasset

Medical Records Denise Duhamel (508) 235-7217 Dir. Medical Records Denise Duhamel (508) 235-7217 Dir. Medical Records Fall River/Corrigan
Billing Records Denise Duhamel (508) 235-7217 Dir. Medical Records Denise Duhamel (508) 235-7217 Dir. Medical Records Fall River/Corrigan
Contract Records Denise Duhamel (508) 235-7217 Dir. Medical Records Denise Duhamel (508) 235-7217 Dir. Medical Records Fall River/Corrigan
Pharmacy/Medication Records Denise Duhamel (508) 235-7217 Dir. Medical Records Denise Duhamel (508) 235-7217 Dir. Medical Records Fall River/Corrigan
Raw Data Denise Duhamel (508) 235-7217 Dir. Medical Records Denise Duhamel (508) 235-7217 Dir. Medical Records Fall River/Corrigan

Case Management Records Denise Duhamel (508) 235-7217 Dir. Medical Records Denise Duhamel (508) 235-7217 Dir. Medical Records Fall River/Corrigan
Client Funds Records Denise Duhamel (508) 235-7217 Dir. Medical Records Denise Duhamel (508) 235-7217 Dir. Medical Records Fall River/Corrigan
Individual Direct Serivce Records Denise Duhamel (508) 235-7217 Dir. Medical Records Denise Duhamel (508) 235-7217 Dir. Medical Records Fall River/Corrigan
Eligibility Records Denise Duhamel (508) 235-7217 Dir. Medical Records Denise Duhamel (508) 235-7217 Dir. Medical Records Fall River/Corrigan
Other Individual's Records Denise Duhamel (508) 235-7217 Dir. Medical Records Denise Duhamel (508) 235-7217 Dir. Medical Records Fall River/Corrigan

Eligibility Records- Adult Ted Taranto (508) 897-2029 Dir. Program Mgmt Ron Dailey (508) 897-2020 Area Director Area Office
Eligibility Records-Child/Adol. Clyde Godfrey (508) 897-2180 EDS C/A Services Ron Dailey (508) 897-2020 Area Director Area Office
Billing Records Ron  Dailey (508) 897-2028 Operation Manager Ron Dailey (508) 897-2020 Area Director Area Office
Contract Records Denise Arsenault (508) 807-2051 Contracts Manager Ron Dailey (508) 897-2020 Area Director Area Office
Housing Data Buddy Baker-Smith (508) 897-2044 Housing Director Ron Dailey (508) 897-2020 Area Director Area Office
Homeless Data Buddy Baker-Smith (508) 897-2044 Housing Director Ron Dailey (508) 897-2020 Area Director Area Office
Service Coordination Records Ted  Taranto (508) 897-2029 Dir.Program  Mgmt. Ron Dailey (508) 897-2020 Area Director Area Office
Forensic Transition Team Records Ted O'Brien (508) 977-3346 Forensic Supervisor Ron Dailey (508) 897-2020 Area Director Area Office
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DRS Contact Person/Records Coordinator

Southeast Area
Designated DRS Contact Record
Record Set Person Phone # Title Coordinator Phone # Title Location

Case Management Records Margaret Hawkins (508) 897-2149 Dir. Medical Records Margaret Hawkins (508) 897-2149 Dir. Medical Records Brockton
Client Funds Records Margaret Hawkins (508) 897-2149 Dir. Medical Records Margaret Hawkins (508) 897-2149 Dir. Medical Records Brockton
Individual Direct Serivce Records Margaret Hawkins (508) 897-2149 Dir. Medical Records Margaret Hawkins (508) 897-2149 Dir. Medical Records Brockton
Billing Records Margaret Hawkins (508) 897-2149 Dir. Medical Records Margaret Hawkins (508) 897-2149 Dir. Medical Records Brockton
Eligibility Records Margaret Hawkins (508) 897-2149 Dir. Medical Records Margaret Hawkins (508) 897-2149 Dir. Medical Records Brockton
Other Individual's Records Margaret Hawkins (508) 897-2149 Dir. Medical Records Margaret Hawkins (508) 897-2149 Dir. Medical Records Brockton

Case Management Records Dennis Ruel (508) 977-3142 HS Coordinator C Angelica Rodriguez (508) 977-3174 Medical Records Coord. Taunton/Attleboro
Client Funds Records Dennis Ruel (508) 977-3142 HS Coordinator C Angelica Rodriguez (508) 977-3174 Medical Records Coord. Taunton/Attleboro
Individual Direct Serivce Records Dennis Ruel (508) 977-3142 HS Coordinator C Angelica Rodriguez (508) 977-3174 Medical Records Coord. Taunton/Attleboro
Eligibility Records Dennis Ruel (508) 977-3142 HS Coordinator C Angelica Rodriguez (508) 977-3174 Medical Records Coord. Taunton/Attleboro
Other Individual's Records Dennis Ruel (508) 977-3142 HS Coordinator C Angelica Rodriguez (508) 977-3174 Medical Record   Coord. Taunton/Attleboro

Case Management Records Paul Crasco (508) 732-3005 Med Rec Technician Paul Crasco (508) 732-3005 Med Rec Technician Plymouth
Client Funds Records Paul Crasco (508) 732-3005 Med Rec Technician Paul Crasco (508) 732-3005 Med Rec Technician Plymouth
Eligibility Records Paul Crasco (508) 732-3005 Med Rec Technician Paul Crasco (508) 732-3005 Med Rec Technician Plymouth
Other Individual's Records Paul Crasco (508) 732-3005 Med Rec Technician Paul Crasco (508) 732-3005 Med Rec Technician Plymouth

Case Management Records Lisa DeBrito (508) 996-7924 Administrative Asst Lisa DeBrito (508) 996-7924 Administrative Asst New Bedford
Client Funds Records Lisa DeBrito (508) 996-7924 Administrative Asst Lisa DeBrito (508) 996-7924 Administrative Asst New Bedford
Eligibility Records Lisa DeBrito (508) 996-7924 Administrative Asst Lisa DeBrito (508) 996-7924 Administrative Asst New Bedford
Other Individual's Records Lisa DeBrito (508) 996-7924 Administrative Asst Lisa DeBrito (508) 996-7924 Administrative Asst New Bedford

Individual Direct Serivce Records Debra Werra (508) 977-3258 Clerk III Debra Werra (508) 977-3258 Clerk III OnGrounds Resi
Client Funds Records Debra Werra (508) 977-3258 Clerk III Debra Werra (508) 977-3258 Clerk III OnGrounds Resi
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DRS Contact Person/Records Coordinator

Western MA Area
Designated DRS Contact Record
Record Set Person Phone # Title Coordinator Phone # Title Location

NSH Medical Records Melinda Garcia Watson (413) 587-6303
Privacy & NSH Records 
Coordinator

Melinda Garcia 
Watson (413) 587-6303 Privacy&NSH Records Coord. Area Office

Raw Data Melinda Garcia Watson (413) 587-6303
Privacy & NSH Records 
Coordinator

Melinda Garcia 
Watson (413) 587-6303 Privacy&NSH Records Coord. Area Office

Eligibility Records- Adult Erin Pouliot (413) 587-6304 Administrative Assistant Susan Fortin (413) 587-6363 Director Program Management Area Office
Eligibility Records- 
Child/Adolescent Floyd Ashlaw (413) 587-6358 EDS Phyliss Bermingham (413) 587-6293 Director of childrens Svcs. Area Office
Eligibility/ISP Appeal Records Erin Pouliot (413) 587-6304 Administrative Assistant Sue Fortin (413) 587-6363 Director Program Management Area Office
Billing Records Kristen Greany (413) 587-6405 Director of Contracts Kristin Greany (413) 587-6305 Director of Contracts Area Office
Contracts Records Kristen Greany (413) 587-6405 Director of Contracts Kristin Greany (413) 587-6305 Director of Contracts Area Office
Housing Data Erin Pouliot (413) 587-6304 Administrative Assistant David Modzelewski (413) 587-6292 Housing Director Area Office
Homeless Data Erin Pouliot (413) 587-6304 Administrative Assistant David Modzelewski (413) 587-6292 Housing Director Area Office
Service Coordination Records Erin Pouliot (413) 587-6304 Administrative Assistant Sue Fortin (413) 587-6363 Director Program Management Area Office
Forensic Transition Team Records Cecilia Brown (413) 587-6275 Forensic Team Barbara Granata (413) 587-6361 Forensic Director Area Office

Case management records & files Cheryl Gaylord (413) 395-2029 Administrative Assistant Nick Simms (413) 395-2008 Site Director Berkshire
Site client funds/rep payee records Cheryl Gaylord (413) 395-2029 Administrative Assistant Nick Simms (413) 395-2008 Site Director Berkshire
Supporting eligibility files Cheryl Gaylord (413) 395-2029 Administrative Assistant Nick Simms (413) 395-2008 Site Director Berkshire

Case management records & files Charles Clogston (413) 587-5304 Administrative Assistant Mark Leibowitz (413) 587-6305 Site Director Hampshire
Site client funds/rep payee records Charles Clogston (413) 587-5304 Administrative Assistant Mark Leibowitz (413) 587-6305 Site Director Hampshire
Supporting eligibility files Charles Clogston (413) 587-5304 Administrative Assistant Mark Leibowitz (413) 587-6305 Site Director Hampshire

Case management records & files Laura Chartier (413) 772-5611 Administrative Assistant Tom Moriarity ( 413)772-5621 Site Director Franklin/North Quabbin
Site client funds/rep payee records Laura Chartier (413) 772-5611 Administrative Assistant Tom Moriarity ( 413)772-5621 Site Director Franklin/North Quabbin
Supporting eligibility files Laura Chartier (413) 772-5611 Administrative Assistant Tom Moriarity ( 413)772-5621 Site Director Franklin/North Quabbin

Case management records & files Phyllis Hartwell (413) 493-8001 Administrative Assistant Marti Sabin (413) 493-8005 Site Director Holyoke/Chicopee
Site client funds/rep payee records Phyllis Hartwell (413) 493-8001 Administrative Assistant Marti Sabin (413) 493-8005 Site Director Holyoke/Chicopee
Supporting eligibility files Phyllis Hartwell (413) 493-8001 Administrative Assistant Marti Sabin (413) 493-8005 Site Director Holyoke/Chicopee

Case management records & files Jennifer Dugan (413) 452-2310
Case Management 
Supervisor Jennifer Dugan (413) 452-2310 Case Management Supervisor Springfield

Site client funds/rep payee records Jennifer Dugan (413) 452-2310
Case Management 
Supervisor Jennifer Dugan (413) 452-2310 Case Management Supervisor Springfield

Supporting eligibility files Jennifer Dugan (413) 452-2310
Case Management 
Supervisor Jennifer Dugan (413) 452-2310 Case Management Supervisor Springfield

Case management records & files  Lin Witherell (413) 564-2223 Administrative Assistant Diane Versace (413) 564-2205 Site Director Westfield
Site client funds/rep payee records  Lin Witherell (413) 564-2223 Administrative Assistant Diane Versace (413) 564-2205 Site Director Westfield
Supporting eligibility files  Lin Witherell (413) 564-2223 Administrative Assistant Diane Versace (413) 564-2205 Site Director Westfield
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Appendix E
Index of Privacy Forms and Letters
(4/14/03)
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APPENDIX E
INDEX OF PRIVACY FORMS AND LETTERS

CHAPTER CHAPTER # FORM NAME FORM CODE #
Authorization for
Use/Disclosure of Protected
Health Information

8 Authorization for Release of
Information – One Way to
Department of Mental Health

HIPAA-F-7

Authorization for Release of
Information – One Way From
Department of Mental Health

HIPAA-F-3

Authorization for Release of
Information - Two Way

HIPAA-F-4

Authorization for Release of
Information for Benefits
Eligibility Inquiry and/or
Reimbursement for Services.

HIPAA-F-5

Authorization for
Taking/Use/Disclosure of
Photographs, Audiotapes, and/or
Videotapes

HIPAA-F-6

Notice of Invalid Authorization HIPAA-L-12

Authorization Revocation HIPAA-F-8
Notice of Privacy Practices 4 Notice of Privacy Practices HIPAA-F-1

Application for Continuing Care
Services (Adult)

N/A

Application for Continuing Care
Services (Minor)

N/A

Notice of Privacy Practices
Acknowledgement Form

HIPAA-F-2

Physical and Technical
Safeguards

3 Fax Transmission Cover Sheet HIPAA-L-13

Privacy Complaint Process 16 DMH Privacy Complaint Form HIPAA-F-14

Rights of Individuals or
Personal Representatives to
Access Protected Health
Information Maintained by
DMH

11 Request to Inspect or Receive a
Copy of Protected Health
Information Form

HIPAA-F-9

Access Request Approval Letter HIPAA-L-1
Access Request Approved/Denied
in Part Letter

HIPAA-L-2
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CHAPTER CHAPTER # FORM NAME FORM CODE #

Access Request Denial Letter HIPAA-L-3
Access Request Extension Letter HIPAA-L-4

Right to Amend Protected
Health Information

13 Request to Amend Protected
Health Information Form

HIPAA-F-10

Request to Amend Protected
Health Information Approval
Letter

HIPAA-L-5

Request to Amend Protected
Health Information
Approved/Denied in Part Letter

HIPAA-L-6

Request to Amend Protected
Health Information Denial Letter

HIPAA-L-7

Amendment Rebuttal Letter HIPAA-L-8
Notice of Amended Protected
Health Information

HIPAA-L-9

Right to an Audit of Protected
Health Disclosures from a
DMH Designated Record Set

12 Audit Trail Request Form HIPAA-F-11

Audit Trail Response Letter HIPAA-L-10

Right to Request Confidential
Communications

14 Confidential Communications
Request Form

HIPAA-F-12

Confidential
Communications/Restriction
Response Letter

HIPAA-L-11

Right to Request Restrictions
on the Use and/or Disclosure
of Protected Health
Information

15 Restriction of Use and/or
Disclosure Request Form

HIPAA-F-13

Confidential
Communication/Restriction
Response Letter

HIPAA-L-11

Workforce Members’
Responsibilities

2 Confidentiality Acknowledgment HIPAA-L-14



Appendix F
DPH Aggregate Data Release Guidelines
4/14/03

1

APPENDIX F
DEPARTMENT OF PUBLIC HEALTH

AGGREGATE DATA RELEASE GUIDELINES

DENOMINATOR (D) NUMERATOR (N) POLICY

> 29 Any value < D Release

10-29 0 or D-N > 4 Release

10-29 0 < D-N < 5 Do not release numerator (or complementary cells
that allow for calculation of numerator)

< 10 0 Release

< 10 1-9 Do not release numerator (or complementary cells
that allow for calculation of numerator)

= N, where D> 9 = D, where N > 9 Review for release

For counts of health events (cases, diagnoses, births, discharges, etc.), the
denominator is defined as the number of people with certain age, sex, and race-
ethnicity characteristics who live in a particular place, are clients of a particular
program, or patients in a particular facility.  For additional cross-
classifications, the denominator is defined as the number of events or the
numerator for the preceding cross-classification or the population.

Numerator is the number being considered for release.



Appendix F
DPH Aggregate Data Release Guidelines
4/14/03

2

Illustrations

1. Birth data:

REQUEST DATA VALUES RELEASE ACTION
Denominator Numerator

1: # of teen
births by race
(white, Black,
Asian, Hispanic)
in Town X

2,064 white women
   500 Black women
   312 Hispanic women
     49 Asian women

47 births to  teen whites
29 births to teen Blacks
  9 births to teen Hispanics
  2 births to teen Asians

Release, denominator > 29  (2,064)
Release, denominator > 29    (500)
Release, denominator > 29    (312)
Release, denominator > 29      (49)

2: # of teen
births receiving
Adequate
Prenatal Care,
by race, (from
request above)

47 births to  teen whites
28 births to teen Blacks
9 births to teen
Hispanics
  2 births to teen Asians

32 received adequate PNC
15 received adequate PNC
 4 received adequate PNC
 2 received adequate PNC

Release data: D >29,  (D=47)
Release data: 11<=D<=29 and D-
N)>4 (D=28, N=15)
Do NOT release data for Hispanics:
D<10 (D=9)
Do NOT release data for Asians: D
< 10 (D=2)

3:  Payer source
(public or
private) of teens
receiving
adequate PNC
from example
above

32 White teens
received adequate PNC
15  Black teens
received adequate PNC

Payer for white teens:
Public=28, Private=4
Payer for Black teens:
Public=12, Private=3

Release data for whites: D>29
(D=32)

Do NOT release data for Blacks:
10<=D<=29 but D-N<4 (D=15,
N=12, D-N=3).  Also, do not release
private payers (3) since this allows
calculation of N (12).

2. AIDS data:

Request Circumstances Action
   Denominator                      Numerator

1.   # of
Hispanic AIDS
cases in  Town
Y

240 Hispanics live in
Town Y

14 AIDS case Release data:  D> 30, D=240

2. # of Hispanic
AIDS cases
involving
intravenous
drug use (IDU)
(from above
example)

14 Hispanic AIDS
cases

8 IDU Hispanic
AIDS cases

Release data: 11<=D<=29 and D-N>4
(D=14, N=8)

3.  # of Female
Hispanic IDU
AIDS cases

8 IDU Hispanic AIDS
cases

2 female Do not release: D< 10  (D=8)
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APPENDIX F
Massachusetts ZIP Code Information

The HIPAA privacy rule allows de-identified data to contain a 3-digit ZIP Code field, as long as the
population in that area is greater than 20,000.  Massachusetts as of January, 2003 has 18 3-digit ZIP code
tracts, 17 of which have a population over the 20,000 mark.

Zip Code Population
010XX 455,240
011XX 167,715
012XX 133,932
013XX   83,411
014XX 204,015
015XX 344,551
016XX 180,721
017XX 364,226
018XX 687,547
019XX 470,616
020XX 387,034
021XX 1,247,268
022XX     22,801
023XX 422,285
024XX 397,043
025XX 112,655
026XX 154,547
027XX 513,490

For a listing of the Massachusetts towns by ZIP code see:
http://www.555us.com/555MA/555ma_zipcodes.htm

For Census information by ZIP Code see: the American Factfinder feature of the U.S. Census Bureau
Web page: http://factfinder.census.gov/servlet/BasicFactsServlet?_lang=en.
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