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Steven A. Tolman relative to the privacy rights of consumers of cer-
tain financial institutions. Banks and Banking.
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An Act relative to the privacy rights of certain consumers.

iHouse ofI (

tin t assembled, and by the authority of the same, as folic( ourt assent

1 The General Laws are hereby amended by inserting after
2 chapter 167 H the following new chapter:—

Financial Privacy.4

Section 1. Definitions. When used in this chapter, these terms
hall have the following meanings:

"Affiliate” means any company that controls, is controlled by
r is under common control with another company.

idual who requests or obtains from
al products or services, including

9 "Consumer” means an indi
10 a financial institution financ
11 fiduciary services, which are to be used primarily for personal,

and also means the legal represen-family, or household purpose
tative of that individual.

14 “Financial institution” includes a commercial bank, trust corn-
-15 pany, savings association, savings bank, credit card issuer or oper-
-16 ator of a credit card system, credit union, industrial loan company.
17 insurance company that is an affiliate of a commercial bank or
18 trust company, securities brokerage, mortgage lender, financial
19 holding company, or person engaged in the business of lending
20 money.

ally identifiipubl

<EI)f Commontoealtl) of dflnssncljusetts
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24 or service performed for the consumer or otherwise obtained by
25 the financial institution. “Nonpublic personal information” does
26 not include personally identifiable information in any list, descrip-
27 tion, or other grouping of consumers that is publicly available if
28 the list, description, or other grouping of consumers was derived
29 without using personally identifiable information that is not pub-
-30 licly available.
31 “Nonaffiliated third party” means any entity that is not an affil-
-32 iate of. or related by common ownership or affiliated by corporate
33 control with, the financial institution, but does not include a joint
34 employee of the institution.
35 “Unrelated use” when used with respect to information col-
-36 lected by a financial institution in connection with any transaction
37 with a consumer in any financial product or financial service,
38 means any use other than a use that is necessary to effect, admin-
-39 ister. or enforce the transaction.
40 Section 2. (a) A financial institution may not, directly or
41 through an affiliate or nonaffiliated third party, disclose or make
42 an unrelated use of any nonpublic personal information of a con-
-43 sumer collected by a financial institution, unless the financial
44 institution has obtained the consumer’s written consent to disclose
45 the consumer’s nonpublic personal information, and the consumer
46 has not withdrawn that consent.
47 fb) The written consent for disclosure required by this section
48 shall be of two parts. The first part shall list each category of non-
-49 public personal information that the consumer consents to being
50 disclosed. Categories of nonpublic personal information include,
51 but are not limited to. name, address, telephone number, gender.
52 marital status, and the financial products or services requested or
53 obtained. The second part shall list each class of persons or enti-
-54 ties the consumer consents to have received the categories of non-
-55 public personal information that the consumer consented to in the
56 first part.
57 (c) Written consent for disclosure required by this section shall
58 include consent provided by electronic mail or other electronic
59 means.
60 (d) All written material provided by a financial institution to a
61 consumer pursuant to this division shall be in an easy to read
62 format and shall use at least 10-point type.
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63 (e) No financial institution may refuse or limit a consumer’s
access to a financial product or service for refusing to provide
consent for the disclosure of nonpublic personal information.

64
65

(f) A consumer who terminates his or her business relationship
with a financial institution shall be deemed to have withdrawn any
consent to disclose nonpublic personal information that may pre-
viously have been granted to the financial institution by the con-
sumer.
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Section 3. A financial institution shall not disclose an account
number or similar form of access number or access code for a
credit card account, deposit account, or transaction account of a
consumer to any affiliate or any nonaffiliated third party for use in
telemarketing, direct mail marketing, or other marketing through
electronic mail or other electronic means to the consumer.
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Section 4. The disclosure by a financial institution of nonpublic
personal information without a consumer’s written consent is per-
mitted under this chapter if disclosure is necessary to do any of
the following:

77
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(a) Effect, administer, or enforce a transaction requested or
authorized by the consumer in connection with any of the
following activities;

81
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(1) Servicing or processing a financial product or service
requested or authorized by the consumer.

84
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(2) Maintain or servicing the consumer’s account with the
financial institution.

86
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(3) Securitization, whether proposed or actual, secondary
market sales, including sales of service rights or similar transac-
tions related to a transaction of the consumer.

88
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(b) Protect the confidentiality or security of the financial insti-
tution’s records pertaining to the consumer, the service or product,
or the transaction therein.

91
92
93

(c) Protect the consumer against actual or potential fraud, tin

authorized transactions, claims, or other liability.
94
95

(d) Provide for institutional risk control96
(e) Resolve consumer disputes or inquirie97
(f) Provide information to a person holding a legal or beneficial

interest relating to the consumer.
98
99

(g) Provide information to a person acting in a fiduciary or ref
resentative capacity on behalf of the consumer.

100
101



4 [January 2001 1HOUSE —No. 229

10

10

lOf

10
08

10
11

11
1

f
5

16
11

104
105

109

(h) Provide information to insurance rate advisory organiza-
tions, guaranty funds or agencies, applicable rating agencies of the
financial institution, and the institution’s attorneys, accountants,
and auditors.

(i) Provide information to law enforcement agencies to the
xtent specifically permitted or required under state or federal

law
(j) Report to a consumer reporting agency in accordance with

the federal Fair Credit Reporting Act.
(k) Comply with a properly authorized civil, criminal, or regu-

latory investigation, subpoena, or summons by federal, state, or
local authorities, or to respond to judicial process or government
regulatory authorities having jurisdiction over the financial insti-
tution.

Section 5. The Attorney General of the Commonwealth is
authorized to obtain judicial enforcement of this chapter.
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