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In the Year Two Thousand and Five.

An Act prohibiting intra-state unsolicited commercial elec-
tronic MAIL MESSAGE.

Be it enacted by the Senate and House of Representatives in General
Court assembled, and by the authority ofthe same, asfollows:

1 SEC I lON 1. Chapter 159 of the General Laws is hereby
2 amended by inserting after section 19E the following section: —

3 Section 19F. As used in sections 19F to 19.1 the following terms
4 shall have the following meanings unless the context clearly
5 requires otherwise:
6 “Commercial electronic mail message" an electronic mail mes-
-7 sage sent for the purpose of promoting real property, goods, or
8 services for sale or lease.
9 “Electronic mail address” a destination, commonly expressed

10 as a string of characters, to which electronic mail may be sent or
11 delivered.
12 “Initiate the transmission” the action by the original sender of
13 an electronic mail message, not the action by any intervening
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14 interactive computer service that may handle or retransmit the
15 message.
16 "Interactive computer service" any information service, system,
17 or access software provider that provides or enables computer
18 access by multiple users to a computer server, including specifi-
-19 cally a service or system that provides access to the Internet and
20 such systems operated or services offered by libraries or educa-
-21 tional institutions.
22 “Internet domain name” a globally unique, hierarchical refer-
-23 ence to an Internet host or service, assigned through centralized
24 Internet naming authorities, comprising a series of character
25 strings separated by periods, with the right most string specifying
26 the top of the hierarchy.
27 “Internet address” a globally unique, hierarchical reference to
28 an Internet host or service, assigned directly or indirectly by cen-
-29 tralized Internet address authorities, comprising a series of num-
-30 bers, usually separated bv periods, and typically referred to as an
31 "IP address”.
32 Section 19G. (a) No person, corporation, partnership, or asso-
-33 ciation may initiate the transmission of a commercial electronic
34 mail message from a computer located in Massachusetts to an
35 electronic mail address that the sender knows, or has reason to
36 know, is held by a Massachusetts resident;
37 (1) that uses a third party's Internet domain name or Internet
38 address without permission of the third party, or otherwise misrep-
-39 resents any information in identifying the point of origin or the
40 transmission path of a commercial electronic mail message; or
41 (2) that contains false and misleading information in the subject
42 line: or
43 (3) without previous permission from the recipient which has
44 not been revoked more than three business days prior to transmis-
-45 sion of the message; or
46 (4) that fails to include a simple method allowing the recipient
47 to revoke any prior permission granted to the sender to send com-
-48 mercial electronic mail messages to said recipient.
49 The permission required by (3) above shall take the form of an
50 affirmative reply to an initial commercial electronic mail message
51 requesting permission to send further commercial electronic mail
52 messages to the recipient; or the voluntary provision of the recipi-
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ent's electronic mail address by the recipient directly to the sender
as part of a prior commercial transaction with the sender, or by
directly and affirmatively joining an electronic mailing list or
other similar service provided by the sender.

53

54
55

56
(b) For purposes of this section, a person, corporation, partner-

ship, or association knows that the intended recipient of a com-
mercial electronic mail message is a Massachusetts resident if that
information is available, upon request, from the registrant of the
Internet domain name contained in the recipient's electronic mail
address.
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Section 19H. It shall be a violation of chapter 93A to initiate
the transmission of a commercial electronic mail message:
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(a) that uses a third party's Internet domain name or Internet
address without permission of the third party, or otherwise misrep-
resents any information in identifying the point of origin or the
transmission path of a commercial electronic mail message; or
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(b) that contains false or misleading information in the subject
line; or
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(c) without previous permission from the recipient which lias
not been revoked more than three business days prior to transmis-
sion of the message: or
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(d) that fails to include a simple method allowing the recipient
to revoke any prior permission granted to the sender to send com-
mercial electronic mail messages to said recipient.
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77 The permission required by (3) above shall take the form of an

affirmative reply to an initial commercial electronic mail message
requesting permission to send further commercial electronic mail
messages to the recipient; or the voluntary provision of the recipi-
ent's electronic mail address by the recipient directly to the sender
as part of a prior commercial transaction with the sender, or by
directly and affirmatively joining an electronic mailing list or
other similar service provided by the sender.
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85 Section 191. (a) Damages to the recipient of each commercial

electronic mail message sent in violation of this chapter are five
hundred dollars, or actual damages, whichever is greater.

86
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88 (b) Damages to an interactive computer service resulting from

a violation of this chapter are one thousand dollars, or actual dam-
ages, whichever is greater.

89
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91 Section 19J. An interactive computer service may, upon its own
92 initiative, block the receipt or transmission through its service of
93 any commercial electronic mail that it reasonably believes is, or
94 will be, sent in violation of this chapter. No interactive computer
95 service may be held liable for any action voluntarily taken in good
96 faith to block the receipt or transmission through its service of any
97 commercial electronic mail which it reasonably believes is, or will
98 be sent in violation of sections 19G or 19H. provided that the
99 service provider promptly responds to any claim by the sender of

100 an electronic mail message that a message has been blocked which
101 is not in fact in violation of sections 19G and 19H. and promptly
102 removes any such block that it finds to have been made in error.

1 SECTION 2. Chapter 266 of the General Laws is hereby
2 amended by inserting after section 33A the following sections:—
3 Section 338. No person shall knowingly sell, give or otherwise
4 distribute or possess with the intent to sell, give or distribute soft-
-5 ware that:
6 (a) Is primarily designed or produced for the purpose of facili-
-7 tating the falsification of electronic mail transmission information
8 or other routing information;
9 (b) has only limited commercially significant purpose or use

10 other than to facilitate the falsification of electronic mail transmis-
-11 sion information or other routing information; or (c) is marketed
12 by a person, corporation, partnership, or association or another
13 acting in concert with a person, corporation, partnership, or asso-
-14 ciation with the person’s, corporation’s, partnership's, or associa-
-15 tion's knowledge for use in facilitating the falsification of
16 electronic mail transmission information or other routing informa-
-17 tion.
18 Section 33C. It shall be a violation of chapter 93A to know-
-19 ingly sell, give or otherwise distribute or possess with the intent to
20 sell, give or distribute software that:
21 (a) Is primarily designed or produced for the purpose of facili-
-22 tating the falsification of electronic mail transmission information
23 or other routing information;
24 (b) has only limited commercially significant purpose or use
25 other than to facilitate the falsification of electronic mail transmis-
-26 sion information or other routing information; or (c) is marketed
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27 by a person, corporation, partnership, or association or another
28 acting in concert with a person, corporation, partnership, or asso-
-29 ciation with the person's, corporation’s, partnership’s, or associa-
-30 tion’s knowledge for use in facilitating the falsification of
31 electronic mail transmission information or other routing informa-
-32 tion.
33 Section 33D. (a) Damages to the recipient of a commercial
34 electronic mail message sent in violation of this chapter are five
35 hundred dollars, or actual damages, whichever is greater.
36 (b) Damages to an interactive computer service resulting from a
37 violation of this chapter are one thousand dollars, or actual dam-
-38 ages, whichever is greater.
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