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In the Year One Thousand Nine Hundred and Ninety-Seven

An Act relative to the technology of data encryption.

Be it enacted by the Senate and House of Representatives in General
Court assembled, and by the authority ofthe same, as follows:

1 The General Laws are hereby amended by inserting after
2 chapter sixty-six A the following chapter:—

4 MASSACHUSETTS PRIVACY OF PERSONAL
5 RECORDS ACT.
6 Section 1. For the purposes of this chapter the following terms

hall have the following meanings
8 “Personal data files”, any machine readable information or
9 information in a state of electronic, optic, or other computer based

10 transmission which is capable of being read, stored, copied, trans-
-11 mitted, changed, of deleted by or through computer or telecommu-
-12 nications devices and which relates to or describes any person,
13 including a corporation, partnership, or sole proprietorship, or
14 such persons real or personal property. It shall include, but not be
15 limited to, magnetic tapes, disks, cartridges, floppy disks, CD-
-16 ROMs, optical cubes or other optical storage devices, documents
17 printed in magnetic ink or OCR symbol sets, and any other
18 medium capable of being read or stored at high speed, in large
19 volume, or without substantial human intervention. The term
20 denotes the substance of the information as distinguished from the
21 incidental medium of its storage or transmission.
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22 “Encrypted”, changed in form by programmed routines or algo-
-23 rithms so as to be unintelligible to any person without employing
24 a suitable decryption routine or algorithm.
25 “Decryption”, the reverse process of encryption, so as to restore
26 any data so encrypted to its original, human readable form.
27 “Routine or algorithm”, any series of discrete steps in a com-
-28 puter, microprocessor, or calculator native machine language
29 which is performed as a unit to encrypt or decrypt data, or to pre-
-30 sent such decrypted data on an end user display medium; pro-
-31 vided, however, that it shall not include source code written in any
32 human readable language.
33 “End user display medium”, a video display terminal or paper.
34 “Source code”, any programming language used to produce the
35 native machine language described in the definition of routine or
36 algorithm.
37 “Authorized end user”, any person, including a corporation,
38 partnership, sole proprietorship, or governmental body for whose
39 specific use the data in question is produced. It shall specifically
40 exclude any person, including a corporation, partnership, sole pro-
-41 prietorship, or governmental body into or through whose posses-
-42 sion said data may pass before reaching said authorized end user.
43 “Numeric data”, symbols representing exclusively quantities. It
44 shall specifically exclude expressions containing numbers which
45 represent nonnumeric entities including, but not limited to, social
46 security numbers, license numbers, bank account numbers, street
47 addresses, and the like.
48 “Custodian”, a person, including a corporation, partnership,
49 sole proprietorship, or governmental body, that has access of any
50 kind whatsoever to personal data files.
51 “Live data”, any personal data which currently represents or at
52 any time in the past had represented any actual person, including a
53 corporation, partnership, or sole proprietorship, or such persons
54 property.
55 Section 2. Personal data files within the commonwealth shall be
56 encrypted.
57 Section 3. Decryption of encrypted data may be accomplished
58 only by, for, or on behalf of the authorized end user of such data,
59 and only to render such data into human readable form for the use
60 of such authorized end user or an end user display medium. Any
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61 intermediate storage or transmission of decrypted data in machine
62 readable form shall be a violation of this chapter.
63 Section 4. Machine executable routines or algorithms used to
64 decrypt encrypted data shall reside only in those routines or algo-
-65 rithms which present the data to authorized end users upon end
66 user media. Source code for such routines or algorithms shall
67 reside only at the situs of the authorized end user or at the situs of
68 a party engaged in the development or maintenance of said source
69 code. No party so engaged may use live data for any purpose
70 whatsoever except as provided in this chapter.
71 Section 5. Any copy, excerpt, summary, extension, transmis-
-72 sion, or other transfer of any personal data, whether or not origi-
-73 nally encrypted, shall be encrypted during such transfer until it
74 reaches the authorized end user.
75 Section 6. Notwithstanding any other provision of this chapter,
76 numeric data may be stored in decrypted form during testing of
77 summary or other numeric routines or algorithms in connection
78 with development or maintenance of software whose purpose is
79 the processing or display of such data for the use of the authorized
80 end user, where such testing would be rendered impossible or
81 unreasonably burdensome using encrypted data. For the purposes
82 of this section, amounts used to calculate simple algebraic sums
83 shall not qualify for decrypted storage under this section.
84 Section 7, Notwithstanding any other provision of this chapter,
85 any personal data which is stored and maintained exclusively or
86 generally for the purpose of providing access to such data by the
87 public shall be exempted for the encryption requirements this
88 chapter. The exemption provided hereby shall extend to excerpts
89 and compilations of such data, however and by whomever used.
90 Any and all other data from other sources which are not specifi-
-91 cally exempted under this section or under sections nine or ten
92 shall be encrypted, whether or not merged, appended, inserted, or
93 otherwise attached to exempted data, and are subject to all of the
94 provision of this chapter in the same manner as if such exempted
95 data did not exist.
96 Section 8. Notwithstanding any other provision of this chapter,
97 any routines or algorithms used for the decryption of encrypted
98 data may be provided to the appropriate law enforcement agencies
99 for the purpose of assuring compliance with various national,
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state, and local laws. For the purposes of this section, such law
enforcement agencies shall be considered authorized end users.
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Section 9. Notwithstanding any other provision of this chapter,
any person may waive the protections afforded by this chapter.
Evidence of such waiver must be given in writing by such person
to each custodian of data pertaining to said person. When more
than one person is entitled to protection under this chapter, by
virtue of joint ownership or other such relationship, no waiver
shall be effective unless signed by all parties so involved. Such
waiver shall be construed to waive protection only with respect to
the specific kinds or elements of information enumerated on its
face, and shall operate to exclude only encryption of said data by
the particular custodian of such data as is named in said waiver
and in whose possession the waiver is kept. The waiver may
operate in perpetuity or be limited to a particular time. Any ambi-
guities in any waiver given under this section shall be resolved in
favor of encryption of the most data colorable under its terms.
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Section 10. Notwithstanding any other provision of this chapter,
decrypted data may be stored in a secure location apart from the
situs of any user of such data, provided that the sole purpose to
which such data shall be put shall be to restore data which has
been lost or corrupted. Any routines or algorithms used to restore
such files using said decrypted data shall employ encryption rou-
tines or algorithms as required by this chapter. For the purposes of
this section, decryption routines or algorithms may be considered
lost or corrupted if a reasonable belief exists that security
employed in the custody of such routines or algorithms has been
breached.
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128 Section 11. Reasonable security shall be employed by persons

in the management of the routines and algorithms used for the
encryption and decryption of data, as required by this chapter.
Such security shall consist as a minimum in the storage of such
routines and algorithms at one situs and the nature and location of
its associated data at another.
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