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In the Year Two Thousand and Three

An Act relative to the privacy rights of certain customers.

Be it enacted by the Senate and House of Representatives in General
Court assembled, and by the authority of the same, asfollows:

1 The General Laws are hereby amended by inserting after
2 chapter 167 H as appearing in the 1998 Official Edition, the
3 following chapter;—

4
5

6 Section 1. Whenever used in this chapter, the following terms,
7 unless the context clearly indicates otherwise, shall have the
8 following meanings:
9 “Affiliate”, any company that controls, is controlled by, or is

10 under common control with another company.
11 “Company”, with respect to a financial institution, any person,
12 or legal representative thereof, to whom a financial institution
13 provides a product or service, including that of acting as a fidu-
-14 ciary, which product or service is to be used primarily for per-
-15 sonal, family or household purposes.
16 “Commissioner”, the commissioner of banks
17 “Division”, the division of banks.
18 “Financial institution”, a commercial bank, trust company, sav-
-19 ings bank, savings and loan association, cooperative bank or
20 credit union chartered by the commonwealth, or by another state
21 of the United States, the District of Columbia, the Commonwealth
22 of Puerto Rico, any territory or possession of the United States, or
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62 (2) disclosing nonpublic personal information of persons who
63 have ceased to be customers of such financial institution;
64 (3) protecting the nonpublic personal information of con-
-65 sumers; and
66 (4) advising the consumer, in the manner established by the
67 commissioner by regulation of his right, prior to any disclosure of
68 such information, to direct that such information not be disclosed.
69 The required disclosure may include
70 (A) the policies and practices of the institution with respect to
71 disclosing nonpublic personal information to third parties, other
72 than agents of the institution, and including the categories of per-
73 sons, except as otherwise provided, to whom such information is
74 or may be disclosed;
75 (B) the categories that the institution maintains to protect the
76 confidentiality and security of nonpublic personal information
77 (C) the disclosures, if any, required by section 603(d)(2)(A)(iii)
78 of the federal Fair Credit Reporting Act; and
79 (D) a clear and precise explanation of the methodology by
80 which a consumer may exercise his right to preclude the disclo-
81 sure of any such information.
82 Section 3. A financial institution, except and in a manner other-
83 wise provided herein, shall not, directly or through an affiliate or
84 nonaffiliated third party, disclose or make an unrelated use of any
85 nonpublic information, identifying a consumer and collected by it,
86 unless such financial institution has complied with the provisions
87 of section two.
88 Section 4. Notwithstanding the provisions of section three
89 A financial institution, which provides a service to any such
90 consumer through which said consumer makes or receives pay-
91 ments or transfers by check, debit card, credit card, electronic
92 transfer, or other similar instrument, shall not, directly or through
93 an affiliate or unaffiliated third party disclose or transfer to any
94 person or make an unrelated use of the following nonpublic infor-
95 mation, identifying a consumer and collected by it; (1) an individ-
96 ualized list of such consumer’s transactions or an individualized
97 description of that consumer’s interests, preferences or other char-
98 acteristics; (2) any such list or description constructed in response
99 to an inquiry about a specific, named individual, if either (1) or

100 (2) is derived from information collected in the course of pro-
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140 health information about all customers as a condition of receiving
the financial product or service. No financial institution shall
refuse or limit a consumer’s access to a financial product or
service for refusing to provide such consent.
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Section 6. A financial institution shall not disclose an account
number, or similar form of access number or access code, for a
credit card account, deposit account, or transaction account of a con-
sumer to any affiliate or nonaffiliated third party for use by such
person, in telemarketing, direct mail marketing or other marketing
through electronic mail or other electronic means to a consumer.
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150 Section 7. The provisions of this chapter shall not apply to the

disclosure by a financial institution of nonpublic personal infor-
mation whenever such disclosure is necessary to:

151
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153 (1) Effect, administer or enforce a transaction requested or

authorized by a consumer in connection with any of the following
activities:
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(a) Servicing or processing a financial product or service so
requested or authorized by the consumer;
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157
158 (b) Maintaining or servicing the consumer’s account
159 (c) Securitization, whether proposed or actual, secondary

market sales, including sales of service rights or similar transac-
tions related to a transaction of the consumer;

160
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(2) Protect the confidentiality or security of the financial insti-
tution’s records pertaining to the consumer, the service or product
requested or authorized, or the transaction therein;
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165 (3) Protect the consumer against actual or potential fraud, unau-

thorized transactions, claims or other liability;166
167 (4) Provide for institutional risk control;

(5) Resolution of consumer disputes and inquiries;168
169 (6) Provide information to a person holding a legal or beneficial

interest relating to the consumer;170
171 (7) Provide information to a person acting in a fiduciary or rep-

resentative capacity on behalf of the consumer;172
(8) Provide information to insurance rate advisory organiza-

tions, guaranty funds or agencies, applicable rating agencies of the
financial institution, and the financial institution’s attorneys,
accountants and auditors;
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(9) Provide information to law enforcement agencies to the extent
specifically permitted or required under state or federal law;
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179 (10) Report to a consumer reporting agency in accordance
180 with the federal Fair Credit Reporting Act (15 USC, Section 1681
181 et seq.); and
182 (11) Comply with a properly authorized civil, criminal or regula-
-183 tory investigation, subpoena or summons by federal, state or local
184 authorities, or to respond to judicial process or government regula-
-185 tory authorities having jurisdiction over the financial institution.
186 Section 8. Any violation of the provisions of this chapter by a
187 financial institution shall be deemed to constitute an unfair and
188 deceptive act and practice involving consumer transactions and a
189 violation of sections 2A through 2G of chapter 167.
190 Section 9. A financial institution which violates any of the pro-
-191 visions of this chapter shall be liable in damages to a consumer
192 affected thereby pursuant to chapter 93A.
193 Section 10. The commissioner shall establish such regulations
194 as he deems necessary to effect the purposes of this chapter.
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