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By Mr. Wangle of Lowell, petition of David M. Wangle relative to

electronic branches and electronic fund transfers of certain financial
institutions in the Commonwealth. Banks and Banking.
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In the Year Two Thousand and Three

An Act relative to electronic branches and electronic fund

TRANSFERS.

Be it enacted by the Senate and House of Representatives in General
Court assembled, and by the authority of the same, as follows:

1 Chapter 1678 of the General Laws, as appearing in the 2000
2 Official Edition, is hereby amended by striking out said chapter
3 and inserting in place thereof the following new chapter 1678.

4

5 Section 1. The following words as used in this chapter, unless
6 the context otherwise requires, shall have the following mean-
-7 ings:—
8 “Bank”, any association or corporation chartered by the com-
-9 monwealth under the provisions of chapter one hundred and sixty-

10 eight, one hundred and seventy, one hundred and seventy-one, or
11 one hundred and seventy-two or any individuals, association, part-
-12 nership or corporation incorporated or doing a banking business in
13 the commonwealth, subject to the supervision of the commis-
-14 sioner.
15 “Board”, the Board of Governors of the Federal Reserve
16 System.
17 “Central routing unit”, a facility where electronic impulses or
18 other indicia of a transaction originating at an electronic branch
19 are received and are routed and transmitted to a financial institu-

-20 tion, or to a data processing center, or to another central routing
21 unit,wherever located.
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22 “Commissioner”, the commissioner of banks
23 “Data processing center”, a facility, wherever located, at which
24 electronic impulses or other indicia of a transaction originating at
23 an electronic branch are received and are processed in order to
26 enable the electronic branch to perform any authorized function.
27 “Electronic branch”, an electronic device, other than a tele-
-28 phone operated by a consumer, through which a consumer may
29 initiate an electronic fund transfer. Such term includes, but is not
30 limited to automated teller machines and cash dispensing
31 machines. Such term does not include a teller machine or similar
32 device located on the premises of and operated solely by an
33 employee of a financial institution or a point-of-sale terminal as
34 hereinafter defined. An electronic branch shall not be considered a
35 branch in chapters one hundred and sixty-eight, one hundred and
36 seventy, one hundred and seventy-one, one hundred and seventy-
-37 two and one hundred and seventy-two A.
38 “Federal bank”, a national banking association, savings and
39 loan association or savings bank which exists by authority of the
40 United States, the main office of which is located in the common-
-41 wealth.
42 “Financial institution”, a bank, federal bank, federal credit
43 union, foreign bank, out-of-state bank, out-of-state federal bank or
44 any other person who (a) directly or indirectly holds an account
45 belonging to a consumer, or (b) issues an access device and agrees
46 with a consumer to provide electronic fund transfer services; pro-
-47 vided, however, that said term shall mean a bank for the purposes
48 of the first, second and third paragraphs of section 3 and for the
49 purposes of section 4,
50 “Foreign bank”, any association or corporation authorized to do
51 a banking business the main office of which is located outside the
52 commonwealth and which exists by authority of a country other
53 than the United States.
54 “Merchant”, any person, corporation, association, partnership
55 or other entity which provides a location for a point-of-sale ter-
-56 minal and contracts with a financial institution or an approved
57 organization for electronic fund transfer services.
58 “Office”, shall mean a main office or branch office as autho-
-59 rized in chapters one hundred and sixty-eight, one hundred and
60 seventy, one hundred and seventy-one, one hundred and seventy-
-61 two, and one hundred and seventy-two Aor under applicable fed-
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62 eral law or regulation. An electronic branch shall not be consid-
-63 ered an office.
64 “Official board interpretation”, a formal interpretation issued
65 by the board and designated by the board as constituting an offi-
-66 cial board interpretation.
67 “Official staff interpretation”, an interpretation issued by an
68 official duly authorized by the board to issue such interpretation,
69 and designated by the official as constituting an official staff inter-
-70 pretation.
71 “Organization”, any person, corporation, association or partner-
-72 ship which assists or provides services to a financial institution or
73 merchant in order to make available electronic fund transfers. A
74 financial institution or merchant shall not be considered an organi-
-75 zation.
76 “Out-of-state bank”, any association or corporation authorized
77 to do a banking business the main office of which is located out-
-78 side the commonwealth and which exists by authority of any state
79 of the United States other than the commonwealth.
80 “Out-of-state federal bank”, a national banking association,
81 savings and loan association or savings bank which exists by
82 authority of the United States the main office of which is located
83 outside the commonwealth.
84 “Point-of-sale terminal”, an electronic terminal located on the
85 premises of a merchant when such terminal is used with the assis-
-86 tance of an employee of a merchant for a customer’s purchase or
87 lease of goods or services sold or leased by such merchant or
88 adjustments thereto or the receipt of cash by the customer which
89 is ancillary to the customer’s purchase or lease of goods or serv-
-90 ices from such merchant; provided, however, that such terminal
91 shall be deemed an electronic branch for the purposes of this
92 chapter whenever it is used for any other electronic fund transfer,
93 or for an electronic fund transfer involving a customer’s account
94 held by an organization, or for an electronic fund transfer solely
95 for customers of a single financial institution or bank holding
96 company subject to the provisions of chapter one hundred and
97 sixty-seven A or the Bank Holding Company Act of 1956, 12
98 USC 1841 et seq.
99 All words not otherwise defined herein shall have the meanings

100 set forth in the Electronic Funds Transfer Act, 12 USC § 1693 et
101 seq., and regulations promulgated thereunder.
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102
103

Section 1 A. The Electronic Funds Transfer Act, 15 USC §1693
et seq., and the regulations promulgated thereunder are hereby
incorporated by reference. In the event of any inconsistencies
between the Electronic Funds Transfer Act and such regulations
and the provisions of this chapter, the provisions of this chapter
shall govern.

104
105
106
107
108
109

REGULATIONS, RULINGS, MODEL CLAUSES110
Section 2. (a) The commissioner may prescribe from time to

time such regulations as may be necessary or proper in carrying
out the purposes of Chapter 1678.

11l
112
113

(b) The commissioner may issue from time to time advisory
rulings under section 8 of Chapter 30A, interpreting any provision
of this chapter or the regulations issued hereunder.

114
115
116

(c) Regulations prescribed hereunder may contain such classifi-
cations, differentiations, or other provisions, and may provide for
such adjustments and exceptions for any class of electronic fund
transfers, as in the judgment of the commissioner are necessary or
proper to effectuate the purposes of this chapter to prevent cir-
cumvention or evasion thereof, or to facilitate compliance there-
with.

117
118
119
120
121
122
123

ELECTRONIC BRANCHES124
Section 3. A financial institution or organization, except as oth-

erwise provided in this section, may purchase, establish, install,
operate, lease or use individually or with any other financial insti-
tution or organization or share with any other financial institution
or organization any number of electronic branches at which a con-
sumer or other customer may make deposits, withdrawals, trans-
fers of funds, obtain advances against preauthorized lines of
credit, cash checks or pay obligations, and any number of point-
of-sale terminals; provided, however, that withdrawals from such
electronic branches, other than those located at an office of such
financial institution or organization, shall be made only from a
demand deposit account, negotiable withdrawal order account, or
statement account or against a preauthorized line of credit; and
provided, further that such financial institution or organization,
shall have applied for and obtained the approval of the commis-
sioner for such electronic branch except that a financial institution

125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140

FEDERAL REGULATION INCORPORATED
BY REFERENCE
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141 at whose office such electronic branch is located need not have
142 applied for or obtained such approval. The commissioner shall
143 approve such application if, in his opinion, such action will pro-
-144 mote a sound banking system which provides for the needs of the
145 people and business, encourages competition, discourages monop-
-146 olies and does not ignore legislative policies.
147 The commissioner shall determine the amount which a financial
148 institution may invest in the purchase, establishment, installation,
149 operation, lease, and use or sharing of electronic branches; pro-
-150 vided, however, that this shall not apply to an electronic branch
151 located at an office of a financial institution. In making such
152 determination, the commissioner shall consider the amount
153 already invested by such financial institution for the transaction of
154 its business and the current financial condition of such financial
155 institution.
156 There shall be no geographical limitation on the location of
157 electronic branches which a financial institution or organization
158 may purchase, establish, install, operate, lease or use individually
159 or with any other financial institution or organization or share
160 with any other financial institution or organization; provided,
161 however, that the site location for such electronic branches, other
162 than an electronic branch located at an office of a financial institu-
-163 tion or in another state, shall be subject to approval by, and regu-
-164 lation of, the commissioner. An electronic branch may be located
165 in a mobile unit under such conditions and limitations as the corn-
-166 missioner, by regulation, shall establish. No electronic branch
167 shall be located upon premises where there occurs legalized gam-
-168 bling, other than a state lottery.
169 No financial institution, other than a bank, or organization,
170 other than an organization which is a subsidiary of a bank holding
171 company with its main office in the commonwealth, bank holding
172 company, a financial holding company, or subsidiary of a bank
173 holding company organized under the laws of or having its main
174 office in any state other than the commonwealth, and no foreign
175 bank shall purchase, establish, install, operate, lease or use indi-
-176 vidually or with any financial institution or organization or share
177 with any financial institution or organization any such electronic
178 branch in the commonwealth unless the financial institution, orga-
-179 nization, bank holding company, financial holding company or
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subsidiary of a bank holding company or foreign bank purchasing,
establishing, installing, operating, leasing or using individually or
with any other financial institution or organization or sharing with
any financial institution or organization any such electronic
branch in the commonwealth for any purposes authorized by this
section has its main office in one of the states of the United States,
and the laws of such state expressly authorize, under conditions
no more restrictive than those imposed by this chapter as deter-
mined by the commissioner, financial institutions or organizations
organized under the laws of the commonwealth to purchase, estab-
lish, install, operate, lease, use or share electronic branches in
such other state; provided, however, that any such financial insti-
tution, organization or bank holding company, financial holding
company, or subsidiary of a bank holding company shall have
applied for and obtained approval of the commissioner prior to
engaging in any activity pursuant to this section. For the purposes
of this paragraph, the terms “bank holding company” and “finan-
cial holding company” shall have the meaning set forth in the
Bank Holding Company Act of 1956, 12 USC 1841 et seq.

180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198

APPLICATION PROCEDURES199
Section 4. An application filed with the commissioner to pur-

chase, establish, install, operate, lease, use or share an electronic
branch shall contain the following information:

200
201
202

(a) the type of electronic branch applied for;203
(b) the site location of such electronic branch with a general

description of the surrounding area;
204
205

(c) the name and address of the owner of the electronic branch,
and if such owner is a subsidiary of another corporation, the name
and address of the parent corporation;

206
207
208

(d) if the electronic branch is owned by the applicant, a descrip-
tion of the fixed assets, costs and estimated operating expenses;
and

209
210
211

(e) any such other information which the commissioner shall
require by rules and regulations.

212
213

A schedule of all existing service charges or fees on any
account and a schedule of charges assessed to financial institu-
tions to use the electronic branch shall accompany each applica-
tion. The commissioner shall be notified on an annual basis of any
changes to such schedules.

214
215
216
217
218
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The commissioner shall send written notice of his decision on
an application to purchase, establish, install, operate, lease, use or
share an electronic branch within thirty days of receipt of such
application or within sixty days of receipt of such application if
the commissioner notifies an applicant within the initial thirty-day
period that an additional thirty days will be required to evaluate
the application. If the commissioner fails to notify the applicant of
his decision within thirty days, or sixty days as applicable, such
application shall be deemed approved.

219
220
221
222

223
224
225
226
227

The commissioner shall be notified of any proposed changes to
any previously approved application, excluding changes in any fee
or charge schedule filed under this section. Such notification shall
be provided to the commissioner at least thirty days before the
effective date of the proposed change. The commissioner may
reject such proposed changes within fourteen days after receipt of
such notice.

228
229
230
231
232
233
234

The commissioner shall be given thirty days written notice of
an intention to terminate the use of any electronic branch, other
than an electronic branch located at an office of a financial institu-
tion, and the reasons for such termination; provided, however, that
if in the opinion of the commissioner an emergency exists he may
waive such notice. No such electronic branch shall be terminated
or use thereof terminated until approved by the commissioner.

235
236
237
238
239
240
241
242 To the extent that such applications or notices contain trade

secrets, privileged information or confidential, commercial or
financial data or information otherwise exempted by statute, such
information or secrets shall not be disclosed by the commissioner.

243
244
245
246 An application by a financial institution may list one or more

other financial institutions or organizations with which it plans to
purchase, establish, install, operate, lease, use or share an elec-
tronic branch and may be supplemented from lime to time by the
addition of other such financial institutions or organizations. Par-
ticipation by a financial institution in one or more payments net-
works whereby customers of the financial institution may use the
electronic branches or point of sale terminals of other financial
institutions does necessitate any filing with the commissioner.
Such an application shall be deemed to be an application by the
financial institutions or organizations participation so listed or
added, and such financial institutions or organizations shall not be

247
248
249
250
251
252
253
254
255
256
257
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258 required to make a separate application; provided, however, that
the financial institution which files the application includes infor-
mation in its application with respect to the financial institutions
or organizations so listed or added as required under this section.
If any financial institution or organization so listed or added elects
to file a separate application, such financial institution or organi-
zation shall not be required to furnish a copy of any identical
information contained in the application filed by the other finan-
cial institution.

259
260
261
262
263
264
265
266

USE OF SOCIAL SECURITY NUMBERS267
Section 5. The consumer’s United States Social Security

number shall not be used as a central information file number,
personal identification number, primary financial account number,
or a subpart thereof. Such social security number shall not be used
as the sole means of electronically identifying the consumer to
any financial institution or organization, provided, however, that it
may be used to assist a financial institution or organization in ver-
ifying the identity of a consumer and provided, further, that such
social security number is not used to circumvent or evade the pro-
hibition of this section.

268
269
270
271
272
273
274
275
276
277

CREDIT OR CASH REFUNDS278
279 Section 6. If it is the policy of a person to give cash refunds for

payments made by cash, such person shall also give credit or cash
refunds for payments made by electronic fund transfers, unless it
is clearly and conspicuously disclosed at the time the transaction
is consummated that such person does not give credit or cash
refunds for payments made by electronic fund transfers.

280
281
282
283
284

CONSUMER LIABILITY FOR285
UNAUTHORIZED TRANSFERS286

287 Section 7. (a) A consumer shall be liable, within the limitations
described in this section, for an unauthorized electronic fund
transfer involving the consumer’s account only if the financial
institution has provided the disclosures required by Section
205.7(b)( 1 )(2) and (3) of Part 12 of the Code of Federal Regula-
tions. If the unauthorized transfer involved an access device, it
must be an accepted access device and the financial institution
must have provided a means to identify the consumer to whom it
was issued. If the consumer notifies the financial institution of the
loss or theft of the consumer’s access device, the consumer’s lia-

288
289
290
291
292
293
294
295
296
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bility shall not exceed the lessor of $5O or the amount of unautho-
rized transfers that occur before notice to the financial institution,
provided, however, that a consumer must report an unauthorized
electronic fund transfer that appears on a periodic statement
within 60 days of the financial institution’s transmittal of the
statement to avoid liability for subsequent transfers. If the con-
sumer fails to do so, the consumer’s liability shall not exceed the
amount of the unauthorized transfers that occur after the close of
the 60 days and before notice to the institution and that the institu-
tion establishes would not have occurred had the consumer noti-
fied the institution within the 60-day period. Extension of time
limits. If the consumer’s delay in notifying the financial institu-
tion was due to extenuating circumstances, the institution shall
extend the times specified above to a reasonable period. For pur-
poses of this section, notice to a financial institution is given when
a consumer takes such steps as are reasonably necessary to pro-
vide the financial institution with the pertinent information,
whether or not any particular officer, employee, or agent of the
financial institution does in fact receive the information. Notice
may be given to the financial institution, at the consumer’s option,
in person, by telephone, or in writing, Notice in writing is consid-
ered given at the time of receipt or whether or not received, at the
expiration of the time ordinarily required for transmission,
whichever is earlier. Notice is also considered given when the
financial institution becomes aware of circumstances that lead to
the reasonable belief than an unauthorized electronic fund transfer
involving the consumers account has been or may be made.

297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320
321
322
323
324 (b) In any action which involves a consumer’s liability for an

unauthorized electronic fund transfer, the burden of proof is upon
the financial institution to show that the electronic fund transfer
was authorized or if the electronic fund transfer was unauthorized,
then the burden of proof is upon the financial institution to estab-
lish that the conditions of liability set forth in subsection (a) have
been met, and that the disclosures required to be made to the con-
sumer under section 205.7 (b)(l)-(3) of part 12, CFR were in fact
made.

325
326
327
328
329
330
331
332
333 (c) In the event of a transaction which involves both an unau-

thorized electronic fund transfer and an extension of credit as
defined in chapter one hundred and forty D pursuant to an agree-

334
335
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336 ment between the consumer and the financial institution to extend
such credit to the consumer in the event the consumer’s account is
overdrawn, nothing in this section imposes liability upon a con-
sumer for an unauthorized electronic fund transfer in excess of his
liability for such a transfer under other applicable law or under
any agreement with the consumer’s financial institution.

337

338
339
340
341
342 (d) Except as provided in this section, a consumer incurs no lia-

bilities from an unauthorized electronic fund transfer.343
344 DAMAGES
345 Section 8. (a) Except as otherwise provided by this section, any

person who fails to comply with any provision of this chapter with
respect to any consumer, is liable to such consumer in an amount
equal to the sum of:

346
347
348
349 (I) any actual damage sustained by such consumer as a result of

such failure;350
351 (2) (A) in the case of an individual action, an amount not less

than one hundred dollars nor greater than one thousand dollars; or352
353 (B) in the case of a class action, such amount as the court may

allow, except that (i) as to each member of the class no minimum
recovery shall be applicable, and (ii) the total recovery under this
subparagraph in any class action or series of class actions arising
out of the same failure to comply by the same person shall not be
more than the lesser of five hundred thousand dollars or one per
centum of the net worth of the defendant; and

354
355
356
357
358
359
360 (3) in the case of any successful action to enforce the foregoing

liability, the costs of the action, together with a reasonable attor-
ney’s fee as determined by the court.

361
362
363 (b) In determining the amount of liability in any action under

subsection (a), the court shall consider, among other relevant fac-
tors:

364
365
366 (I) in any individual action under clause (A) of paragraph (2)

of subsection (a), the frequency and persistence of noncompli-
ance, the nature of such noncompliance, and the extent to which
the noncompliance was intentional; or

367
368
369
370 (2) in any class action under clause (B) of said paragraph (2) of

said subsection (a), the frequency and persistence of noncompli-
ance, the nature of such noncompliance, the resources of the
defendant, the number of persons adversely affected, and the
extent to which the noncompliance was intentional.

371
372
373
374
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(c) A person may not be held liable in any action brought under
this section for a violation of this chapter if the person shows by a
preponderance of evidence that the violation was not intentional
and resulted from a bona fide error notwithstanding the mainte-
nance of procedures reasonably adapted to avoid any such error.

375
376
377
378
379

(d) No provision of this section or section 9 imposing any lia-
bility shall apply to:

380
381

(1) any act done or omitted in good faith in conformity with
any rule, regulation, or interpretation thereof by the board or by
the commissioner or in conformity with any interpretation or
approval by an official or employee of the Federal Reserve Board
duly authorized by the board to issue such interpretations or
approvals under such procedures as the board may prescribe
therefor or in conformity with any advisory ruling by the commis-
sioner; or

382
383
384
385
386
387
388
389

(2) any failure to make disclosure in proper form if a financial
institution utilized an appropriate model clause issued by the
board or the commissioner, notwithstanding that after such act,
omission, or failure has occurred, such rule, regulation, interpreta-
tion, approval, or model clause is amended, rescinded, or deter-
mined by judicial or other authority to be invalid for any reason.

390
391
392
393
394
395

(3) to any act done or omitted in good faith by any telecommu-
nications common carrier in conformity with any rules, regulation,
tariff or interpretation thereof, promulgated or approved by the
department of telecommunications and energy or the Federal
Communications Commission.

396
397
398
399
400
401 (e) A person has no liability under this section for any failure to

comply with any requirement under this chapter if, prior to the
institution of an action under this section, the person notifies the
consumer concerned of the failure, complies with the require-
ments of this chapter, and makes an appropriate adjustment to the
consumer’s account and pays actual damages or, where applicable,
damages in accordance with section nineteen.

402
403
404
405
406
407
408 (f) If in any action under section 9, the court finds that
409 (1) the financial institution did not provisionally re-credit a

consumer’s account within the ten-day period specified in subsec-
tion (c), and the financial institution (i) did not make a good faith
investigation of the alleged error, or (ii) did not have a reasonable

410
411
412
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413 basis tor believing that the consumer’s account was not in error;
414 or

(2) the financial institution knowingly and willfully concluded
that the consumer’s account was not in error when such conclu-
sion could not reasonably have been drawn from the evidence
available to the financial institution at the time of its investigation,
then the consumer shall be entitled to treble damages determined
under clause (I) of subsection (a) of section 9.

415
416
417
418
419
420

(g) On a finding by the court that an unsuccessful action under
this section was brought in bad faith or for purposes of harass-
ment, the court shall award to the defendant attorney’s fees rea-
sonable in relation to the work expended and costs.

421
422
423
424
425 (h) Any action under this section may be brought in any court

of competent jurisdiction, within four years from the date of the
occurrence of the violation.

426
427

VIOLATIONS AND FINES428
Section 9. (a) Whoever knowingly and willfully429
(1) gives false or inaccurate information or fails to provide

information which he is required to disclose by this chapter or any
regulation issued thereunder; or

430
431
432

(2) otherwise fails to comply with any provision of this chapter:
shall be fined not more than five thousand dollars or imprisoned
for not more than one year, or both such fine and imprisonment.

433
434
435

(b) Whoever, with intent to defraud:436
(I) makes or causes to be made, either directly or indirectly,

any false statement as to a material fact in writing, knowing it to
be false and with intent that it be relied on, respecting his identity
or that of any other person, or his financial condition or that of
any other person, for the purpose of procuring the issuance of an
access device;

437
438
439
440
441
442

(2) takes such access device from the person, possession, cus-
tody or control of another without the access device holder’s con-
sent by any conduct which would constitute larceny, or who, with
knowledge that it has been so taken, receives the access device
with intent to use it or to sell it, or to transfer it to a person other
than the issuer or access device holder;

443
444
445
446
447
448

(3) receives an access device that he knows to have been lost,
mislaid, or delivered under a mistake as to the identity or address
of the access device holder, and who retains possession with intent

449
450
451
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to use it or to sell it or to transfer it to a person other than the
issuer or the access device holder;

452
453

(4) being a person other than the issuer or his authorized agent,
sells an access device, or buys such access device from a person
other than the issuer or his authorized agent, or

454
455
456

(5) being a person other than the access device holder or a
person authorized by him, signs an access device, if such signa-
ture is a prerequisite to use;

457
458
459

(6) uses, for the purpose of obtaining money, goods, services or
anything else of value, an access device obtained or retained in
violation of clauses (2) to (5), inclusive, or an access device which
he knows is forged, expired, or revoked, where the value of
money, goods or services obtained in violation of this section is
not in excess of one hundred dollars;

460
461
462
463
464
465

(7) obtains money, goods, services or anything else of value by
representing without the consent of the access device holder that
he is said holder or by representing that he is the holder of an
access device and such access device has not in fact been issued,
where the value of money, goods or services obtained is not in
excess of one hundred dollars;

466
467
468
469
470
471

(8) being a person authorized by an issuer to furnish money,
goods, services or anything else of value upon presentation of an
access device by the access device holder, or any agent or
employee of such person, furnishes money, goods, services or
anything else of value upon presentation of an access device
which he knows was obtained or retained in violation of clauses
(2) to (5), inclusive, or an access device which he knows is
forged, expired or revoked where the value of the goods or serv-
ices obtained is not in excess of one hundred dollars.

472
473
474
475
476
477
478
479
480
481 (9) being a person who is authorized by an issuer to furnish

money, goods, services or anything else of value upon presenta-
tion of an access device by the access device holder, or any agent
or employee of such person, fails to furnish money, goods, serv-
ices or anything else of value which he represents in writing to the
issuer that he has furnished, and the difference between the value
of all money, goods, services and anything else of value actually
furnished and the value represented to the issuer to have been fur-
nished does not exceed one hundred dollars;

482
483
484
485
486
487
488
489
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(10) receives money, goods, services or anything else of value
obtained in violation of clauses (6) to (9), inclusive, or

490
491

(11) having knowledge of the computer aspects of an electronic
funds transfer system and access to the machinery involved in its
operation, obtains money, goods, services or anything else of
value not in excess of one hundred dollars by unauthorized use of
such system; shall be punished by a fine of not more than one
thousand dollars or by imprisonment in a jail or house of correc-
tion for not more than one year, or both such fine and imprison-
ment.

492
493

494
495
496
497
498
499

Whoever has in his possession or under his control stolen
access devices issued in the names of four or more other persons
shall be presumed to have violated clause (2).

501
502
503

Whoever is discovered by a police officer in the act of violating
this section, while such officer is lawfully at or within the place
where such violation occurs, may be arrested without a warrant by
such police officer.

504
505
506
507

(c) Whoever, with intent to defraud:—508
(1) obtains control over an access device as security for debt;509
(2) receives an access device which he knows was taken or

retained under circumstances which constitute theft or a violation
of clause (1) or (4) of subsection (b) or clause (1) of this subsec-
tion, or

510
511
512
513

(3) falsely makes or falsely embosses a purported access device
or utters such an access device;

514
515

(4) obtains money, goods, services or anything else of value by
use of an access device obtained or retained in violation of clauses
(2) and (5), inclusive, of subsection (b), or by use of an access
device which he knows is forged, expired or revoked, where the
value of the money, goods or services obtained in violation of this
section is in excess of one hundred dollars;

516
517
518
519
520
521

(5) obtains money, goods, services or anything else of value by
representing without the consent of the access device holder that
he is said holder or by representing that he is the holder of an
access device and such access device has not in fact been issued,
where the value of money, goods or services obtained in violation
of this section is in excess of one hundred dollars;

522

523
524
525
526
527

(6) being a person authorized by an issuer to furnish money,
goods, services or anything else of value upon presentation of an

528
529
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access device which he knows was obtained in violation of
clauses (2) to (5) of subsection (b), or an access device which he
knows is forged, expired or revoked, when the value of the money,
goods or services obtained is in excess of one hundred dollars;

530
531
532
533

(7) being a person authorized by an issuer to furnish money,
goods, services or anything else of value upon presentation of an
access device by the access device holder, or an agent or
employee of such person, fails to furnish money, goods, services
or anything else of value which he represents in writing to the
issuer that he has furnished, and the difference between the value
of all money, goods, services and anything else of value actually
furnished and the value represented to the issuer to have been fur-
nished exceeds one hundred dollars;

534
535

536
537

538
539
540
541
542

(8) receives money, goods, services or anything else of value in
excess of one hundred dollars obtained in violation of clause (6)
or (7) of subsection (b), or

543
544
545
546 (9) possesses one or more incomplete access devices, intending

to complete them without the consent of the issuer;547
(10) possesses, with knowledge of its character, machinery,

plates or any other contrivance designed to reproduce instruments
purporting to be the access devices of an issuer who has not con-
sented to the preparation of such access devices, or

548
549
550
551
SS7 (II) having knowledge of the computer aspects of an electronic

funds transfer system and access to the machinery involved in its
operation, obtains money, goods, services or anything else of
value in excess of one hundred dollars by an unauthorized use of
such system; shall be punished by a fine of not more than ten
thousand dollars or by imprisonment for not more than ten years,
or both such fine and imprisonment.

553
554
555

556
557
558

Whoever has in his possession or under his control four or more
access devices which are falsely embossed shall be presumed to
have violated clause (3).

559
560
561
562 Whoever is discovered by a police officer in the act of violating

this section, while such officer is lawfully at or within the place
where such violation occurs, may be arrested without a warrant by
such police officer.

563
564
565
566 ACTIONS BY COMMONWEALTH
567 Section 10. (a) Whenever the commissioner has reason to

believe that any person is in violation of any provision of this568
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369 chapter, and that proceedings would be in the public interest, the
commissioner may request the attorney general to bring an action
in the name of the commonwealth against such person to restrain
the violation by temporary restraining order or preliminary or per-
manent injunction. The action may be brought in the superior
court of the county in which such person resides or has his prin-
cipal place of business, or the action may be brought in the supe-
rior court of Suffolk county with the consent of the parties or if
the person has no place of business within the commonwealth.
Said court may issue temporary restraining orders or preliminary
or permanent injunctions.

570
571
572
573
574
575
576
577
578
579
580 (b) Any person who violates the terms of an injunction or other

order issued under this section shall forfeit and pay to the com-
monwealth a civil penalty of not more than ten thousand dollars
for each violation. For the purposes of this section, the court
issuing such injunction or order shall retain jurisdiction, and the
cause shall be continued, and in such case the attorney general
acting in the name of the commonwealth may petition for
recovery of such civil penalty.

581
582
583
584
585
586
587
588 (c) In any case where the commissioner has authority to request

that the attorney general institute an action or proceedings under
this section, in lieu thereof the commissioner may accept an assur-
ance of discontinuance of any method, act or practice in violation
of this chapter from any person alleged to be engaged or to have
been engaged in such method, act or practice. Any such assurance
of discontinuance shall be in writing and be filed with the superior
court of Suffolk County.

589
590
591
592
593
594
595
596 (d) The commissioner may issue a cease and desist order upon

a finding that a person is utilizing an electronic branch in a
manner not specifically authorized by this chapter.

597
598

ASSESSMENT AGAINST BANKS599
Section 11. The commissioner of banks shall make an assess-

ment in each fiscal year equally against all electronic branches
established and operated under the provisions of this chapter. Said
assessments shall be made at a rate as shall be determined annu-
ally by the commissioner as sufficient to produce revenue to reim-
burse the commonwealth for all costs and expenses incurred by
the division of banks for such fiscal year in meeting the require-
ments imposed under this chapter, including, without limitation,

600
601
602
603
604
605
606
607
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608 costs and expenses incurred in examining financial institutions
609 and organizations in their operation and use of electronic
610 branches, in supervising the establishment and operation of elec-
-611 tronic branches, in hiring personnel, acquiring additional equip-
-612 ment and such other costs and expenses determined by the
613 commissioner as reasonable and necessary to meet such require -

614 ments.
615 The owner or lessor of each electronic branch shall pay the
616 assessment in a manner determined by the commissioner.
617 The commissioner shall annually file a report detailing all costs
618 and expenses incurred by the division of banks and all assess-
-619 ments made and received pursuant to the requirements of this
620 chapter. The report shall be filed with the joint committee on
621 banks and banking and with the house and senate committees on
622 ways and means.

This Document Has Been Printed On 100% Recycled Paper








