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October 24,2017
Ruben Sanchez
BSA Compliance Solutions
Via Electronic Mail
bsacompliancesolutions(a~~mail,com
Dear Mr. Sanchez:
This letter is in response to your correspondence dated September 12,2017 on behalfof your client,
Sande Solutions, Inc., dba Bitcoin of America("BOA") in which you request an opinion that the listed
activities ofBOA do not require a license under Massachusetts law.
Your correspondence explains that BOA is an Illinois corporation offering certain virtual currency
exchange services. As noted in your letter, BOA facilitates virtual currency transactions by providing kiosks
for customers to both purchase and sell virtual currencies, in addition to permitting customers to purchase
virtual currency from BOA through BOA's website. Your description also provides additional factual
details regarding BOA's operations.
The Division appreciates your inquiry regarding BOA's business model and its efforts to comply
with Massachusetts law. Based upon the information provided in your correspondence, however, the
Division is unable to issue a formal legal opinion without receiving further analysis of BOA's operations
under Massachusetts law and the Division's relevant opinions on this topic. For your reference,the Division
has issued a limited number of opinions regarding cryptocurrency and the licensing requirements relative
to the business of buying and selling bitcoins within the Commonwealth. Enclosed please find the
referenced opinions for your review. Ifthese opinions do not address your questions with regard to BOA's
operations and you would like to request a legal opinion from the Division, kindly refer to the Division's
Regulatory Bulletin 1.1-103, which provides helpful guidance on the Division's requirements.
Sincerely,
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Merrily S. Gerris
Deputy Commissioner ofBanks
and General Counsel
Enclosures
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May 12,2014

Adam Atlas
Attorney of Law
5585 Monkland Avenue

s,~~ AsoMontreal, Quebec, CanadaH4A lEJ.
Dear Mr. Atlas:
This letter is in. response to your correspondence dated Fabnsary 19, 201 to tie Division of
Banks (Division) 3n which you request an opinion relatzve to fihe registration and licensing requirements
for your client, Coindeavoz-s, LLC(Coindeavors) and its bitcozn kiosks in the Commonwealth.
Coindeavors is a Massachusetts limited liabit~ty company that has purchased two RoboCoin
Technologies (RoboCoin) bitcoin kiosks and plans to insEall t1~em in thzs state. These machines provide
users with the ability to buy and sell bitcoins by accepting or dispensing United States dollars. All
bitcoins sold by a user to the kiosk will be purchased directly by Coindeavors as opposed to a third party.
None oftIxe purchase or sale transactions wilt be dependent on each other nor sha11 they be dependent on
Coindeavors carrying out any transactions with third parties. Coindea~vors will be tradibg with consumers
that approach the kiosk for their own account and pricing such transactions based on Coindeavors' owtt
investment decisions and not under the control of a third party.
Bitcoin is a peerto-peer payment system and a digital currency. When the term is capitalized
(
Biteoin), it refers to t1~e technology and network, whereas lowercase bitcoin (bitcoin) refers to the digital
cuzrency itself: Bitcoin uses public-key cryptography, in which pairs of cryptographic keys, one public
and one private, are geAerated. TI~e veinal repository i.s zepresented by the public key. Tkze private key zs
known onlyto the bitcoin ov,~ner and it acts as a safeguard allowing bitcoius i:o be spent ox tiaded by the
owner only.
All users of Coindeavors° kiosks are required to complete an initial registration process at the
kiosk. Coindeavors has engaged RoboCoin as its agexzt to conduct a rigorous "I~ow your customer
process." The RoboCoin kiosk will collect from the usez tb.e fallowing information: naive, email address,
physical address, date- of birth., telephone number and electronic scan of the dziver's license including
photo or other govez~ment-issued photo ID. RoboCoin watches the usage on the photo ID to the picture
taken by the kiosk's.camera
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Page 2
Users of the kiosk may buy' bitcoins from Coindeavors or sell bitcoins fo Coindeavors. When
buying bitcoins, users request an amount of bitcain they want to purchase measured in doi~ars. The kiosk
presents the user unth confirmation ofthe cost based on the then current price determined by Coindeavors
at its discretion and f.~e exact amount of a posted transaction fee. If the user agrees to the cost of the
purchase and the fee, he/she insez~ts physical cash into- the kiosk and.the bills are verged as legal tender
ec}uivatent to the agreed total transaction cost. At this point the kiosk software rn.oves the purchased
bitcoins from Coindeavors' electronic wallet to the user's electronic wallet. Once fhe transaction is
validated by the public Bitcoin network,the user has possession ofthe bitcoins purchased.
Users who -wish to se~I bitcoins to Coindeavors propose an amount to be sold measured in dollars.
The kiosk presents the user with a confirmation of tihe amount the user will be selling, based on the
current puce that Coiundeavors is willing to pay, anc~ the e~.ct amount ofthe posted transaction fee. Tfthe
user decides to proceed, he/she is given a code associated with the electronic wallet address of
Coandeazrors. The user sends the agreed number of bitcoins via their mobile device to Coiz►deavors'
wallet address and a prixzted receipt is generated. Once the transfez is confirmed by the public Bitcoin
network, the user scans the printed receipt into the kiosk, which confuYns the user's identity, arzd
dispenses the agreed upon dollar amount to the user.
You request that the Division confum your conclusion that Coindeavors' bitcoin kiosks do not
meet the definition of "electronic, branch" as defined in Massachnsetls General Laws chapter 167B,
section 1 and, therefore; are not required to be approved by or registered with the Division. In addrtian,
you ask the Division to confirm. that Coindeavors does not require a fozeign transmittal agency license
under Zvlassachusaits Genaral~ Lavvs• chaptez 169 in order to operate its bitcoin kiosks in the
Commonwealth.
Massacbusetfs Genezal Laws chapter 167B, section 1 defines an electronic branch as an electronic
device, oilier than. a telephone opez-ated by a consumer, through which a consumez may initiate "an
electronic fund transfez-." An electronic fund tz~ausfer is defined as any transfer of funds, other than a
transaction ozigivated by check, draft, or similar paper instrument, which is initiated through an electronic
bratzch telephone insu-aulent, or computer ox magnetic tape or point of sale terminal so as to order,
insiauct, or authorize a financial institution to debit or credit an account. A "financial.institution" is
defined ut Chapter 1678 as a bank, federal banic,~ federal oredit union, foreign bank, out~of-state fedezal
bank or any other person who a) directly ox indirectly holds an account belonging to a consumer, or b)
issues an access device and agrees with a consumer to provide electronic fund transfer services.
Coizxdeavors' bztcoin kiosks are ejecfronic devices but fhey do not provide the user with a mean
of initiating an electronic funds transfer because fihe kiosk does nod in any way, order, instruct oz
authorize a financial institution to debit or credit an account. The bztcoin kiosk where ~.he transaction
talcas place does not meet that part of the definition o£ "financial institution" v,~hich zeferences "any other
person who directly or indirectly holds an account belonging to a consumer" because ~f does not hold au
account of the consumer. The bitcoin fxansaction is conducted on a bitcoin exchange where the consumer
buys anc3 sells bitcoins in a hitcoin wallet which is awned by the constuner and see~ured with an encrypted
private key of the consumer.
Based on the facts as' presented in your letter, C~indeavors' bztcoin kiosks do not constitute an
electronic branch under Massachusetts General Laves chapter 167B, section 1 and bitcoin transactions
conducted at the kiosks do not constitixte an electronic fund transfer under said statute. Therefore, xt is the
position of the Division that Coindea~~ors' bz~coin kiosks are not non-bank ATMs which would require
the appz-oval of the Division puzsuant to section 3 of chapter 167B of the General Laws.

Mr. Adam Atlas
May 12, 2014
Page 3
Massachusetts General Laws chapter 169 requires that all persons who e~tgage or are financially
intezested in the business of receiving deposits of money for the purpose of i~ansmitting ~e same or
equivalents thereof to foreign countries obtain a foreign transmittal agency license from the Division. In
a bztcoin transaction, the kiosk either receives funds or recezves bitcoins. The propose is not for
transmission► to a foreign country but rathez the purchase o£ bitcoir~s froze Coindeavors by the user.
CoindeaYozs will be selling its own bitcoins to the user-buyer at the I;ciosk The company is physically
Iocated in Massachusetts as wilt be its kiosks. All bitcoin transactiozzs with users will fake place entirely
in Massachusetts. Based on the facts presented, Coindeavors is not required to be licensed as a foreign.
transmittal agency by the Division.
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The conclusions reached in Ehis letter are based solely on the facts presented. Fact paftems which
vazy frdm those stated above may result in a different position statement by the Division.
The Di-vision continues ~to monitor the development of these evolving payment systems such as
bitcoin and there maybe regulatory changes in the future governing these digital currencies.
. .
Sincerely,
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Merrily S. Gems
Deputy Commissioner of Banks
and freneral Counsel
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J
Mr. Peter Klamka
President
Cephas Holding Corporation
.215 Dino Drive
Ann Arbor, MI 48103
Dear Mr:Klarnka.

!-

•This letter is in response to your correspondence dated March 25, 2014 on behalf of Cephas
Holding Corporation (Cephas) to the Division of Banks (Division) in which you request the approval of
the Division to operate bitcoin vending machines in Massachusetts.
In your letter you state L-hat CepUas is planning to own and operate bitcoin venditng machines in
various locations infhe United States and Canada, The machines are owned by Cephas which.stores its
own'bitcoin in the vending machines and the vending machines do not exchange bitcoin for cuz'i'ency. A
service fee for the purchase of bitcoins would be posted and disclosed on the screen prior to eompletuig
the transaction. Cephas limits the ma~czmum transaction to $SOOAO per customer per day_ You request
that the Division approve tJie operation of Ceplias' bitcoin ~veuding machrnes in Massachusetts.
Please fmd enclosed for your review a recently issued opinion by the Division addressing a
simzlar inquiry regarding the registration and approval requirements to operate biteoin kiosks in the
Commonwealth. To the extent that the enclosed. opinion does not entirely address your questions relative
to establishing bitcoin vending machines in Massachusetts, please refer to Regulatory Bulletin 1'.1-103
when requesting any fizrther legal opinion on this matter. A request for a legal opinion should include
consideration and analysis of applicable statutes and regulal'ions as well as identify any maternal, factual
distinctions from the enclosed opinion.
Sincerely,

~'

~-~-~ ~
Merrill S. Gexrish
Deputy Commissioner ofBanks
and General Counsel
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May 30, 2014

Maxco A. Santori, Esq.
Nesenoff& Miltenberg,LLP
Attorneys'at Law
363 Seventh Avenue
Fifth Floor
New York,New York 10001-3904
Dear Mr. Sartori:
This letter is in response to your correspondence dated March 10, 2014 to the Divzsion of Banks
(Division) in which you request an opinion relative to the registration and licensing requirements for your
client, Vis Nova Ventures LLC(Vis Nova)and its bitcoin kiosks in the Cammonwea~th.
Vis Nova plans to,operate automated bitcoin kiosks in indoor locations within Massachusetts.
These machines provide usars with the abilzty to buy and self bitcoins by accepting or dispensing United
States dollars. All bitcoins sold by a usex at ~e kiosk will ba purchased directly by Vis Nova as opposed
to a t.~ird party.
Bitcoin is a peer-te-peer payment system and a digital currency. Biteoin usas public-key
cryptography, in which pairs of cryptographic keys, one public and one pri~~ate, are generated. The
virli~al repository is represented by the public key. The private key is known only to the bitcoin. owner
and it acts as a safeguard allowing bitcoins to be sport ox traded by the owner only. No banit, money
transmitter or credit card processor is required to stand betv✓een the parties transacting using bitcoin.
All users of Vis Nova's kiosks are required to coznplate an initial registration process at the kiosk.
According to Vis Nova's anti-money laundering and "know yuiu customer" protocols, the Vis Nova
kiosk will collect and verify from the user certain information by requiring the customer to scan a
government-issued ident~cation using the builtin camera. Vis Nova will flier report the information to
sloe federal government or record that information for the appropriate firne period_
Users of the kiosk may buy bitcoins from Vis IvTova or sell bitcoins to Vis Nova. When buyi~ig
biteins, users enter the dollar value of the bitcoin they wish to purchase. The transaction is facilitated by
the kiosk's genexation of a Quick ~2.esponse code (QR Code) for a Bitcoin address whzch is printed for the
user. Once the customer inserts the requested cash amount for the bitcoin to be purchased, the ldask
sends the appropriate number of bitcoins to the bitcoin address contained in the QR Code. Vis Nova wi11
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Marco A. Satttori, Esq.
May 30, 2014
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purchase its inventory of bitcoin in bulls from multiple sources and will sell them to kiosk users :For a
higher price than Vis Nova paid to acquire the bztcoitts.
Usars who wish to sell bitcoins to Vis Nova will enter the amount of bitcoin to be sold. The
.
_......._.....:._..........I~ osk~~vzlrget~erate 2:QR Code conCauii~ig a_bitcoin ~dtiress associated ~vvitlt-ttte'eie~tror~c wailei address- .
of Vis Nova. The user-sends the agreed numbex of bitcoins via their mobile device to Vis Nova's wallet
address and a printed receipt is generated. Once the transfer is confirmed by the public Bitcozn network,
the user scans the printed receipt into the kiosk and the dollar value ofthe bitcoin is dispensed to the user
in cash.
You request that the Division confirm your conclusion that Vis Nova's bitcoin kiosks do not meet
the definition of "electronic branch" as defined in Massachusetts Genaral Laws chapter 1678, section 1
and, therefore, aze not required to be approved by, or registered with, the Division. In addition, you ask
the Division to confirm that Vis Nova does not require any o£the £o~lowing in order to operate zts bitcoin
kiosks in the Commonwealth:(1)a foreign transmittal agency license under Massachusetts General Laws
chapter 169;(2)a check seIler license under Massachusetts General Laws chapter167F, section 4; or{3)a
check casher license under chapter 169A.
Massachusetts General Laws chapter 167B, section 1 defines an electronic branch as an electronic
device, other than a telephone operated by a consumer, through which a consumer may uutiate "an
electronic fiord transfer." An electronic fund transfer is defined as any transfer of funds, other tE~an a
transaction originated by cheek, draft, or similar paper instrument, which is initiated through an electronic
branch telephone instrnmen~ or computer or magnetic tape or point of sale terminal so as to order,
insixuct, or authorize ~ a finaneiai institution to debit or credit an account. ~ A "financial institution" is
defined in Chapter 167B as a banlc,~ federal bank, federal credit uttion, foreign banl~ out-of-state federal
bank or any otherperson who (a) directly or indirectly holds an account belonging to a consumer, or(b)
issues an access device and agrees with a consumer to provide electronic fund transfer services. .
Vis Nova's bifcoin kiosks are electronic devices but they do not provide the user with a means of
initiating an electronic funds i~ransfer because the kiosk does not, in any way, order, instruct or authorize a
financial institution to debit or credit an account. The bitcoin kiosk where the transaction takes place does
not meet that part of the definition of "financial institution" which references "and' other person who
directly or indirectly holds an accoant belonging to a consumer" because it does not hold an account of
the consumer. The bitcoin transaction is conducted on a bzteoin exchange where the consumer buys and
sells bitcoivas in~a bitcoin wallet wk~ich is owned by the consumez and secured with an encrypted private
lcey ofthe consumer.
Based on the facts as pzesented in your letter, Vis Nova's bitcoin kiosks do not constitute an
electronic bzanch under Massachusetts General Laws chapter 1.67B, section 1 and bitcoin transactions
conducted at the laiosks do not constitute an electronic fiend transfer under said statute. Therefore, it is the
position ofthe Division that Vis Nova's bitcoin kiosks are not non-bents ATMs which world require the
approval ofthe Division pursuant to section 3 ofchapter 167B ofthe Genez'al Laws.
Massachusetks Greneral Laws chapter 169 requires that all pexsons who engage, or are financially
interested in, the business of receiving deposits of money for the purpose of transmitting the same or
equivalents thereof to foreign. countries obtain a foreign transmittal agency License from filie Division. In
a bifcoin transaction, the kiosk either receives funds or receives bitcoins. The purpose of the fitnds
received by Vis Nova through the kiosk is not for transmission to a foreign country, but rather for the
purchase of bitcoins from Vis Nova by the user. Vis Nova wi11 be selling its own bitcoins to the user at
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the kiosk. All bitcoin transactions with users will fake place entirely in Massachusetts. Based on the
facts presented, Vis Nova is not required to be licensed as a foreign transmittal agency by the Divzsion_
Massachusetts General Laws chapter 167F, section 4 requires entities engaged in the business of
"' ~ selling; issuirig'o1' registering ckiecks of morie~ oxders~ directlq or iindirectl~', to- obtai~i a check seller's
license from tha Division. Massachusetts General Laws chapter 169A requires that any person or entity
eashiuig checks, drafts ox money orders for consideration in excess of$J..00 per item obtain a check casher
license from the Diviszon. Although the terms "check", "draft", and "money order" are not defined in
either chapter 167', section 4 or chapter 169A, if is understood and accepted in a comtt~,ercial or
consumer contea~ that these instruments are paper instauments which create an obligation by their issuer
to pay a third party at some point in fhe futru-e. Vis Nova's kiosks sell bitcoins, a virtual currency, not
paper checks or money orders and, since they are not written instruments,they create no obligation by Vis
Nova or anyone else to pay anyone in the future., Once the transaction at tUe bitcoin kiosk is complete,
the relationship between Vis Nova and the customer is complete. Based oin the facts stated above,'Sris
Nova is not required to be licensed as a check seller or check casher by the Division.
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The conclusions reached in this lever are based solely on the facts presented. Fact patterns which
vary from those stated above may result in a different position statement by the Division.
The Division continues to monitor the development of these evolving payment systems such as
bitcoin and there maybe regulatory changes in the future governing these digital currencies.
Sincerely,,,

~~~~
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Merrily S. Gerrish
Deputy Commissioner ofBanks
and General Counsel
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September 29,2015
Chris Daniel, Esq.
Paul Hastings LLP
1170 Peachtree Street, N.E.
Atlanta, GA 30309
Dear Mr. Daniel:
This letter is in response to your correspondence dated July 10, 2015 to the Division of Banks
(Division) in which you request an opinion relative to the licensing requirements applicable to your client,
Bitnet Technologies Corporation (Bitnet), and its proposed activities within the Commonwealth.
According to your correspondence, Bitnet provides a payment platform that enables payment
transactions between customers and merchants. Under its business nnodel, Bitnet enters into ageements
with merchants who intend to acceptvirtual currencies from their customers as a method ofpayment. 13i1net
offers no consumer-facing services, a~txd therefore consumers cannot utilize Bituet to transmit bitcoins to a
particular creditor of the consumer's choosing, remit bitcoinis on behalf of a consumer to a particular
address, or store tha consumer's bitcoin in a hosted wallet. Bitnet does not receive any fiat currency from
consumers. Likewise, Bimet does not act as a currency exchange. Rather, Bitnet utilizes a thvrd-party
virtual currency exchange to exchange the bitcoin that it receives on behalf of its merchant clients into fiat
currency. More specifically, each merchant who has. entered into an agreement with Bitnet integrates its
online payment platform with Bilnet's application prograiuming interface (API} in wkuch a customer is
given the option to "Pay with Bitcoin" at checkout. Upon selection of this option, the miexchant's system
provides the order information to the Bitnef API,which receives real-time bitcoin price quotes from various
virtual currency exchanges. Bitnet then creates an invoice for the merchant to present to its customer with
the bitcoin price,along with a code ox link to e££ect the transfer ofbitcoin from the customer's bitcoin wallet
to Bitnet's bitcoin waIlet. Thereafter, Bitnet initiates a trade with the third-party virtual currency exchange
whereby the relevant amount ofbitcoin from BitneYs wallet is transferred to a wallet held by the third-party
exchange. The thud-party exchange tkxen. transfers Bitnet's equivalent fiat currency balance to Bitnet's
bank each day. On a daily basis, Bitnet then effects an ACH transfer offiat currency from its bank account
to the account held by the merchant. You ask ifBitnet's activities would trigger the licensing requirement
under Massachusetts General Laws chapter 169.
Because Massachusetts does not presently have a domestic money transmission statute, your
request must be analyzed under Massachusetts General Laws chapter 169,the Foreign Transmittal Agency
statute. Chapter 169 requires that all persons who engage, or are financially interested in, the business of
receiving deposits of money for the purpose of transmitting the same or equivalents thereof'to foreign.
countries obtain a foreign transmittal agency license from the Division. Rased. upon the information
contained in your correspondence, Bitnet does not receive deposits of money for transmission to foreign
countries and therefore is not subject to the licensing requirements of chapter 169.
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The conclusions reached in this letter are based solely on the facts presented. Fact patterns which
vary from those stated above may result in a ditfFerent position statement by the Division.

Sincerely,

Ment-ily S. Gerrish
Deputy Commissioner ofBanks
and General Counsel
015003
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