
--

-

GOVERNOR'S PRESS OFFICE STATE HOUSE, BOSTON 727-3600 

FOR RELEASE MONDAY, DECEMBER 16, 1974 RELEASE #4/DC/ 6 

STATE HOUSE, BOSTON -- The following remarks by 
Governor Francis W. Sargent were delivered before a seminar on 
privacy sponsored by the President's Domestic Council Committee 
on Privacy in Washington, D.C .. Marjorie Eltzroth, Executive 
Director of the Governor 's Commission on Privacy and Personal 
Data, represented the Governor. 
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Mr. Chairman, I 11m pleased to testify on model ... , _ 
le g islation to prot ect pe rson a l privacy and individu a l rights in 
the contex t of st a te government information collection, maintenance 
and dissemination practices. 

As immediate past chairman of the National Governors ' ConferBnce 
subcommittee on 1n i vac y and author of the Conference ' s privacy 
plank, I strongly support strong state action to protect personal 
privacy and individual rights in all information practices . 

Simply put, our own houses must be in order before we can be 
take11 seriously in pressing the fight for privacy again ·giant 
credit bureaus, national commercial medical data banks, private 
educational institutions and the like. 

The fact that so many people are here or have expressed an interest 
in this conference means that I do not have to spend my time 
arguing the case for privacy. I hope that is pretty much accepted 
by now, especially in the face of the last several years of 
Watergate, military surveillance on domestic civilian organizations 
and so on . 

Rather I would like to share some insights with you on at least 
Massachusetts' experience in trying to do something to shore up 
our vanishing privacy. 

First we created an independent citizen commission, called the 
Governor's Com1nission on Privacy and Persona l Data to review all 
state agencies and la1i s relating to information practices. 

I emphasize that his commission was independ ent and citizen based. 
Asking an executiv e agency to examine its every day paperflow 
record keepin g practic e s and routine informa tion procedures, 
is like asking a pa tient in a hospital to examin e himself and 
recommend a cure. 

Some may be able to do it, but most will be un able to do it. Most 
state agencies are too close to the situation to review it object
ively and see tl1eir own administrative shortcomings. A harassed 
bureaucrat anxious to hold down costs is not in the best position 
to question a system that seems efficient even if it does threaten 
individual privacy . 

Our commission met for about on e year and found some basic 
underlying fact s about privacy in state government . 

One: there arc no minimum standards to insure privacy in existing 
state law. Ra ther laws vary considerabley, resembing an ancient 
patch rug, 1rot a solid foundation for the most precious and 
vulnerable of all our rights as free , American citizens. 

In fact, the Commission assembled all the laws dealing with state 
information practic es and found they filled over 100 pages . In 
one area like public health records , we found over a dozen 
different laws. l\e had one set of privacy restrictions for lead 
poisonin g , another for child abuse, a third for veneral disease, a 
fourth for public hospital records, a fifth for private hospital 
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records, a sixth for medical records of patients covered under 
medicaid--a state welfare plan-and so on . 

Pity tlie poor patient suffering from more than one disease at a time! 

It would take a team of lawyers years to figure out which statute 
applied . 

Two, the Commission found that if the laws were chaotic, the 
administrative practices and regulations interpreting them were 
even worse. Some departments routinely provided confidential 
probation records over the phone to people who had no business 
getting the information while other agencies made it practically 
impossible to gain access to records which were covered under our 
public information/freedon of information act! 

In fact the state Registry of Motor Vehicles aliowed the Retail 
Credit Bureau to hire its clerks overtime to go thru driving . 
records. Worse, the records contained criminal history information 
that should have been segr~gated from these records by state 
law passed several years ago . 
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Three, the Commission found that by aqd large agency heads had 
little idea what information was in their compt1terized systems 
leaving that to the program systems people. On the other hand the 
systems people had little knowledge of tl1e value or importance 
of the information in the system thinking the policy people were · 

- . keeping an eye on it for them . 

And Four, the Commission discovered that none of the computeriz~d 
systems were secure from the most elementary ~!IT/student majoring in 
computer sciences. Even highly confidential police information 
was vulnerable. Not because the computer faculity did11't have 
a full complement of police guards--becausc it did. But because 
the police overlooked their communication cables, the most 
vulT)erable part of their entire operations. 

As a result of the Commission's work, I promul ga ted an executive 
order designed to begin to build minimum standards in all stat e 
information practiced. Much like the model legislation, the order 
covers the main area of all Fair Information Practices Legislation . 
I did not include a regulatory board to police the order because 
we already had the Commission. 

I believe however, the role of a board to be essential to make all 
privacy efforts work. Our Commission , as I have described, has 
already played a crucial role. I expect it will play a larger 
role in the future. 

Already, and ·the executive order has just begun to' be implemented, 
the Registry of Motor Vheicles has completely ovcrl1auled its 
information practices . 

Patients arc being allowed to see their medical records. 

Standards are being developed to secure all manual ancl computerized 
systems. 
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All state agencies are developing public information officers to 
serve as an ombudsman to help citizens receive information that 
is public and protect personal information that should not be 
public. 

For the first time, a citizen is beginning to have a reasonable 
assura11ce that the state will respect his or her privacy whether 
the person applies for welfare, health care, home care for the 
elderly, a job or whatever. Trust is coming back into the picture 
in our government. 

These things are beginning to happen. 

I think the experiment is beginning to work. It has been worth 
all the trouble. It wasn't easy. Change does not come easy, 
especially when it effects routine habits, tr aditions and administrative 
practices. 

This year we have filed legislation to make our executive order 
state law. 

But I ~on't want to end on an optimistic note--even _though this 
is the1Christmas season and we should be charitable. 

I 
Becaus~ no matter what we do in Massachusetts, or you do in your 
state or what we all do in every state, our efforts alone will 
have a snowball's chance in hell of actually protecting our 
citizens' privacy unless and until the federal government acts 
and acts soon . 

What g6od is state re gulation or law, if feder a l agencies continue 
to compel us to turn over more and more perso11al information to 
their date banks and files? Records we lose control of the minute 
they pass across our state borders? 

We .have the stron gest privacy law in regard to criminal records 
in the country, but they are broken every hour of every day by the 
FBI and the US Department of Justice. And the so called Bank 
Secrecy Act guarantees federal access to private bank and checking 
account records every month . If you have access to a person's 
checking account , you can know a person's politics (if he has ever 
given in a campaig11), his religion( if he supports his church), 
his tastes, his job, and even if he has a sweetheart on the side. 

I haven't touched on this in my talk, but if a state should try 
to limit the Special Security number to what it was specifically 
designed to cover--Jike Oklahon1a has recently done by state law-
efforts are again next to nothing. Just last year, a IIEW privacy 
report notwithstanding, the Social Security Administration gave a 
national insurance firm permission to use the Social Security 
number rather than its own policy account number on all client 
records. 

My point is simple , as Governor of the Commonwealth of Massachusetts, 
I urge you to move aggressively to control state 5nformation 
practice s a s '" e have done . The mod e 1 1 e g i s 1 at ion i s work ab 1 e , i t 
d n r c:: 111 1 i, 0 ,. 0 n ,. ,... 
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An~ I ur ge you . as representatives of states to join in a national 
effort to demand that the federal government do its part . The 
gr ea test abuse a11J threat to privacy exist s in the federa l govern
ment and n;i,tion a l data banks over which we as individual states 
have littl e control. 
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