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DEBT COLLECTION
If you

run into financial trouble and cannot pay your bills on time, the companies you
to can and most likely will take steps to collect. However, under state and
federal law, there are rules they must follow. The following section describes your rights

owe money

in this situation.

*PLEASE NOTE* These
-

rules apply to creditors

and

collectors attempting to collect

from a Massachusetts resident, even if the company or collector is located out-of-state.
These rules DO NOT apply to debts incurred for business purposes, federally-guaranteed
student loans, unpaid child support and debts owed to the government. Certain regulations also do not apply to debts arising out of money owing as a result of a loan secured
by a first mortgage on real property, or in an amount in excess of $25,000.

Who can contact you?
Creditors

-

the original

original creditor

may

company

sell

to which you owed money; or the
the debt to a different company, who then

"owns" the debt.

Third party debt collectors

-

company

a separate

hired

by the

creditor

to collect the debt.

who is calling you. Both creditors and third party debt collectors must tell you
name of their company and the name of the individual who is calling. Additionally,

Find out
the

send you a letter stating
the amount of the debt, the name of the creditor to whom the debt is owed, and a statement that you have 30 days to dispute the debt with them, or it is presumed to be valid.
third party collectors must, within 5 days of their

PROHIBITED ACTIVITY
Collectors

and

first

phone

call,

(under regulations 940 C.M.R. 7
from harassing you in an

creditors are prohibited

& 209 C.M.R.

18)

effort to collect the

debt. This includes:

•

Disclosing your debt to a third party
ployer, or a spouse or family

•

Calling and talking to

you

at

-

including your neighbors, your em-

member who

is

not responsible for the debt.

home more than

twice in each seven day

period per debt.

•

Calling

you

at

home

before

8am or after 9pm,

unless

you

inform the creditor or collector of different "normal waking
hours."

•

Calling

and talking to you more than twice in a 30 day period at

work per debt.

•

you at work after you have asked them not to. They
must honor a verbal request for ten (10) days and a written reCalling

Page3

A

quest for as long as you owe the debt.
verbal request must be confirmed
in writing within seven (7) days to be valid for longer than ten days.

•

Threatening to have you arrested, or threatening to garnish your wages
without telling you a court order is needed for them to do so.

•

Threatening to take

•

Calling and leaving a messages with another

legal action

when they do not intend

member

to

do

so.

of your household

with a frequency that would be considered harassing.

•

Calling your neighbors, unless

it is

for the sole

purpose of determining your

current place of residence.

•

For a debt collector, continuing to contact you after you have asked in
writing that the collector stop all collection contacts under Federal Law 15
USC 1692. In this circumstance, the collector may then only contact you
to advise

you

you that the

that the collector will either cease further efforts, or to notify

collector or creditor intends to invoke a specified

ordinarily invoked

by the debt

remedy

collector or creditor.

Court Action
A collector or creditor may take you to court to try to collect a debt.
you

summons

you must appear on the
hearing date, or contact the court in advance to explain why you
cannot appear. You may then have to take other specific steps to have
the date changed. If you do not, and fail to appear on the hearing
date, you will lose "by default," without an opportunity to explain your position.
If

receive a

At the hearing, the court

to go to court,

will evaluate

whether the debt appears to be

valid,

and the

amount due. If the court determines that you owe the debt, either on the day of
the hearing, or by the terms of a judgment mailed to you shortly after the hearing day
you may be ordered to pay the full amount immediately. Either at the original hearing
or a hearing date set later by the judgment, the court may inquire into your ability to
pay, to determine how much you can afford to pay each month, and order a payment
exact

plan.

not permitted to order you to pay the debt with money from Social Secuunemployment, or workers compensation benefits. If you are found to be
liable for the debt, you should immediately let the court know if these are your only
source of income. If that is the case, and you do not own real property, you may be
considered "judgment proof," and will not be required to pay the debt at this time.
However, be advised that a judgment can be acted upon for many years after it has been
made. If, at a later date, you have income from another source or other assets available,
a "judgment creditor" may seek to enforce its judgment at that time and collect the

The

court

rity,

welfare,

is

money owed.
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For most debts, the "statute of limitations" for court action is six years. However, even
after the six years has passed, the collector may still contact you and make reasonable
attempts to collect the money

What You Can Do
• Ask the
writing

collector to send

you substantiation of the debt

in

.

• Request

in writing that the collector not contact

you

at

your

place of employment.

• Try

to negotiate an agreeable repayment plan

writing

•

If

you

are not able to repay or the collector

harassing, ask in writing that

#

and ask

for

it

in

.

all

is

continually

collection contacts cease.

committing any of the previously listed "Prohibited Activities," inform them of your rights under the Massachusetts Attorney
General's debt collection regulations. If they persist, call the Attorney
General's Consumer Hotline at (617) 727-8400.
If

the collector

is

Other Resources
#

The Massachusetts Division of Banks

&

Loan Agencies is a state agency
and takes complaints against third party debt collection
agencies that collect in Massachusetts. The Division may be contacted at

which

licenses

(617) 727-3145, x349.

#

Consumer Credit Counseling

Service of Massachusetts is a non-profit
agency which provides financial counseling and offers assistance in arranging repayment plans with creditors. They may be contacted at 1-800-2826196.
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CREDIT REPORTING
Your

credit report contains important information about your credit history, including
information about your debts and your payment history (including student loans, credit
cards, mortgages, and medical bills). The accuracy of the information in your credit
report is vitally important, because your report is checked by potential lenders for
mortgages, credit cards, home equity loans, etc. to determine your risk as a debtor.
Credit reports may also be used for employment purposes, insurance inquiries, and
tenancy applications. Credit reports are maintained primarily by three private credit
reporting agencies: Experian, TransUnion, and Equifax.

In addition to positive information, credit reports contain information about bad debt
including late or insufficient payments, defaults, and bankruptcy. Most credit

information remains on your credit report for seven years, with the exception of
bankruptcy which can remain for up to ten years. There is no legitimate way to remove
correct information from your credit report, even if it is negative (beware of scams that
lead you to believe there are ways of erasing this information). However, like anything
in life, mistakes can happen and inaccurate information may appear on your credit
history. To protect consumers from the potentially disastrous effects of inaccurate
negative information appearing on a credit report, there are both state and federal laws

designed to regulate credit reporting agencies.

Under the federal FAIR CREDIT REPORTING ACT, if you are denied credit because
of your credit report, you should be notified of which company prepared the report.
Under Massachusetts credit reporting laws, you are now entitled to one free credit report
from each credit agency annually, regardless of whether or not you were denied credit.

CREDIT

Under the new Massachusetts

REPORTING REFORM ACT, credit reports must
be easy to read and to understand; credit reporting
agencies

must

investigate

good

faith

consumer

complaints about the accuracy of a report within
THIRTY (30) business days; CREDITORS, as well
as credit reporting agencies, must have reasonable
procedures to ensure that the credit information

they report

is

accurate;

must maintain
consumer inquiries.
agencies

and

credit reporting

toll-free

numbers

for

full

name

present address
including a complete
zip code

previous address for
the past 5 years

your

social security

number

(as well as

your

spouse's name and
number if applicable)

are entitled to a free copy of your credit
report, it is a good idea to obtain a copy and
review it for accuracy before applying for credit. To
obtain a free copy, you should write to the credit

verification of your

reporting agency and include the following

name and

As you

information:

date of birth
daytime telephone

number
current
address (photocopy of
driver's license, etc.)
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There are three primary national
credit reporting agencies:

EQUIFAX INFORMATION SERVICE CENTER

POBox 105873
Atlanta,

GA 30348

ATTN.: ICSD Disclosure
(800)685-1111

TRANSUNION
PO Box 390
PA 19064-0390
(800)888-4213

Springfield,

EXPERIAN
P.O.
Allen,

(formerly

TRW)

Box 949
TX 75013

(800)422-4879
If you obtain a copy of your credit report and find that it is inaccurate, you should
immediately ask the credit reporting agency to investigate. It is always a good idea to
make this request in writing and to keep a copy of this letter for your records. The
credit reporting agency must, within THIRTY (30) BUSINESS DAYS, investigate
the inaccuracy including asking the creditor who reported the bad debt to review their
records. If the credit reporting company finds that your credit report contains inaccurate
information, under Massachusetts law, the error must be corrected with THREE (3)

BUSINESS DAYS.
If no error is found, underfederal law, you have a right to prepare a 100 word
statement that explains the dispute and provides your explanation for the had debt,

for example unemployment or serious illness. Each time the credit reporting agency
sends outyour credit report, a copy ofyour explanation must he included.

You may

also contact the credit reporting agencies to stop the onslaught of credit card

Most consumers receive unsolicited mail from
credit card companies saying, "Congratulations! You are preapproved to receive XYZ
credit card. Just sign the enclosed form and return to us..." Under the new
Massachusetts law, you can stop many of these solicitations by telling the credit
solicitations

you

receive through the mail.

reporting agencies that they

that

allow your credit report to be used for

To do
you want to "opt out" of prescreening.

"prescreening."

them

may not

so, call

or write to the major credit reporting agencies and inform
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Be wary of credit repair firms sometimes known
,

as credit

"doctors," that claim to "fix" credit for a significant fee (often as

much

do for you is dispute the
something you can do yourself for

as $200). All they can legally

information on your behalf,

free.

Additionally, credit reporting agencies are aware of credit repair

scams and

may doubt

the legitimacy of your dispute

if

presented by

a repair firm.
Ifyou have a question or complaint about a credit report or credit reporting agency, you can call

Attorney General Reilly's Consumer Complaint and Information Section at (617)727-8400, or
write the office at

200 Portland

Street, Boston,

MA 02114.
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THE HIDDEN PRICE OF

PLASTIC:

CREDIT CARD COSTS YOU SHOULD

KNOW

DID YOU KNOW...
...you

can look for lower fees and

interest rates?

Annual

and finance charges can significantly
increase your credit card costs. Annual fees are set by
the card issuer and interest rates may vary in accordance with the prime lending rate. To
obtain lower fees and interest rates, shop around for lenders who don't require an annual
fee or offer lower annual fees and interest rates. Rates and fees may be particularly
fees

competitive

when

transferring balances.

When

choosing a credit card, read the fine print carefully. Take note of introductory
interest rate offers that might escalate significantly after a short time or deals that offer
credit toward frequent flyer miles or free merchandise but may not be worth the trade
off in high annual fees or interest rates. The best way to take advantage of these offers
are by paying your monthly balance in full each and every month, thereby allowing you
to take advantage of the earning power without paying for it in possible hidden fees.
...debit cards are

Payment

not the same as credit cards?

for purchases

made with

debit cards are deducted directly from your checking

you are not charged interest for debit card
you the ease of cashless buying without incurring
financing costs, but, remember that you must have the money in your checking account
at the time you make your purchase. Also, unlike credit cards, you may not have the
right to dispute problem purchases.
account, therefore, unlike credit cards,

transactions. Debit cards provide

...about

backdated interest?

charge an item to your credit card, the credit card company doesn't
pay the merchant for several days. You will pay less interest if the company doesn't
begin charging you interest until it pays the merchant, rather than charging you from the
Generally,

when you

day on which you made the purchase, a practice known as backdating. To avoid
backdating, you should pay your balance in full every month or find another credit card
company which does not backdate interest.
...cash

advances are subject to double fees?
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In addition to charging purchases

on your

credit card,

you can

get cash advances

which

However, the financing costs of increasing your cash flow
most credit card companies charge a transaction fee,
as high as 2% of the advance, in addition to interest on the cash advance. Before taking
such an advance, even if your card advertises "no finances charges" on cash advances,
can easily resolve a cash

in this

way

find out

if

crisis.

are significant, because

a transaction fee

...monthly

is

charged.

minimums can be misleading?

Lenders often encourage consumers to skip a monthly payment or make minimum
(as low as 2% of your monthly balance) without being in default.
You may find it tempting to skip a monthly payment, or to pay the minimum on your
balance, because it keeps more of your money in your pocket. However, making
minimum payments benefits the lender only because the longer it takes you to pay off
your balance, the more money the lander makes in increased finance charges. To avoid
higher finance charges, and benefit yourself, rather than the lender in the long run, pay
as much as possible of your monthly balance.

monthly payments

...interest rates
In order to entice
offer lower rates

When the

can be retroactive?

you

to get a card with them, or transfer existing balances,

known

as "teasers,"

which are only

effective for a limited

some

lenders

time period.

may be charged. In
applied retroactively to your existing balance at the
time the teaser rate expires. To avoid incurring the retroactive rate hike, you should read
the fine print in regard to retroactive rate hikes and avoid such offers. If you find you
some

teaser period expires, a significantly higher interest rate

instances, the higher rate

is

have already signed up for such a card, you should pay your balance in
the balance to a lower interest card before the teaser rate expires.
...that

not

all

full

or transfer

grace periods are equal?

not charged for new
purchases, as long as the new unpaid balance is paid in full each month. However, be
aware that credit card terms can be misleading, and not all grace periods are the same.
For example, with many cards, consumers will not enjoy any grace period on new
purchases if a balance is carried over from month to month. With such cards, you will
have to pay off your balance each month in order to avoid finance charges on your new
purchases. Some credit card companies offer no grace periods, regardless of whether the
unpaid balance is paid each month. Therefore, before signing up for a credit card, read
the grace period terms carefully. If you are unsatisfied with the terms or do not think
you can pay your entire balance each month, find a credit card lender who does offer a
bonafide grace period under which interest is not charged on new purchases.

Most

credit cards offer "grace periods" during

which
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interest

is

...about having savings or checking accounts

and

credit cards with the

same bank?
you have a checking or savings account with the same bank from which you have a
credit card, when you signed for your credit card you may have authorized the bank to
automatically withdraw funds from your savings or checking account if you are
delinquent in paying your credit card bill. To avoid this practice, pay your bill on time,
If

or get a credit card from a different lender.

...you

should read carefully your annual disclosure statements?

Many lenders

offer well-advertised attractive benefits,

such as travel discounts or extra

if an item is lost or stolen, to encourage you to get their credit card.
However, you should read your annual disclosure statement closely to determine if the
very benefits which enticed you to get the card are not quietly discontinued over time.

protection

...there are limits

The United

States

on

interest rates

and

late charges?

Supreme Court ruled that national banks may charge

card customers under the interest and late charge laws of their

where

their customers live.

before

you take on a new

home

all

their credit

state, regardless of

For example, Massachusetts law generally limits credit card
annual interest rates to 18% and late charge penalties to $10.00 per payment. However,
Massachusetts credit card customers of national banks located in South Dakota,
Delaware, or other states may pay considerably higher interest rates and late penalties,
because those states allow the higher rates and penalties. Therefore, make sure you are
aware of which state the lender is located in and that you understand the credit terms
credit card.

For more information on hidden
Attorney General

727-8400

credit card costs, contact:

Tom Reilly's Consumer Complaint and Information Section at (61 7)
office at 200 Portland Street, Boston, MA 021 14.

or by writing his

Federal Reserve

Bank of Boston

at (61 7)

973-3000
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AVOIDING MORTGAGE SCAMS:

IMPORTANT INFORMATION CONCERNING
HOME BUYING AND FINANCING
The purchase of your home

is

a major investment.

Learning about the mortgage process is the single
way to avoid becoming the target of a
mortgage scam or contracting for a mortgage loan
you cannot afford. To avoid being scammed or to
prevent the future possibility of foreclosure, we
best

offer these tips to

homebuyers or

refinancers.

THINK TWICE BEFORE PAYING LARGE FEES FOR A HOME
BUYING SEMINAR
The

Office of the Attorney General has seen a significant rise in

consumer complaints

"home buying

in Massachusetts about businesses that offer

services,"

"home buying

educational services." Such a business

seminars," or

"home buying

may promise

to "guarantee"

home ownership or easy acquisition of mortgage loans. The business
may tell you that it can help you get a home and a mortgage even if
you have

mortgage foreclosures in
if a business asks you to pay a large fee
your background. BE
for this type of service; some of these programs are scams! Here are
some tips to avoid being scammed:
credit troubles, bankruptcies or past

WARY

Do Not Do Business with

an Unlicensed Mortgage Broker. Generally, if a business
promises that it can help you get a mortgage loan, the business must be licensed in
Massachusetts as either a mortgage lender or a mortgage broker by the Division of
Banks.

To verify if a broker

or lender

is

licensed, call the Division at (617)727-3145.

*

Do Not Pay Large Fees

"

Seminars" or Advance Fees to a "Home-Buying
Service" Business. Beware of businesses that demand large fees for seminars or up
front fees for home-buying programs. If the business is legitimate, it is very unlikely that
it will charge you large advance fees. Mortgage lender or broker fees are usually paid at
the closing; if they are paid ahead of time, they should be placed in escrow. Know in
advance what fees

will

for

be charged by a mortgage broker.
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IF IT

SOUNDS TOO GOOD TO BE TRUE,

IT

PROBABLY IS.

business makes promises that sound too good to be true, trust your instinct!
business may be operating a scam. Here are some false promises we have seen:
If a

The

We can guarantee financing.
We can guarantee home ownership.
We offer 100% financing
We have a unique and revolutionary program.
We can get you a home and a mortgage loan, " no matter what your credit
.

"

"

background ," no matter whether you've filed for bankruptcy ," no matter
what your income ," and " with no closing costs ."

MEET WITH A TRUSTED PROFESSIONAL.
Arrange a meeting with a professional you trust who is knowledgeable about mortgage
lending and about purchasing a home. For example, meet with a real estate agent you
know or were referred to by a trusted friend or meet with a loan officer at your bank.
(Professionals are not likely to charge you for informational meetings like this.) These
professionals can give you information about how much you can afford to spend for a
home, how much you need to save for a down-payment, whether you need to take care
of any debt prior to applying for a mortgage and how much you should anticipate paying
for closing costs and other fees.

SEEK LEGAL ADVICE.
complex and can be confusing. Protect yourself by hiring your own
mortgage documents and to represent your interests in the mortgage
transaction. Remember that the lender's attorney does not represent your interests.

Loan transactions

lawyer to review

are

all

DEAL WITH REGULATED LENDERS ONLY.
Generally, mortgage lenders and brokers must be licensed in

Massachusetts by the

state's

Division of Banks and Loan

Agencies. Call the Division to see
negotiating with

is

if

the lender

you

are

licensed.

DO NOT SIGN BLANK FORMS.
NEVER sign a mortgage document that is
forms you

sign.

Ask

questions.

not completely

filled in.

Understand the

Have your lawyer review any forms before you

sign

them

and get copies of everything.

DO NOT SIGN BASED ON PROMISES OF FUTURE RATES OR
CONDITIONS.
Promises of future low rates cannot be counted on unless they are in writing. You will
have to pay back the loan on the specific terms you sign your name to at the closing.
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DO NOT SIGN FOR MORE THAN YOU CAN AFFORD.
Find out exactly what your monthly mortgage payment will be before closing. Get the
figure in writing. Regardless of the amount the lender approves for you, know your own
budget and be certain you are truly able to afford the monthly payment.

BEWARE OF EASY CREDIT.
Beware of any deal where you are told your credit
income does not matter. You do not want

history or

to set yourself

up

to default

on a mortgage

loan.

COMPARISON SHOP.
Compare
lenders.

and terms from at least two other
In particular, rates and terms you should
rates

compare are
charged,

interest rates,

number and

unchanged

number of points

to be

monthly payments, whether the interest rate will remain
whether it will be subject to change
of your loan.

size of

(fixed) for the life of the loan or

(variable) over the life

READ ALL DISCLOSURES.
When you apply for a loan, you will be given a number of disclosure statements about
your loan. Read them carefully with your lawyer.

CHECK THE COMPANY'S REPUTATION.
Use a lender you can trust; ask family members and friends where they got their
mortgage loans, and if they are satisfied. If you are using a lender you do not know,
check to see if there are consumer complaints on file against the lender by calling
Attorney General Reilly's Consumer Complaint and Information Hotline (617)7278400, your local Better Business Bureau, and the Division of Banks.

Page 14

Where To
If

you

Call For Assistance:

are interested in learning

more about the home buying

process, there are well

established first time home buyer education programs offered by the state or local
nonprofit agencies at low cost or for free.

To determine

if

there are complaints filed against a particular lender or broker,

Attorney General

Tom Reilly's Consumer Information Hotline
(617)727-8400
Better Business Bureau

(617)426-9000

To determine

if

(413)734-3114

a mortgage broker or lender

(508)755-2548
is

licensed in Massachusetts:

The Division of Banks and Loan Agencies
(617)727-3145

To

receive information

Attorney General

on mortgage loan programs and

publications:

Tom Reilly's Consumer Information Hotline
(617)727-8400

Massachusetts Housing Finance Agency
(617)854-1000
Federal Reserve

Bank

of Boston

(617)973-3000
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call:

CREDIT IDENTITY THEFT
You may be the victim of identity

theft

and you don't even know

it.

Thieves obtain

personally identifying information (credit cards, driver's licenses, Social Security cards,

ATM cards, etc.)

and charge up the victim's credit cards, or worse, establish credit in the
name. Victims are often unaware their identity was stolen until they receive
enormous credit card bills, debt collectors begin calling, or they are denied credit. Under
federal law, (15 USC 1643) victims are not, generally, responsible for more than $50 of
the unauthorized charges, but impact on victims' credit histories can be staggering.
Thanks to a new Massachusetts law (MGL c 266 § 37E), identity thieves can be more
easily prosecuted, and victims are entitled to restitution.

victim's

The

following information can help

credit identity

is

you

to protect your credit identity, and,

stolen, identifies steps to

minimize the impact. Read

if

your

on...

Personal information identity thieves want and you need to protect:

•
•
•
•
•
•

Birth date
Driver's license

Maiden names (your own &/or your mother's)
Past addresses
Social Security

»

Number

Personal Indentification

Where do
•
•
•
•
•
•

number

Number

("PIN")

identity thieves obtain personal information?
Bank statements
receipts
Discarded credit card &.
Falsely obtained credit reports
Pre-approved credit card applications

ATM

Stolen mail
Theft of a wallet or purse: credit cards, social
security card, birth certificate, passport

•

Internet websites

Protect your privacy:
Steps to prevent identity fraud
Do

not routinely carry your social security card or birth

certificate in

your wallet

or purse.

number only when absolutely necessary.
numbers were implemented as a method for accounting your

Disclose your social security

Social

Security

taxable

earnings, not as a universal identifier.

Change your driver's license number to a randomly assigned "S number." When
you pay by check, the seller can only record your name, address, driver's license or
MA ID number, and your choice of a home or daytime number (MGL c 93 §
Page 16

105).

If

Security

you have a random license number, you avoid
number every time you pay by check.

Carry only those

you use

credit cards

regularly,

disclosing

and cancel

all

your Social

unused

credit cards.

Keep an accurate list of all credit cards and bank accounts including the name,
mailing address and telephone number of the creditor, the account number, and
expiration date. Update the

Closely review

all

list

regularly

credit card statements

and keep

it

in a secure place.

each month to detect unusual activity or

unauthorized charges.

Destroy pre-approved credit card solicitations and to reduce the number of such
solicitations, contact all the three major credit reporting bureaus in writing and
"opt-out" of pre-screening lists. (Names and addresses follow at the end of this
section.)

As a

MA resident, you are entitled to a free copy of your credit report each year.

Exercise this right, and check your credit report closely for accuracy.

(Names and

addresses follow at the end of this section.)

Do

not use your year of birth or other easily identifiable code as a password or
personal identifying number ("PIN") for credit cards or ATM machines. Do not
allow others to closely view as you enter your password or PIN.

Destroy
retail
If

all

credit card

and

ATM receipts and do not discard them in banks or

establishments.

you suspect

that your mail

is

being stolen or tampered with, contact your local

post office or postal inspector.

Never give your PIN number out to someone over the telephone even
that they work for the bank or financial company in question.

if

they say

Use encryption software when transferring personal identifying information over
the Internet. Assume that your communications are not private unless they are
encrypted.

Be very cautious about sending personal identifying information over the

Check Internet

sources to see

what information

is

Internet.

available about you. If you

wish

to have the information removed, contact the website. Websites listing personal

information currently include www.informus.com
www.infotel.com www.knowx.com Be aware that
some pay services on the Internet have access to
significant personal information and will not
,

,

.

delete information.

Discuss with children who use the Internet the
importance of not giving out personal information.

Page 17

What to do
•

if

your credit identity

is

stolen:

and creditors immediately. Close your checking account and
request new bank account numbers and ATM cards. Cancel all credit cards and
request that new accounts be opened with new account numbers. Follow-up in
Call your banks

writing and ask that the accounts be closed at "the customer's request."

•

Contact the 3 major credit reporting agencies by phone and in writing to request a
fraud investigation. Include with the fraud investigation request a 100

word fraud

statement to be attached to your credit report. The statement should stress that
unauthorized fraudulent use of your credit cards and other personal identifying
information occurred. Request that you be contacted personally to verify all new
credit applications. Detail the steps you took to prevent further unauthorized use

and to correct inaccurate credit information, and attach copies of any police reports or similar documents attesting to the fraud. (See the AG's Guide to Credit
Reporting for telephone numbers, addresses &_more information.)

•

File a police report

•

Inform the post-office in writing that you are an identity
theft victim and that change of address request forms
submitted on your behalf should not be accepted.

•

•

and keep a copy

for

your records.

Inform the Social Security Administration in writing that
you are an identity theft victim. If you have suffered a
financial loss or your personal safety is at risk, contact the
Social Security Administration to learn if you are eligible
to change your Social Security number.
Record

all efforts

you take

to correct your credit history in

a log, including the measure

you took,

to

whom you wrote

or spoke, and the date and time of your call or letter.
Mail all letters certified mail and keep copies for your

.
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records.

Massachusetts law,

(MGL c266

37E) now makes it a criminal act to obtain a person's
money or credit. Personal identifying information
telephone number, driver's license number, social security num§

identifying information to obtain

includes name, address,

employment, employee identification numbers, mother's maiden name,
account numbers, credit card number or computer password identification. The
crime is punishable by a fine of up to $5,000 and/or up to 2 Vi years in a house of correction, and restitution for financial loss to the victim. Financial loss may include any
costs incurred by the victim in correcting their credit history, or any costs arising from
the victim satisfying the debt, including lost wages and attorney's fees. Contact your
local police department or district attorney's office to file a criminal complaint.
ber, place of
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For more information on identity theft contact:

Attorney General

Tom Reilly's Consumer Hotline

Federal Trade

Commission

at

at

(617)727-8400

(617)424-5960

Social Security Administration at (800)772-1213

Privacy Rights Clearing House at (619)298-3396, or at www.privacyrights.org

To request a fraud investigation, contact the

credit reporting bureaus:

EQUIFAX
Fraud Investigations

PO Box 105069
Atlanta,

GA 30348

(800)270-3435

EXPERIEN

(Formerly known as
Fraud Bureau
POBox 1017
Allen,

TX

TRW)

75013

(888)397-3742

TRANSUNION
Fraud Victim Assistance Bureau

PO Box 6790
CA 92634

Fullerton,

(800)680-7289
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The following information was reprinted
with the permission of the Federal Trade Commission.

CREDIT REPAIR: SELF-HELP MAY BE BEST
"The ads say they can remove bankruptcies, judgments,

and

No

credit accounts from

my

credit report.

liens,

and bad

loans

Should I believe them?"

remove accurate and timely information from a credit report. Only
time, a conscientious effort, and a personal debt repayment plan will improve your credit
one can

legally

report.

Everyday, companies appeal to consumers with poor credit histories. In exchange for a
fee, they promise to clean up your credit report so you can get a car loan, a home
mortage, insurance, or even a job. The truth is, they can't deliver. After you pay them
hundreds of dollars in advance, these companies do nothing to improve your credit
report; many simply vanish with your money.

The Warning Signs
If

you decide

to respond to a credit repair offer, beware of companies that:

•

Want you

•

Under the Credit Repair Organizations Act, credit repair companies cannot
require you to pay until they have completed the promised services.
Don't tell you your rights and what you can do - yourself - for free.
Recommend that you not contact a credit bureau directly.
Suggest that you try to invent a "new" credit report by applying for an

•
•

to pay for credit repair services before they provide any services.

Employer Identification Number instead of using your Social Security
number.
Advise you to dispute all information in your credit report or take any
action that sounds questionable, such as creating a new credit identity.
you follow illegal advice and commit fraud, you may be subject to

•

If

prosecution.

better credit record. Start by
contacting your creditors as soon as you realize you can't make the payments. If you
need help working out a payment plan and a budget, contact your local credit counseling

The truth

is

you can help yourself to rebuild a

There are non-profit groups in every state that offer credit guidance to
consumers. These services are available at little or no cost. Also,
^\
check with your employer, credit union or housing authority for
service.

w?

no- or low-cost credit counseling programs.

In Massachusetts, you can contact Consumer Credit Counseling
for credit guidance at (800) 282-61 96.
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In addition,

You

you have

specific rights

are entitled to a free

under the Fair Credit Reporting Act:

copy of your

credit report if you've

been denied

credit,

employment and ask for the report within 60 days of notice, or if you
can prove that ( 1 ) you're unemployed and plan to look for a job within 60 days, (2)
you're on welfare, or (3) your report is inaccurate because of fraud. If your application
for credit, insurance or employment is denied because of information supplied by a
credit bureau, the company you applied to must provide you with that credit bureau's
name, address and telephone number. You can dispute mistakes or outdated items
for free. Ask the credit bureau for a dispute form or submit your dispute in writing,
along with any supporting documents.
insurance or

Other Facts You Should

Know

Accurate negative information generally can be reported for seven years, but there are
exceptions:

•
•
•

•

Bankruptcy information can be reported for 10 years.
Information reported because of an application for a job with a salary of
more than $75,000 has no time limit.
Information reported because of an application for more than $150,000
worth of credit or life insurance has no time limitation.
Information concerning a lawsuit or judgment against you can be reported
for seven years or until the statue of limitations runs out, whichever is
longer.

•

Default information about U.S. Government insured or guaranteed student
loans can be reported for seven years after certain guarantor actions.
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The following information was reprinted
with the permission of the Federal Trade Commission.

EASY CREDIT? NOT SO FAST:

THE TRUTH ABOUT
ADVANCE-FEE LOAN SCAMS
"The company guaranteed I would get the loan if I paid
an up-front fee. I never got the loan and now they wont
refund the

$150 1 paid

in advance.

Advance-fee loan scams "guarantee" or represent a "high likelihood of success" that the
advertiser will be able to get or arrange a loan or other form of credit for a consumer,
regardless of the consumer's credit history. These scams differ from legitimate, guaranteed
offers of credit in one critical way: they require payments up-front, before the lender is
identified and the application is completed. The fee may range from $100 to several
hundred dollars. Legitimate lenders may require consumers to pay application appraisal,
or credit report fees, but these fees never are required before the lender is identified and
the application is completed. In addition, the fees generally are made payable to the
lender, not the broker or arranger of the supposed "guaranteed" loan or extension of
credit.

Legitimate lenders rarely guarantee a loan or extension of
credit before evaluating a consumer's creditworthiness.

However, there are legitimate guaranteed offers of credit.
For example, guaranteed offers of credit cards or other
extensions of credit do not require any payments up-front
for a consumer to accept the offers. These are firm offers
of credit that require a consumer to accept the offer; they
are advance-fee loans only if they offer the consumer the
"opportunity to apply" for

credit.

Advertisements that promise loans generally appear in the classified section of newspapers and magazines. Often, the ads feature "900" telephone numbers, which result in
charges on your phone bill. Advance-fee loan scams also are promoted through direct
mail and radio and cable TV spots. The appearance of an ad in recognized media outlets
- such as your local paper or radio station - does not guarantee the legitimacy of the
company behind the ad. You can avoid advance-fee loan sharks. Here's how:

Don't pay for a promise. It's illegal for companies doing business by phone
to promise a loan and ask you to pay before they deliver.
EI

Ignore any ad

-

or hang

change for an advance

up on any

fee.

caller

-

that guarantees a loan in ex-

Legitimate lenders never "guarantee" or say that
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you will receive a loan before you
no credit record.
Never

give

apply, especially if you

have bad credit or

your credit card or bank account numbers, or Social Security
unless you are familiar with the company and

number on the telephone

know why the

information

is

necessary
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Listings for Local

Consumer Programs

To better serve you, the Attorney General works in cooperation with 1 9 local consumer
programs throughout the state. For consumer assistance or information, contact either the
Office of the Attorney General (OAG) or one of the local Consumer Aid offices listed in a
town or city near you.

CAPE COD

BOSTON OFFICE OF THE
ATTORNEY GENERAL
200 Portland
Boston,

Consumer Assistance Council, Inc.
572 Main Street, #H-2
West Yarmouth, MA 02673-4909

Street

MA 021 14

(617) 727-8400

(508) 771-0700 or (800) 867-0701

SPRINGFIELD OFFICE OF THE

FALL RIVER

ATTORNEY GENERAL
436 Dwight
Springfield,

Fall

River

MA 01 103

Fall River,

(413) 784-1240

FRANKLIN COUNTY

County Consumer

Consumer Protection

Advocates, Inc.

238 Main

MA 01201

4th floor

MA 01303

(413) 774-5102

BOSTON

HAVERHILL

& Lie.

Consumer Protection Program
Haverhill

MA

Community Action,

Inc.

25 Locust Street

02201
635-3834
(617)

Boston,

Street,

Greenfield,

(413) 443-9128

Mayor's Office of Consumer Affairs
Boston City Hall, Rm817

Office

District Attorney's Office

150 North Street
Pittsfield,

MA 02722

(508) 324-2672

BERKSHIRE COUNTY
Berkshire

Consumer Program

One Government Center

Street

Haverhill,

MA 01830

(978) 373-1971

BROCKTON
Bentley Consumer Action Line
Lindsay Hall, Bentley College

LAWRENCE
Greater Lawrence

Community Action,

1 75 Forest Street
02154
Waltham,
(800) 273-9494

350 Essex Street
Lawrence,
01842

CAMBRIDGE

LOWELL

Cambridge Consumers' Council
831 Massachusetts Avenue

Middlesex Community College
Law Center
33 Kearney Square, Room 117

MA

MA

Cambridge,

(978) 681-4990

MA 02139

Lowell,

(617)349-6150

MA 01852

(978) 656-3342
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Inc.

MEDFORD

NORTH WEYMOUTH

Medford Consumer Advisory Commission
90 Main Street
Medford, MA 02155
(781)393-2460

MassPIRG Consumer Action Center
Whipple Center
182 Green Street

MA

N. Weymouth,
02191
(781)335-0280

METRO WEST
REVERE

Consumer Assistance Office of MetroWest
209 West Central Street
Natick, MA 01760

Consumer Affairs

Office

Revere City Hall

(508) 651-8812

281 Broadway
Revere,
02151
(781)286-8114

MA

NEW BEDFORD
Consumer Assistance Council, Inc.
572 Main Street, #H-4
West Yarmouth, MA 02673-4909

SOUTH SHORE

NEWTON

Consumer Aid Program
South Shore Community Action Council
265 South Meadow Road
Plymouth, MA 02360

Newton-Brookline Consumer Office

(508) 747-7575, extentions 25, 26, 27

(508) 771-0700

Newton City Hall
1000 Commonwealth Avenue
Newton, MA 02159

SPRINGFIELD
Consumer Information Center
P.O. Box 1449

(617)552-7205

Springfield,

NORFOLK COUNTY

MA 01 101

(413)263-6513, 6518,6519

Consumer Protection Division
Norfolk District Attorney's Office
1
Granite Street
Quincy,
02169
(617) 984-5600, ext 118

MA

WORCESTER
Consumer Council of Worcester County
Worcester Community Action Council, Inc
484 Main

Street,

Worcester,

2nd

(508) 754-1176
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floor

MA 01608

